On recent attacks against
Cryptographic Hash Functions




Qutline

First part
Preliminaries

Which cryptographic hash functions exist?
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Operators

X By Addition modulo 2"

x By Subtraction modulo 2"

~ Exclusive OR
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Bitwise Functions

(X Ay) V((7x) Az)




Hash Functions




Attacks on Hash Functions

Collision attack
Find m and m’ # m such that H(m) = H(m’).




Attack Complexities

Collision attack
Naive complexity O(2"?) due to the birthday paradox.
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Cryptographic Hash Functions







Davies-Meyer




Merkle-Damgard




A Genealogy

MD?2 [l only birthday attack
i . theoretical attack

collision found
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Structure of MD4

Iterated encryption function

Three rounds with |16 steps in each round.




Compression Function

Sj (128 bits)

(32 bits)
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Round Functions & Constants




Attacks on MD4

Last two rounds attacked in 1991 by den Boer and Bosselaers.
Full collision with complexity O(2%%) by Dobbertin in 1996.

Wang et aI presented an attack in 2004 usmg "hand caIcuIatlon" 0(28)




Designed by Ron Rivest in 1992 as a successor to MDA4.

A response to the analytic attacks of den Boer and Bosselaers on MDA4.

Standardized in RFC 1321 and widely used.
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MD5 Step F
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Round Functions & Constants




Attacks on MD5

Psuedo-collision C(m, s|) = C(m, s2) by den Boer and Bosselaers in 1993.
Psudo-collision C(mj, si) = C(ma, s2) by Dobbertin in 1996.
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SHA-0

Designed by the NSA and standardized by NIST in 1993.
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SHA-0

Uses a more complex message expansion:




R T e R

MD5 Step F

- | I

unction

e T + - o e A il 1 e e e Eig *
; e el y R




R L et

SHA-0 Step Function
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SHA-0 Step Function
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SHA-0 Step Function
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Round Functions & Constants
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Attacks on SHA-0O

The first attack was published by Chabaud and Joux in 2002
with complexity O(2¢').

Biham and Shamir improved upon the attack and reduced the
complexity to O(2°').
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SHA-|

Standardized by NIST in 1995 as a replacement for SHA-O, in response to
concerns voiced by NSA over a weakness in the message schedule.
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SHA-I

Uses an even more complex message expansion:




Attacks on SHA-I

No collision has yet been found, but a theoretical attack with complexity
as presented by Wang et al. in 2005.
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SHA-2

Designed by the NSA and standardized by NIST in 2002.

Consists of a family of hash functions




SHA-2

SHA-224 224 bits 512 bits 64

SHA-256 256 bits 512 bits 64
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SHA-2 Step Function
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SHA-2

SHA-2 was developed...

...as a response to the attacks on SHA-0 and SHA-I.
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Attacks on SHA-2

No theoretical attack has been presented as of yet.
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SHA-3

Specified as a drop-in replacement for SHA-2.

Same hash digest as SHA-2.
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SHA-3 Timeline

The 2" of November 2007, NIST sent out a formal request for candidate
algorithms for the standardization of SHA-3.

Submissions accepted until the 315t of October 2008.
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Wang's attack

In 2004 Wang et al. presented the first collisions on MD5,
RIPEMD and HAVAL-128, as well as a new collision on MD4.
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They used a dlfferentlal attack to analyze how smaII message and mput il




Outline of Wang's Attack

Select an appropriate message difference oM.




Outline of Wang's Attack
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Outline of Wang's Attack

Derive a set of pseudo-sufficient conditions on bit differences
in the intermediary states, for the differential path to hold.

Employ message modification techniques to efficiently search
fqr al e,ssa e M that. f_If‘ ills the condltlons for the un erturbed
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Another look at MD5




Another look at MD5

Only the A register is updated in each step




MD5 Step Function




Round Functions & Constants

IF (qi-1, gi-2, Gi-3)




The Permutation o

Sigma is a permutation of the message words, such that each message
word is used exactly once in each round.




The Rotational Constants r;

»  Four rotational constants are used cyclically in each round.
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Wang's Attack




Wang's Attac




Tracking Differences

We seek to track how differences propagate between steps...
...that is how bits differ between qgi and q’; in each step.

The differences are expressed additively as dqi = q'i B q.
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Observations on the MD5




Observations on the MD5
Round Functions

IF




Observations on the MD5
Round Functions

»  The third round is critical, since one may not use the round function B
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Selecting Message Differences




Proof by Induction

amo-(i) =0 and aq'i-| = aq'i-z = aq'i-3 = aq'i-4 =23 and F = XOR

qi = qi-t B ( qi4 B Fi(qi1,9i-2,.9i3) B mog B ki) « i

qi=qi1 B (qi4 B Fi(qi1,94293) B mop B ki) «ri




Selecting Message Differences

Assume that the last four 9q values in the second round are zero

0q29 = 9930 = 9q31 = 9932 =0




Selecting Message Differences

0Qi-I = 0qi2 = 0qi-3 = 9qi4 = 0

0qi = 0qi-1 B ( 0qi4 B 9Fi(qi-1,9i-2,qi-3) B dMo() ) « ri

0Qi = dmg() « ri = 23!
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Round 2

assume 0q =0

Round 3

L




Additional Constraints for
the Fourth Round

In the fourth round, it is often trivial to handle differences in
the 31t bit but difficult to handle differences in other bits.




Wang's Message Differences

Round 3 Round + (S
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Output Difference




Forward & Backward




Round 2

assume 0q =0




Forward Differential Derivation
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OF

Consider an example in the first round where F; = IF(qi-1, gi-2, gi-3).
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OF

Consider an example in the first round where F; = IF(qi-1, gi-2, gi-3).

0.5 101 @ L0000 i @) ......+. ......+. 05 055 OLE.O: @ N0 L, @@

......+. @ 305 010 0L 100




OF

Consider an example in the first round where F; = IF(qi-1, gi-2, gi-3).
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Additional Differential
Conditions




0Ti and Jq;

If we know AFi, we know which 0T values are obtainable, since

BT; = aqi-4 B AF B amo(i)
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Backward Differential
Derivation




forward compute

backward compute

assume 0q =0

Round 2
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oining the Paths

We need to join the paths over four consecutive steps.

That is, select a set of compatible BSDRs Aqk, Aqk+1, Aqk

+2, Aqk+3




Joining Column-wise

Estimate or "guess" values of dqx to 0qu+3







The Second Block

Negate the message word differences.

Proceed in the same way as for the first block.







Collision Search

Find a message M which follows the differential path.
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Single Message Modification

In the first round, there exists a bijection between mg() and q;
provided that gi4 to gi.| have been fixed.

qi = qi-t B ( qi4 B Fi(qi1,9i2,qi3) B mog B ki) « i




Verification

Compute the step function for steps |7 up to 64 and verify that
the sought BSDRs are indeed obtained in each step.
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Complexity Analysis

In the second blocks, there are differences in the IV.

Some of the bits in the IV will be fixed by the F. functions when
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Tunnels

Vlastimil Klima introduced the concept of tunnels in March of 2006.
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Tunnels

As an example, consider steps 9 to |13 in the first round.

g9 =qs B (gs B IF(gs,q7,q6) H mg H k9 ) « r9
qio = q9 B ( q¢ H IF(q9,98,97) B m9 H kio) « rio
qu.= q|o i (q7 i |F(q|o P, qs) B mio B k||) « I
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Tunnels

As an example, consider steps 9 to |13 in the first round.

g9 =qs B (gs B IF(gs,q7,q6) H mg H k9 ) « r9
qio = q9 B ( q¢ H IF(q9,98,q7) B m9 H kio) « rio
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Tunnels

As an example, consider steps 9 to |13 in the first round.

g9 =qs B (gs B IF(gs,q7,q6) H mg H k9 ) « r9
qio = q9 B ( q¢ H IF(q9,98,q7) B m9 H kio) « rio
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Tunnels

In the second round, my is first to appear, in step 25.

qi7 = qie B ( qi3 B IF(q14, qie,qi5) B M| B ki7) « riz
qis = qi7 B ( qi4 B IF(qi5,q17,q16) B me¢ B kig) « ris
C|I8 H (q|5 B IF(qi6,q18,q17) B mi1 B kig) « ri9
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Tunnels

- There are more tunnels in MD5 which may be combined.
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