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Abstract

This thesis concerns the design, implementation and evaluation of a spec-
ification based testing architecture for reactive systems using the paradigm
of learning-based testing. As part of this work we have designed, verified and
implemented new incremental learning algorithms for DFA and Kripke struc-
tures. These have been integrated with the NuSMV model checker to give a
new learning-based testing architecture. We have evaluated our architecture
on case studies and shown that the method is effective.
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Introduction and Literature Survey






Chapter 1

Introduction and Background to
Software Testing

1.1 Introduction

The purpose of software testing is to show that a software program works as desired
and to possibly detect any defects before its delivery. For testing purposes, a
program is executed with artificial data commonly known as test cases to spot
errors and identify anomalies. According to [Sommerville 2009] software testing
has two distinct goals: 1) to show to the customer and developer that software
meets its requirements and 2) to identify incorrect behaviour in the software with
respect to a specification. The former is referred to as wvalidation testing and the
latter as defect testing.

Testing is a part of a broader paradigm of software verification and validation
to ensure the quality of the software end product. The subtle difference between
software verification and validation was described in [Boehm 1979]. According to
this description, validation aims to get the answer to the question whether we are
building the right product. Verification on the other hand refers to ascertaining
whether the product being built is correct according to some requirement specifi-
cation. Validation is a more generic term intended for customer satisfaction and
verification is a more specific term intended to ensure the correct behaviour of
the software system according to specifications. Since testing is seldom exhaustive
we cannot conclusively claim the absence of bugs after testing a software product
although it is a good approach to locate the bugs (see [Dijkstra et al. 1972]).

Testing can concern both functional and non-functional requirements of software
and it can begin either during the software development process or after coding
has been completed. When testing is done during the development process then it
involves the use of static techniques like reviews, walkthroughs or inspections. When
the software product is tested after the completion of coding then it usually involves
the use of dynamic testing techniques. In these the behaviour of the software is



CHAPTER 1. INTRODUCTION AND BACKGROUND TO SOFTWARE
A TESTING

observed and compared with the requirements by actually running or executing the
software.

In this thesis a new approach to specification-based black-box testing of systems is
considered called learning-based testing (LBT). In LBT | we use a learning algorithm
(described in Chapter 3) to iteratively learn the system under test (SUT). The
iteratively learned model is then model checked (described in Chapter 4) against a
specific requirement formula expressed in temporal logic (described in Section 4.3).
Any violation to this formula is treated as a test case and applied to the SUT on the
next iteration of learning. The pass or fail verdict of the test case is automatically
decided by an oracle (described in Section 1.2 ) using requirement formula and the
outcome of the test case. Before we consider LBT in more detail (in Section 1.6),
it is appropriate to begin by reviewing different testing techniques.

1.2 Specification Based Testing

The development of any engineering system begins with a specification of what it is
required to do. A specification is an agreement between the developers and other
stakeholders (who want the system to be developed). The stakeholder’s focus is on
what the system should do and developers address the question how the system will
be built. The term specification has a precise meaning in traditional engineering
fields but its meaning may vary depending upon the context it is used in case of
software engineering. For example it is common to hear terms like requirements
specification, design specification and module specification etc in software engineer-
ing. All these terms are used during different phases of software development and
have a different meaning depending upon their context.

A specification can be described in a formal or an informal way. In an informal
way, the description is in natural language and can use visual aids like diagrams,
tables and other visual notations to enhance their understanding. On the other
hand a formal description of a specification requires a precise syntax and semantics
that can adequately capture the functionality of the system to be developed.

In specification based testing a set of test cases is generated from the specifi-
cation which are then executed on the System Under Test (SUT) and its output
observed and compared with the specification. The verdict about the test being ei-
ther pass or fail is given by an oracle. An oracle can either be manual or automated.
In the case of a manual oracle, a human decides the pass or fail verdict for the test.
A test is a pass if the observed value of the test is from the expected set of values
given in the test case description, otherwise the verdict is a fail. A manual oracle
can however be slow, time consuming, even error prone and sometimes impossible
for exhaustive testing. A manual oracle is used in case of informal specifications
because automating the testing process from them is not trivial . However it is
possible to use an automated oracle in case of formal specifications, in this case
an oracle is an implementation of some criteria that compares an observed value
against the set of expected values. It gives a verdict as pass if the expected set of
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values contains the observed values, otherwise the verdict is a fail.

1.3 Black Box and Glass Box Testing

Black Box Testing

The tester may have to use different sets of testing techniques depending upon
the availability or non-availability of source code. When the software tester doesn’t
have access to the source code then the software is treated as a black boxr and testing
techniques used in this case are called black-bozx testing or functional testing. In this
case SUT functionality is tested against a set of requirements and behavioral errors
corresponding to inputs are recorded. This kind of testing requires a test set either
generated automatically or manually depending upon whether the requirements
are formal or informal respectively. The verdict is given as pass or fail depending
upon the observed values and the expected values given in the test set. Different
types of black box testing include equivalence partitioning, boundary value analysis,
all pairs testing, model-based testing, exploratory testing (see [Jorgensen 2007]),
specification-based testing (see Section 1.2) and random testing (see Section 1.3).

Random Testing

Random testing is thought to be the opposite of systematic testing like black-box
testing or white-box testing. This is because of the fact that the word random is
associated with meanings of derogatory nature such as “having no specific pattern”
or “without a governing purpose” and so on. But in practice its use is described
in [Hamlet 2002] as, “Random testing, of course, is the most used and least useful
method.”

The question however is why random technique should be used instead of sys-
tematic testing technique? In [Hamlet 2002] two reasons have been described for
the usefulness of test case generation through a random approach. First, algorithms
exist for the selection of random points through pseudo random numbers which are
useful in defining a vast number of test cases. Secondly, the statistical indepen-
dence among test points enables statistical prediction of observations upon them.
The former can be compromised since the pass or fail of an easily generated test
case may not be that easily computable by the oracle. The latter however is useful
in the context of software testing theory. This is because in a physical context of
measurement only random fluctuations can be averaged out and refined to yield a
better result over several trials or experiments. This may not be the case of system-
atic fluctuations as a result of some systematic testing approach especially when
their cause or (even existence) is not identifiable (because system is treated as a
black box) which will render the measurement invalid forever. Therefore random
testing can be used as an effective tool when large number of test cases have to be
generated and for benchmarking of other testing techniques against random testing
because of its better statistical background.
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White Box Testing

When the tester has access to internal data structures, underlying algorithms and
the source code that implement them then white-box testing techniques are used
(also called glass-bozx testing).

The major advantage of white-box testing is the possibility to define SUT cov-
erage by a set of test cases representing the test requirements. Elements of graph
theory have been used quite efficiently for this purpose. To meet this end a graph
model of the SUT is set up and then coverage of the system by test cases is de-
scribed in terms of e.g node coverage, edge coverage or edge-pair coverage (see
[Amman and Offutt 2008]). Node coverage means the ability of the test suite to
cover all reachable nodes in the graph of SUT. Similarly edge coverage and edge-
pair coverage mean that the test cases in a test suite should be able to contain
each reachable path of length > 1 and length > 2 respectively in the underlying
graph of SUT. The quality of a test suite can also be determined by the extent
of functional coverage achieved i.e how many functions or statements it is able to
execute and test successfully. The former is called function coverage and the latter
is called statement coverage. The completeness of the test suite created with black
box testing can also be checked with this criteria.

The behaviour of black-box testing and white-box testing can be contrasted in
terms of scalability and testing from requirements. White-box testing techniques
are very good when it comes to describe the coverage of an SUT achieved. But
these are not particularly good when the test suite is to be scaled for large systems.
Such systems can possibly consist of thousands of paths with hundreds of selection
statements and loops. It is not possible to test all paths of loops in such programs
which renders exhaustive testing of such systems impossible. Similarly white-box
testing approach does not provide the possibility of generating the test suite from
requirements as it is meant to test different paths of the system. On both these
counts black-box testing fares much better than white-box testing.

1.4 Conformance Testing

Conformance testing is a success story in specification-based testing and is widely
used in telecom industry. The aim of conformance testing is to check whether a
given SUT conforms to a formal specification or not. This type of testing is quite
common for protocol testing and protocols are quite similar to reactive systems.
A framework for conformance testing of protocols is for example [Tretmans 1996].
The notion of conformance has to be defined formally in this context. A confor-
mance relation will precisely describe under what conditions an SUT conforms to
a specification. For example when the specification allows two possible outputs
for a particular input then the corresponding conformance relation can be defined
either as allowing only one output for that input or showing no output at all in
the implementation. More precisely we can say that an implementation I conforms
to a specification S when at any point during the execution it is able to handle
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at least as many inputs as the specification and at most as many outputs as the
specification.

A test suite is also generated from the specification. The behaviour of the SUT
is observed by executing test cases on it from the test suite. The pass and fail
verdict for a test case from the test suite is decided by a verdict function which
formally models observations of test execution with a test execution procedure.

A test suite is sound if every implementation that conforms to the specification
also passes the test suite. Conversely a test suite is complete if every non-conforming
implementation fails the test suite. For practical reasons it is impossible to achieve
completeness because every non-trivial system will require infinite number of test
cases to be executed before reaching completeness. Therefore an incomplete test
suite should at least be consistent. This means that it should pass all the correct
implementations and fail implementations showing errant behaviour. A good auto-
matic test case generation tool should be able to produce test suites that are sound
from a given specification.

1.5 Model Based Testing

Model-based testing (MBT) (see [Utting and Legeard 2006]) involves the use of a
design model to guide software testing by executing the necessary artifacts. The
model for testing purposes is an abstraction of the SUT but it should essentially
describe all aspects needed for testing i.e test cases and their execution environment.
The test cases so derived from this abstract model are also abstract and are part
of an abstract test suite (ATS). The ATS cannot however be executed on an SUT
directly rather it has to be converted into an ezecutable test suite (ETS) by some
means for execution on a concrete SUT.

Since test cases are derived from models in case of MBT and not from source
code. Therefore, MBT is generally considered as a form of black box testing.
Nevertheless this approach allows us to define model coverage measures (again by
using e.g graph theory).

Model-based testing can be carried out either online or offline. When it is
online then the model-based testing tool acts directly on an SUT and executes
the test cases on it (conversion from abstract test cases to concrete ones is done
automatically by the tool ). In offline model-based testing on the other hand the
testing tool will generate test cases without actually executing them on an SUT.
The test suite can be generated at some point in time and can be deployed and
executed on the SUT at a later time.

The MBT approach can be used efficiently for the purpose of test automation
provided the model is a formal and adequate behavioral description of the SUT
which is also machine readable. Then it is possible to extract test cases automati-
cally. There are several algorithmic methods for the extraction of test suites from
formal descriptions of models which include test case generation by theorem prov-
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ing (see [Helke et al. 1997]), constraint logic programming and symbolic execution
(see [Offut 1991]) and more recently model checking (see [Fraser et al. 2009)]).

1.6 Learning Based Testing

Learning-based testing (LBT) which is the subject of this thesis is an iterative
approach to automate specification-based black-box testing. The LBT framework
consists of the following:

e an SUT which is a black box
¢ a formal specification for SUT

e a learned model M of SUT

The former two are common to all specification-based testing. The latter however
is a distinctive feature of LBT only. The LBT approach is a heuristic iterative
approach which is based on the concept of learning a black-box SUT using tests as
queries.

An LBT algorithm will work by executing test case inputs on an SUT. Let us say
after the execution of n test case inputs i1, ...,%,, on the SUT outputs o1,...,0, have
been observed. The learning algorithm will synthesize these n input/output pairs
into a learned model M,, of the SUT. The learned model M,, is then satisfiability
checked against the formal specification for SUT and a counterexample is returned
in case of a fail. The counterexample will become input 5,41 for the SUT and after
its execution output 0,41 is observed. If the SUT fails this test case i.e (in+1,0n+1)
does not satisfy the formal specification then the LBT algorithm terminates with
a true negative. If this test is a pass then M, was an inaccurate model and the
test case was a false negative and the LBT algorithm goes on to construct a refined
model M.

The LBT paradigm has been applied to both procedural SUTS in [Meinke 2004]
and [Meinke and Niu 2010] and to reactive SUTs in [Meinke and Sindhu 2011].

A combination of learning and model checking has been considered in several
earlier works in the literature to test or formally verify reactive systems see e.g
[Peled et al. 1999], [Groce et al. 2006] and [Raffelt et al. 2008]. Reactive systerms,
learning and model checking will be reviewed in Chapter 2, Chapter 3 and Chap-
ter 4 of this thesis respectively. Learning and model checking is also used in an
approach called counterexample guided abstraction refinement (CEGAR) for ver-
ification within the model checking community (this will be discussed in Section
1.9 ) . The LBT approach is distinct from the above mentioned in the sense that
its focus is on testing rather than verification. Its effectiveness is also significantly
enhanced by the use of incremental learning algorithms which form a central theme
of this thesis.
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1.7 Inductive Testing

Inductive testing is a heuristic approach to black-box testing. The heuristic idea of
inductive testing is also to learn a black box system using tests as queries. However
testing in this case is done without specifications. It is based on the idea that
software testing and inductive inference are the opposite sides of the same coin.
In software testing we try to find the optimum (finite) number of tests that are
sufficient to test the whole system. In computational learning (which provides the
algorithm for inductive testing) we try to find the minimum number of queries
sufficient to learn the whole system. While inductive inference aims at finding
the minimal behavioral representation of the system by executing a finite sample
of examples for the system. The common feature of learning and testing is very
aptly described in [Walkinshaw et al. 2010] as follows: “The success of techniques
in either area depends on the depth and breadth of the set of examples or tests”.
The likelihood of finding a bug or an inferred model is greater if the range of tests
or examples is broader.

Inductive testing therefore is based on the idea of constructing test cases through
a learning procedure. An inferred model will represent what has already been tested
and the test case generator will try to find new tests that learn unknown parts of
the SUT. The process of inductive testing is often terminated by means of an
equivalence test between the learned model and the SUT.

In [Walkinshaw et al. 2010] it has been shown that inductive testing can achieve
better functional coverage than random testing techniques and that it can be ap-
plied to large systems. The applicability of this approach was demonstrated by
generating a test set for the Linux TCP/IP stack.

1.8 Static Checking

We will contrast specification based testing with other methods for software quality
assurance such as formal methods based testing techniques including static checking
and verification. This is because: 1) they also use specifications and 2) they use
similar algorithms to those used in testing such as model checking and constraint
solving.

Static checking involves the use of program evaluation techniques without actu-
ally running the software. This contrasts with dynamic execution used in testing.
It can be done manually or with a tool in which case it is called automated static
checking. These techniques are not an alternative to testing but are complimentary
to it. Testing aims to find bugs while static checking/verification is used to prove
program correctness. Testing, static checking and scalability can also be contrasted
in terms of scalability. Verification is effective and used on small scales only but
the analysis reached is very strong as compared to static checking. Static checking
can be effectively used on a larger scale but the analysis is weaker compared to full
verification. Testing on the other hand can be used on a very large scale but the
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analysis about the behaviour of the program is compromised compared to static
checking and verification techniques.

Manual Static Checking

When done manually, approaches like reviews, walkthroughs and inspections are
able to detect bugs in the software.

A review may be done by the programmer , in which (s)he analyzes the logic of
the program by examining the source code. Such a review is called a code review. A
code review not only helps to spot and fix potential mistakes in the software prod-
uct, but it also improves the programmer’s skills. Common code problems identified
with this technique include race conditions, memory leaks, buffer overflows etc. A
review may also be carried out in collaboration with a colleague in which case it
is called a peer review. If the colleague happens to be more experienced than the
programmer can get useful feedback not only in terms of finding potential bugs
but also about optimizing sections of code by using more efficient programming
constructs. Pair programming (two programmers code together), over-the-shoulder
(one programmer looks over the shoulder of the author when he goes through the
code) and lightweight code reviews are other examples of a review used in static
checking.

A walkthrough is a kind of peer review different from the peer review discussed
above in which a developer leads interested stakeholders through a software product
and they ask questions and provide comments about possible problems. It differs
from a review primarily because direct suggestions for improvement can be ob-
tained, participants get familiar with the product and it omits product and process
metrics.

An inspection on the other hand involves a peer review conducted by well trained
individuals who analyze the software product for defects using a well defined pro-
cess. Inspectors try to reach on a consensus on a work product like software re-
quirements specifications and test plans. A defect in an inspection will be anything
that will keep the inspector from approving that work product.

Automated Static Checking

Automated static checking or static program analysis is another technique used for
the analysis of of computer programs without actually executing them. This is
done with the help of a tool which analyzes the source code or the object code of
a program to spot potential problems within the program. The sophistication of
these tools vary from one to the other as some tools analyze individual statements
and declarations, while other tools analyze complete source code. The informa-
tion contained in this analysis varies from tool to tool. It may simply consist of
highlighting code errors (e.g. as shown by the Lint tool which analyzes C' code)
to more complicated programs that prove properties of a program mathematically
(e.g MAPLAS (see [Wichmann et al. 1995]) tool uses directed graphs and regular
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algebra to prove that software being analyzed meets its mathematical specification).
ESC/Java (see [Flanagan et al. 2002]) is another well known tool (ESC stands for
Extended Static Checker). Tt tries to find common run-time errors in Java programs
at compile time. It is based on a theorem prover analysis and a simplified semantic
model of Java code. Extended static checking which in this case means to statically
check the correctness of constraints of a given program for example an integer being
greater than zero or lying between upper and lower bounds of an array.

1.9 Full Verification

The type of static analysis in which properties of a program are proven mathemat-
ically is called formal verification. Its use is becoming increasingly widespread in
industry for the verification of properties of software used in safety-critical com-
puter systems. An important technique in this regard is called model checking. It
considers finite state systems or those which can be reduced to finite state by some
kind of abstraction technique. The model checking algorithm then checks this (ab-
stract) model against temporal logic requirements. If it finds an error it can either
report a counterexample to that specification or simply notify the error otherwise it
will report the specification to be valid for the model. A more detailed description
of model checking is given in Chapter 4.

CEGAR: Inductive Verification

There is a branch of formal verification which is particularly relevant to this thesis.
Formal verification can be used to mathematically prove the properties of programs
with techniques like model checking. But the model checking approach has its limi-
tations such as state space explosion that can occur if the components of the system
being verified make transitions in parallel. The problems of state space explosion
were a reduced in severity by the introduction of binary decision diagrams (BDDs)
see e.g. [Burch et al. 1992]. This approach was used in a well known model checker
developed around that time called NuSMV see [NuSMV 2.5.2]. But the state space
explosion problem has not completely been resolved yet despite the success of sym-
bolic techniques. Several reduction techniques have been introduced and studied
in this regard but a more flexible technique for handling this problem has been ab-
straction which intuitively means simplifying details or removing components from
the original design that are not relevant to the property being verified.

In the usual abstraction based approaches abstractions are often constructed
manually. This process can be time consuming and also error prone. But these two
drawbacks can be eliminated if a learning-based approach is used. In a learning-
based approach as described in Section 1.6 an abstraction can be built automatically
by using counterexamples to steer the process of learning. This combination of
learning and model checking is very similar to our own but the emphasis in CEGAR
is on full verification (or at least static checking) and complete learning rather than
testing.
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Proof
is easy to find

Counterexample
is easy to find

Spec-based
Testing

A

»  Full Verification

A

A

Static Checking

Figure 1.1: A comparison of Testing and Verification

A relative comparison of testing, static checking and full verification in terms of
convenience in finding a counterexample or a full proof of correctness is given in the
Figure 1.1. Moving left in the figure we approach spec-based testing where finding
counterexamples is convenient rather than full proof of correctness. Moving right
in the figure takes us closer to full verification where finding a proof of correctness
is more convenient than to find a counterexample.



Chapter 2

Principles of Finite Automata

2.1 State Machines and Formal Languages

State machines can be used to describe the behaviour of a diverse class of com-
putational systems e.g communication protocols, digital circuits, reactive systems
and objects, and hence are of great significance. Therefore it will be useful to begin
with a brief account of state machines. Let ¥ be any set of symbols (aka alphabet)
then ¥* denotes the set of all finite strings over ¥ including the empty string e.
The length of any string a € ¥* is denoted by || and |e| = 0. For any two strings
a1,09 € XF aq.a0 denotes their concatenation.

Definition (Deterministic Finite Automata).

A deterministic finite automata (DFA) A is a quintuple (Q,%,d,qo, F) where :
e (Q is a finite set of states,
e Y is a finite set of input symbols,

e 0:Q xX — (@ is the transition function,

qo € @ is the start state,

e F C( is the set of final states also called acceptor states.
Now 0 can be inductively lifted to 6* : Q@ x * — @ , where §(q,€¢) = ¢ and 6*(q,01,...,0n) =
0(0*(q,01,...y0n—1),0n). A string S of the form o1,...,0, is accepted by A iff

0*(qo,B) € F. The language accepted by A, denoted by £L(.A), consists of all strings
01...0n € ¥* which are accepted by A i.e §*(qo,01...0n) € F.

13
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For any given DFA A there exists a minimum state DFA A’ such that £(A) =
L(A’) and is called a canonical DFA. It can be shown that a canonical DFA has
one dead state at the most.

Several different generalizations of DFA have been proposed and studied to
model different classes of systems. Important examples among such state machine
models include Moore machines, Mealy machines, Extended Finite State Machines
(EFSM) and Kripke structures. All these types of state machines can be designed
to deal with either deterministic or non-deterministic behaviour depending upon
the type of the system to be modelled.

In the case of Moore machines the output depends on the input only. While in
the case of Mealy machines the output depends upon the input as well as the current
state. A Kripke structure on the other hand is a specific type of state machine which
uses a labelling function to label states corresponding to some atomic propositions
i.e multi-bit output. In this thesis we will focus on Moore machines and Kripke
structures. More precise definitions of both are given below.

Definition (Moore Machine).
A Moore machine M is a six-tuple such that M = (Q,%,9,qo,d,\) where:
e (@ is a finite set of states,
o Y ={01,...,00} is a finite set of input symbols,
e Q={wi,...,wn} is a finite set of output symbols,
e 0:Q xX— (Q is the transition function,
e A:Q — Qis an output function that maps states to the output symbols,
e ¢o € Q is the initial or start state.

Clearly ¢ can be inductively lifted to 0* as in Definition 2.1.1.

Definition (Mealy Machine).
A Mealy machine Mly is a six-tuple Mly = (Q, 3,9, qo,0, \) where:
e (@ is a finite set of states,
o ¥={01,...,0,} is a finite set of input symbols,
o Q={wi,...,wm} is a finite set of output symbols,
e 0:Q %X — (@ is the transition function,

e A:Q XX — Qis the output function,
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e qo € @ is the initial state.

Then ¥* and Q* represent the set of all finite sequences of inputs and outputs over
> and € respectively.

O

Definition (Kripke Structure).

A (non-deterministic) Kripke structure K over a set AP of atomic propositions is
a five-tuple K = (Q,%,0,q0,\) where:

e () is a finite set of states,

e X ={o1,...,0,} is a finite set of input symbols,
e 6 C(QxQ is a transition relation,

e qo € Q is the initial or start state,

e \:Q — 24% is a labelling function for states.

We say that K is deterministic if § is a function ¢ : @ — Q. Each property in AP
describes some local property of system states ¢ € Q. Each state of the system is
assigned a set of propositions by the labelling function .

O

Since we want to work with Kripke structures as Moore machines with states
labelled by Boolean vectors the above definition of Kripke structures can be refor-
mulated as follows.

Definition (Deterministic Kripke Structure).
A deterministic Kripke structure K is a five-tuple (@, X, 4, qo, A) where:
e (Q is a finite set of states,
e ¥={01,...,0,} is a finite set of input symbols,
e 0:Q xX — (@ is the transition function,
e o € Q is the initial state,

e \:Q — B* where (b;...b,) € B¥ is an enumeration or indexing of a set AP of
k atomic propositions.

As in Definition 2.1 we let §* : Q x ¥* — @ denote the iterated state transition
function, where 6*(q,€) = ¢ and 6*(q,01,...,00) =0(6*(¢,01,-..,0n—1),0n). Here we
let \* : ©* — B* denote iterated output function \* (o1, ...,05,) = AN(6* (g0, 01, ..., 00)).

O
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2.2 Reactive Systems

Reactive systems are systems which continuously interact with their environment,
via a sequence of inputs and outputs. They typically execute cyclically in a loop,
and during this process they take inputs from their environment and return values
to the desired outputs according to the received inputs. Examples of such systems
include embedded systems such as cruise controllers in vehicles, systems controlling
mechanical devices like trains, air traffic control, medical devices or control system
in a nuclear reactor etc. A graphical user interface for a computer program can
also be thought as a type of reactive system. A distinctive feature of such systems
is that their behaviour can be modeled as automata (like the algebraic structures
discussed in Section 2.1). Also their behaviour can be specified in temporal logics
(temporal logics will be reviewed in Section 4.3) such as linear temporal logic (LTL)
and computational tree logic (CTL) etc. This makes them well suited to automatic
verification through the use of model checkers or to testing with an automated
testing technique. As examples of reactive systems we discuss two case studies
which appear in paper 2, these are:

1. a simple cruise controller

2. a 3-floor elevator

A Cruise Controller

A cruise controller (cc) is an embedded safety critical software system which is
commonly used in modern vehicles. A simplified model of such a cruise controller
is given in Figure 2.1. The input set of the cruise controller cc consists of the set
{break, dec, gas, acc, button}. The value break is used to reduce speed by the driver,
dec and acc represent physical constraints on speed corresponding to external fac-
tors such as going uphill and downhill respectively, and button is used to turn on
or turn off the cc. The cc has three modes namely manual, cruise and disengaged
and these are represented by the first two bits of a bit vector consisting of 5-bits
for this particular case. Therefore mode=00 in the figure represents the manual
mode, mode=01 represents the cruise mode and mode=10 represents the disen-
gaged mode. Similarly, there are three strongly discretized values for speed which
are 0,1 and 2 represented in a bit vector as speed=00, speed=01 and speed=10 re-
spectively. This discretization of speed focuses on the essential switching properties
of the cc. In manual mode the cc can take any of the allowed values of speed, in
cruise mode only value 1 or speed=01 is allowed and in disengaged mode the cc can
have speed values of 0 or speed=00 respresenting too low speed or 2 or speed=10
representing too high speed. The last bit in the bit vector represents the cc button,
which can have values 0 or 1 representing the “off” and “on” states of the button.
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Figure 2.1: 5-bit Cruise Controller

A 3-Floor Elevator

The 3-Floor elevator model is another typical embedded safety critical system, this
example has 38 states and an 8-bit vector for the output as shown in Figure 2.2.
This particular representation is as a hierarchical statechart which can be flattened
to a conventional FSM. The input alphabet set consists of the symbols {c1, ¢2,
8, tick} where c1, ¢2 and c¢3 represent the calls to first, second and third floors
respectively and tick is a special input which models the clock representing the
passage of time. The 8-bit output vector consists of bits denoted by w1, w2, w3, cl,
Stop, @1, @2, and @3 respectively, where wi, w2 and w3 represent queued calls
to floors one, two and three respectively. The elevator door state is represented by
cl and its negation /cl represents an open door. The elevator motion is represented
by the Boolean variable Stop and its negation /Stop denotes the elevator is moving.
Similarly the bits @1, @2, and @3 represent the location of the elevator on floor 1,
floor 2 and floor 3 respectively.
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Chapter 3

Learning Theory

Computational learning involves designing algorithms that attempt to infer a spe-
cific structure s € S (also called a target) from a set of structures S given some data
D=d,...,d;,...,d, about s. The data is a set or sequence of data elements and a
learning algorithm tries to either predict a response for some future unseen input
or simply summarizes the behaviour corresponding to the seen input in a compre-
hensible manner as an approzimation h € H of the actual system. Both s and h
are assumed to be functions taking input of the form d € D. An approximation
need not be exact and does not necessarily explain everything about the target. It
is based on some subset of the inputs d € D on which both h and s closely agree
(assuming approximation is not exact).

If s € S has known values for data elements d; € D and these are used to actually
construct approximations h € H about s € S then such learning is called supervised
learning. On the other hand if the function values s(d;) for d; € D are not known
then the data values are partitioned in an appropriate way by the learning algorithm
and this type of learning is called unsupervised learning. The learning will be
called ezact if s(d;) = h(d;) for all d; € D. FEzact learning typically involves the
use of an adequate teacher sometimes also called an oracle that can answer the
queries s(d;) =7 and whether s(d;) = h(d;) for all d; € D. The former are called
membership queries and the latter are called equivalence queries. Sometimes there
can be separate oracles to answer both these types of queries. If an oracle answers
equivalence queries then it may or may not provide counterexamples in case of
a negative answer to an equivalence query. If a counterexample is provided by
the oracle then the counterexample is from the set s(d;) \ h(d;) or h(d;)\ s(d;) for
d; € D.

Learning can be either active or passive in the context of systems where the
learner is interacting with its environment. Learning is termed active if the learning
algorithm (learner) decides on which data points it has to receive a response from
the environment. On the other hand if the environment provides responses to the
learning algorithm (learner) on some data points without being asked by it then

19
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the learning is termed passive.

A learning algorithm can be complete or sequential in nature. A complete learn-
ing algorithm will construct a single hypothesis h when it has gathered sufficient
information about the target and asks the equivalence query s = h. A sequen-
tial learning algorithm on the other hand will construct a sequence of hypotheses
h1,hs... after each membership query which finitely converge to s i.e h, = s for
some n € N . If each hypothesis h;11 is able to use the information from hypoth-
esis h; then the learning algorithm is termed incremental. Therefore incremental
learning is a special type of sequential learning. Equivalence queries in the case
of incremental /sequential learning algorithms are used to terminate the algorithm
when hypothesis h has become equal to the target s. The goal of complete learning
is to ezactly learn s while the goal of sequential learning is to make best guess at
any time using available data.

Machine learning is used in several types of social, managerial and natural sci-
ences such as artificial intelligence, pattern recognition, cognitive science, adaptive
control and theoretical computer science to name a few. Many different compu-
tational structures can be learnt including functions, logic programs and rule sets,
finite state machines and grammars. In this thesis we will focus on finite state
machines and the algorithms that learn them. Some preliminaries concerning these
are given in the following sections:-

3.1 Strings and Languages

Let ¥ be a finite set of symbols then ¥* denotes the set of all finite strings over
3 including the empty string e. We let 3¢ denote the set of all infinite strings
00,01,... . A string o € ¥*, is termed a prefiz of string «y if and only if there exists
a string ( such that v = af and we let Pref(y) denote the set of all prefixes of
string . A subset of X* is called a formal language and is denoted by L. Recall
from Kleene’s Theorem that a formal language L accepted by a finite automaton
iff L is a regular language. Let Lrcq1 and Lycg2 vary over regular languages then
a recursive definition of all regular languages can be given by:

Lreg =0 |{e} [{a} | LregiULregz | Lregi-Lreg2 [ Lrcg (3.1)

In other words, the empty language () , the empty string language ¢ , the sin-
gleton language {a} where a € ¥* are all regular languages. Similarly union “U”
and concatenation “.” of two regular languages Lreq1 and Lycg2 is also a regular
language. The Kleene star construction L7, applied to a regular language also
gives a regular language.

If S; and Sy are sets then S1 ® Sy denotes the symmetric difference of §; and
S which means those elements that are either in S or Sy but not both. The
cardinality of the set S is denoted by |S].
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3.2 Automata Learning

In this thesis our focus will be entirely on computational learning algorithms that
infer state machines and Kripke structures. The inputs of such algorithms are
strings that may be words of a regular language. For this reason these algorithms
are also referred to as regular inference algorithms. In a typical regular inference
algorithm there is a Learner which initially has no knowledge of the target M. It
starts by asking queries to a Teacher and an Oracle. There are two basic types of
queries depending upon whether these are posed to a Teacher or an Oracle.

e A query to the Teacher is called a membership query in which the Learner
asks whether a given string o € ¥* is in L(M) .

e A query to the Oracle is called an equivalence query in which the Learner
asks whether the approximation or hypothesis # has become equal to M or
not. If they are not equal the Oracle will provide a counterexample either

from L(M)\ L(H) or L(H)\ L(M).

There are many algorithms for learning state machines in the literature includ-
ing [Gold 1967], [Trakhtenbrot and Barzdin 1973], [Angluin 1981], [Angluin 1987],
[Rivest and Schapire 1993], [Dupont 1996], [Parekh et al. 1998], [Meinke 2010] and
[Kearns and Vazirani 1994]. Most algorithms are for complete learning of deter-
ministic finite automaton DFA such as [Angluin 1981] and [Angluin 1987]. How-
ever, some algorithms are for incremental learning such as [Parekh et al. 1998],
[Dupont 1996] and some for sequential learning such as [Meinke 2010]. All these
algorithms learn in the limit to yield a minimal approximation of the target. The
concept of learning in the limit for DFA was first introduced by E. M Gold in
[Gold 1967] where he showed that a regular language £(M) corresponding to a
DFA M can be guessed by a finite number of wrong guesses(hypotheses) about M
by using some inference or learning algorithm for DFA M. This work led to several
other contributions on the subject of learning theory and regular inference later on
including the algorithms which we will discuss in the next sections.

In the following sections we will survey examples of learning algorithms which
are particularly relevant to learning based testing (LBT), these are Angluin’s L*
algorithm introduced in [Angluin 1987] , Angluin’s ID algorithm introduced in
[Angluin 1981] and the IDS algorithm introduced in [Meinke and Sindhu 2010].

3.3 L* Algorithm

Angluin’s L* algorithm see [Angluin 1987] is one of the classical complete learning
algorithms in the literature on DFA learning. It accumulates information in the
form of a finite collection of observations organized in an observation table O7T
which is a tuple OT = (P, S,T) for a given alphabet X such that:

e P C ¥* is a non-empty prefix closed set. A set is prefix closed if and only if
every prefix of every member of the set is also a member of the set.
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e S CX*is a non-empty suffix closed set. A set is suffix closed if and only if
every suffix of every member of the set is also a member of the set.

o T:((PUPX) xS) — {acc,rej} is a function which satisfies the property
ps =p's’ implying T'(p,s) =T(p',s') for p,p’ € PUP.Y and Vs,s’ € S.

The strings in PUP.X are called row labels and strings in S are called column
labels. The upper part of the observation table is indexed by P and the lower
part is indexed by all strings which don’t already appear in the upper part of the
observation table and are of the form pa where p € P and a € ¥. The table is
column-wise indexed by strings of a suffix-closed set S . Each row label p € P
and each column label s € S is mapped to the set {acc,rej} by the function T. If
ps € L(M) then the entry field corresponding to that row label and column label
will be acc otherwise it will be rej.

Function row(p) is a finite function from S to {acc,rej} for every p € (PUP.X)
and is defined by row(p)(s) = T'(p,s) or more simply row(p) represents the tuple
of entries in the observation table corresponding to the row labelled p. All distinct
rows of the form row(p) where p € P represent the states of the hypothesis DFA.
The hypothesis or approximation DFA can be constructed from the observation
table using the rows labelled by P.Y to construct the transition function for the
hypothesis DFA. Two conditions must however be fulfilled by the observation table
OT for the successful construction of the hypothesis which are:

1. closure
2. consistency

An observation table O7T is closed if for each p; € P.X there exists po € P such that
row(p1) = row(pz) and OT is consistent provided that whenever pj,ps € P such
that row(p1) = row(pz) then for all @ € £, row(p;.a) = row(pz.a). These are two
examples of what we term book keeping queries, i.e queries generated internally by
a learning algorithm. We may contrast these with queries generated externally by
components such as:

e an equivalence oracle
e a data file

o a model checker

e a human being

When the observation table OT is closed and consistent then the hypothesis DFA
‘H can be defined over alphabet X, with state set @, initial state ¢y € @ , accepting
states ' C  and the transition function § by:

e Q={row(p):pe P},
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o qo =row(e)
o F={row(p):p€ PandT(p)=acc},
e d(row(p),a) =row(p.a)

The L* algorithm maintains the observation table O7 and the sets P and S are
both initialized to {¢}. Then L* will perform membership queries for each o« € ¥
and e which will result in either an acc or rej for each query and corresponding
fields in each row of OT are filled with these values. Afterwards OT is checked
for consistency and closure. If it is not consistent then inconsistency is resolved by
finding two strings p1,p2 € P, a € ¥ and s € S such that row(p;) = row(p2) but
T(p1c,s) # T(p2c, s) and setting the new suffix as to S and filling in the missing
fields by asking membership queries.

If OT is not closed then L* finds p € P and o € ¥ such that row(pa) # row(pr)
for all p/ € P and appends pa to P. The missing fields in this case are also updated
through membership queries.

After a number of membership queries, when O7 has become consistent and
closed then the hypothesis H can be constructed and checked for correctness against
the target M by an equivalence query to the Oracle. If the answer to the equivalence
query is "yes" then L* terminates with a correct hypothesis H as output. Otherwise
the Oracle will provide a counterexample 3, such that 8 € L(M) < 8 ¢& L(H))
and L* will extend OT with 8 and all its prefixes by asking membership queries.

3.4 ID Algorithm

The ID algorithm introduced in [Angluin 1981] is a complete learning algorithm.
Unlike L* it assumes the availability of a live complete set P of strings for the target
DFA A. A state ¢; € Q is said to be live if there exists a string o1, ...,0; € X* such
that 6*(qo,01,...,0:) = ¢; and ¢; € F. The string itself will be termed a live string
and a set consisting of at least one such string for each live state of a given DFA
is called a live complete set and is denoted by P. A state that is not live will be
called a dead state. A canonical DFA has only one dead state.
The ID algorithm proceeds in the following steps:

1. Initializations: i=0; v; =€, V ={¢}, T ={PUf((a, 8)|(cr, ) € P x )}, where
i is a counter that will count the number of distinguishing strings v, V' is the
set of all distinguishing strings v. P is the live complete set, f is a special
concatenation function such that f: P’ x ¥ — ¥/, where P/ = PU{dp} and
¥ =3¥*U{dp}. Therefore for any o € ¥ and 8 € ¥* implies f(dp,a) =do and
fla,8) = aB.

2. ID computes T’ = P'U{f(«a,8)|(er,8) € P’ x ¥}, where o € P’ and 3 € ¥ and
T =1\ {do}.
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3. ID will construct a partition of set T” such that elements of T” that belong to
the same state of A fall on the same block of partition of 77 which is given by
function E which is defined for i elements of set V such that E; =T — 2V
and Ej;(do) =0 and E;(«) = {vj]v; € V,0 < j <i,avj € L(A)} for all a € T".

4. Compute the function Fy for vg =€, by setting F(dg) =0 and for all a € T' if
a € L(A) then set Ep(a) = € otherwise set it to Ep(a) = 0.

5. Once E;(a) has been computed for all o € T”, ID searches for a pair «, 3 € P’
and a symbol ¢ € ¥ such that F;(«) = E;(8) but E;(f(a,0)) # Ei(f(B8,0)). If
such a pair is found then i+ 1¢h partition of T” is constructed by choosing some
string v € E;(f(a,0))® E;(f(B,0)) and a new distinguishing string v;+1 = o7y
is defined by I D. The purpose of a distinguishing string is to identify states
which have same behaviour for a particular string o € ¥* but have different
behaviour for a suffix o € ¥. After identifying a distinguishing string F;41(dp)
is set to () and for each remaining o € T’, ID asks the query whether av;;1 €
L(A). If the answer is “yes” then E;;1(«) is set to F;(a)U{v;41} otherwise
it is set to E;(a).

6. If ID finds no such pair then m =4. Thus for all o, € P’ and 0 € X, Ep, (o) =
E,,(B) implies Ep, (f(a,0)) = En (f(B,0)). ID then constructs the hypothesis
DFA H which is isomorphic to A as under:

a) states of H are all sets E,,(a) where o € T’
b)
)
)

c

d) For all o € 3 the transition relation d of H is constructed by adding self
loops to all states represented by E,, () if Ep,(a) =0 otherwise § is set
as §(Em(a),0) = En(f(a,0))

the set Ey,(€) represents the initial state of H
The final states of H are the sets Ep, () where o € T and € € Ep, ()

7. ID outputs the description of hypothesis H and stops.

3.5 IDS Algorithm

The IDS algorithm introduced in [Meinke and Sindhu 2010] is an incremental learn-
ing algorithm . It takes its basic idea from the ID algorithm. But unlike the ID
algorithm the IDS algorithm does not require the presence of a live complete set
to start the inference procedure. It builds the hypothesis incrementally after each
membership query. These membership queries are retrieved from a file S or an
interface which gives a sequential order to the stream of examples. It assumes the
availability of a learned teacher A (which is a DFA) like the previous two algorithms
and it also assumes a stream of labelled examples as input. A labelled example for a
DFA A is a pair such that (a,label(a)) where a € ¥* and label(o) = acc if o € L(A)
and label(a) = rej if a ¢ L(A), the former is called a positive example for A and
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later a negative example for A. Thus IDS algorithm constructs a family of hypoth-
esis Hi,Ha,... after reading each labelled example. Let H,, denotes the hypothesis
inferred after observing m examples. Initially Hg is the initial hypothesis which
is an automaton having transitions for all single character transitions in S, o €
read from the initial state to corresponding next states. Afterwards Hg is extended
for each labelled example (a,label(a)) received later. Each example is checked for
consistency against H,, (i.e whether H,, correctly accepts/rejects ), if « is consis-
tent with H,, then Hyp4+1 = Hum otherwise H,, is suitably modified to yield Hp41
which is consistent with «. The steps for IDS algorithm are given below the sets
P, P, T, T', V and functions Pref(a), E;(a), f(a,) where o € ¥*and 5 € ¥ will
remain the same as in Section 3.4:

1. Initializations: i =0; k=0; m=0; vo =€, V ={vp}
2. Py= {6}, P(l) =P U{do}, To=PyUx, Té =1y U{do}

3. Set Ep(dp) =0 and for all o € Tp if o € L(A) then Ey(a) = € , otherwise
Eo(a) = (Z)

4. Refine the partition of set T}, as described in point 5 section 3.4 above.

5. Construct the representation of hypothesis automata H,, as described in point
6 section 3.4 above

6. Wait for a new labelled example («,label(c)) and check its consistency with
Hm, if it is consistent then H,,+1 = Hn, and go to step 6. Otherwise k =k +
1, m=m+1, P, =Pref(a)UP,_1, P, = P,_1U{do}, T, =Tp—1 UPref(a)U
{f(a,ﬁ)|(a,ﬁ) € Py \Pk,1 X E}, T;ﬁ =T, 11U {do} and for all o € T, \kal
fill in the entries of F;(«) using membership queries according to the function
definition: E;(a) ={v;|0 <j <i,av; € L(A)}, go to step 4.

3.6 L* Mealy Algorithm

Another complete learning algorithm was given by [Niese 2003] for the inference of
Mealy machines. It is different from the above algorithms in the sense that it is for
multi-bit output. The above mentioned algorithms are all DFA learning algorithms
and deal with one bit output.

This algorithm works under the same assumptions as L* In particular it
requires the availability of an adequate teacher, an oracle to answer equivalence
queries and it asks the same type of membership queries like as L* It constructs
a hypothesis when suitable information has been accumulated in the observation
table OT to construct one. The contrasting feature of this algorithm with L* how-
ever is that it looks at the output symbols produced by the SUT in response to
input strings rather than their accepted/rejected status by SUT as in L*

In Niese’s approach the SUT can be assumed to be modeled by a target Mealy
machine which we refer to as Mlyp = (Z,QT,QT,quﬁT,/\ﬂ. The SUT will not
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provide accept/reject responses instead it will provide a response w from a set Qrp
of output symbols. The observation table OT entries will consist of strings from
2% . The function T" maps row and column labels to strings of output symbols and
can be defined as T': (PUP.X) x S) = Q.. T(p,s0) is changed to w by iterative
output function Ar(d7(gd ,ps),0) =w where p€ P, s0 € S, 0 € ¥ and w € Q.. The
range of function row(p) is changed from row(p) : S — {ace,rej} to cater for the
Mealy style output as row(p) : S — Q% and the finite function row(p) is defined as
row(s)(e) =T(s,e). When the observation table has become closed and consistent
after the accumulation of adequate information Mlys can be constructed by:

e QO={T(p,0)lpe P,oc X}
« Q={row(p)lpe P}

* qo=row(e)

. §(row(p),o) = row(po)

« Arow(p),o) =T(p,0)

After the construction of the hypothesis an equivalence query is run on this hypoth-
esis and in case of negative answer from the equivalence oracle, a counterexample
which in this case is an input with different output for Mlyy and Mly is returned
otherwise, in case of a positive answer from the equivalence oracle the L* Mealy
algorithm will terminate.

3.7 Other Algorithms

In addition to the L* ID, IDS and L* Mealy algorithms which were described in
the preceding sections there are many other learning algorithms as mentioned in
Section 3.2. They have different features of their own depending upon the number
of bits in the output and type of system (e.g Moore, Mealy, Kripke etc) they learn.
Most of them are complete learning algorithms. From the point of view of testing,
a complete learning algorithm is less efficient than an incremental or sequential
learning algorithm for the following reasons:

1. Real software systems can be too complex to be completely learned in a
reasonable time.

2. Testing of functional requirements in software systems often correspond to
the identified use case(s) and therefore testing a particular requirement does
not require the whole system to be tested.

3. Membership queries can be expensive in terms of execution time of the learn-
ing algorithm as observed in [Bohlin and Johnson 2008].



3.7. OTHER ALGORITHMS 27

4. Due to the high cost of membership queries, ideally each one of them should be
derived from the behavioral analysis of the hypothesis automaton (as these
can become interesting test cases), while queries for internal book keeping
should be minimal.

For these reasons we will focus on algorithms which construct hypotheses either
incrementally or sequentially. Two algorithms already seem particularly useful in
this context. The first was given by Dupont (see [Dupont 1996]) and the second
was given by Meinke (see [Meinke 2010]). Both these algorithms are sequential in
nature.

RPNI2 Algorithm

Dupont’s RPNI2 algorithm is based on the concept of positive and negative in-
ference which itself is an extension of RPNI algorithm which was introduced by
Oncina and Garcia in [Oncina and Garcia 1992]. The RPNI algorithm requires the
positive and negative information to be given as a whole which renders it irrel-
evant for learning based testing when new learning data becomes available as it
continues from where it finished and the whole process has to be restarted. The
RPNI2 algorithm removes this discrepancy of the RPNI algorithm and modifies
it for a sequential setting, where negative and positive information is served to it
in a random order and one at a time. It performs a recursive depth first search
with backtracking of a lexicographic state set. The state set of the hypothesis is
represented by computing an equivalence relation on input strings. It computes a
quotient automaton, performs consistency checking by parsing and then constructs
a non-deterministic hypothesis automaton which is later transformed into a deter-
ministic automaton as output. Dupont showed that both these algorithms converge
at the same rate and proved that RPNI2 will learn in the limit.

CGE Algorithm

The CGE algorithm is a sequential learning algorithm for Mealy automata. It
uses techniques from term rewriting theory and universal algebra to represent and
manipulate automata using finite congruence generator sets. This algorithm has
been proved to correctly learn in the limit. The CGE algorithm also performs a
recursive depth first search of lexicographic state set with backtracking. But unlike
RPNI2 which learns Moore automata the CGE algorithm is for learning Mealy
automata. It uses a purely symbolic approach in which congruence generator sets
are represented as string re-write systems (SRS) which are then used to compute
normal forms of states. It therefore doesn’t require the construction of quotient
automata and a consistency check through parsing, further the hypothesis is always
maintained as a deterministic automaton in CGE. In contrast to all four algorithms
discussed in the previous sections both RPNI2 and CGE algorithms don’t require
any internal book keeping queries to yield a hypothesis.
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IKL Algorithm

The IKL algorithm is a multi-bit extension of the IDS algorithm. A detailed version
of this algorithm appears in Appendix B of this thesis. Here we discuss only the
salient features of this algorithm. The IDS algorithm learns deterministic finite
automata DFA with one bit output and IKL extends this to learn deterministic
Kripke structures with k-bit output using the ideas of bit slicing and lazy partition
refinement. This is essential for practical testing of reactive systems as such systems
are not limited to one bit output. The approach used in IKL is to bit slice the output
of a k-bit Kripke structure A to k individual Kripke structures Ajq, ..., A with 1-bit
output. These component Kripke structures can be learnt by any regular inference
algorithm such as IDS. The inferred Kripke structures By, ..., By are recombined
using a subdirect product into a k-bit Kripke structure which is behaviourally
equivalent to A. The basic idea of IKL is to construct a family of & different
equivalence relations Eill,...,EZIC in parallel for the elements of set T' representing
state names which is shared among all 1-bit (bit sliced) Kripke structures. For each
equivalence relation Efj a set of distinguishing strings V is iteratively generated and

equivalence classes in Efj are modified until a congruence is reached. The concept of
lazy partition refinement here means to reuse each distinguishing string v wherever
possible to refine any equivalence relation Egj which is not yet a congruence, on the
other hand if it is already a congruence then it is not refined further. This helps in
minimizing the internal book keeping queries of the IKL algorithm which are not
useful from the perspective of testing as these usually do not make interesting test
cases.

A summary which compares the features of the algorithms discussed so far is
given in Table 3.1.

Learned
No | Algorithm Au- Learning Book Bits in | Consistency | Closure
tomata Type Keeping | output Check Check
Queries
1 L* Moore Complete Yes 1 Yes Yes
2 1D Moore Complete Yes 1 Yes Yes
3 IDS Moore Incremental Yes 1 Yes Yes
4 | L*Mealy Mealy Complete Yes k>1 Yes Yes
5 RPNI2 Moore Incremental No 1 Yes Yes
6 CGFE Mealy Sequential No k>1 No No
7 IKL Moore Incremental Yes k>1 Yes Yes

Table 3.1: Learning algorithm comparison
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3.8 Basic Complexity Results

Since we want to use an efficient learning algorithm for our testing framework
it is appropriate to discuss the complexity properties of these algorithms. The
complexity of a learning algorithm is usually described in terms of queries generated
by it to construct a hypothesis. The basic time complexities in terms of queries
generated by the algorithms discussed above is shown below in the Table 3.2. The
number of states in the automaton is represented by N, the length of the longest
counterexample in case of L* and L* Mealy algorithms is denoted by M. The size of
the set of input alphabet for the automaton used in the table is represented by |X|.
The size of a live complete set in case of ID algorithm is represented by |P| and
similarly |Py| represents the size of the live complete set in case of the IDS and IKL
algorithms for some k examples of the target and [ in case of the IKL algorithm is
the size of the bit vector. In case of RPNI2, S, C L(.A) is a positive sample and
|Sp| represents its size similarly S,, C L'(A) represents a negative sample and | S|
represents its size. In case of CGE, n represents the longest acyclic path in the
automaton A.

[ No [[ Algorithm || Time Complexity O(Queries) |

1 L* O(]X].N?M)

2 ID O(|X|.|P].N)

3 IDS O(|Z|.| Pg|.N)

1 IKL O(]. 1P| -N7)

5 L*Mealy O(max(N,X).|S|.NM)
6 || RPN2 (AESERIENE
7 CGE o(IZ*)

Table 3.2: Learning algorithm time complexities

In a testing context, each query should ideally be an interesting test case but in
practical situations this is not possible due to the reasons described at the beginning
of Section 3.7. From a testing perspective a learning algorithm will be termed
efficient compared to another learning algorithm if it can generate a query which
can yield an interesting test case earlier than the others. In other words how many
unique test cases it can generate before complete learning the target compared to
other learning algorithms.






Chapter 4

Model Checking

4.1 Introduction

Although we will make use of model checking as a black-box, it is useful to have
some insight into what model checkers do and how they do it. This chapter will
cover a brief review of preliminaries in the field of model checking.

4.2 Basic Ideas

During the last decade or so the paradigm of model checking has become a powerful
approach to automatic verification of a diverse class of systems e.g communication
protocols, digital circuits, reactive systems etc. A model checker is an algorithm
for analyzing the satisfiability of a logical formula ¢ that describes the behaviour
of the system respresented as some kind of automaton usually a Kripke structure
also called the model of the system and denoted M. Usually the formula ¢ is taken
from a temporal logic such as LTL, CTL or CTL* We will explain more about
these logics in Section 4.3. Temporal logic is useful in describing dependencies
between actions or events where one action or event is supposed to occur before
or after another action or event. If the specification ¢ satisfies the model M then
the model checker will report the specification to be true. On the other hand if the
specification ¢ is violated by the model M then the model checker will report an
error and may or may not construct a witness (a counterexample such as a path
or a state) to the violation of property. Model checkers that report witnesses or
counterexamples to the violation of a specification are especially useful in the field
of automated testing because the counterexample can be used as an interesting test
case input to SUT.

31



32 CHAPTER 4. MODEL CHECKING

4.3 Temporal Logic

Temporal logics constitute systems of rules and notations pertaining to the repre-
sention of propositions qualified in terms of time which enable us to reason about
such propositions. These logics are specific kinds of modal logics and have spe-
cial modal operators to deal with time. The most common type of temporal logic
is called Linear Temporal Logic (LTL) which was introduced into computer sci-
ence by Amir Pnueli in [Pnueli 1977]. Other categories of temporal logics include
Computational Tree Logic (CTL) also called Branching Time Logic introduced by
[Clarke and Emerson 1982], CTL* given by [Emerson and Halpern 1982] , Hennesy
& Milner Logic (HML) given by [Hennessy and Milner 1985] and Modal p-calculus
given by [Kozen 1983] to name a few.

Linear Temporal Logic (LTL)

Linear time temporal logic or linear temporal logic (LTL) is the most commonly
used logic in model checking and it provides us with connectives with which we can
refer to time in the future. Time can be extended infinitely into the future as a
discrete sequence of states with the help of LTL. Any such particular sequence of
states is called a path of the system. Since the future may not be deterministic,
there can be several such future sequences of states and any one of them may be
the actual path of the system.

Definition.

A path 7 :=< qo,q1,..- > in a deterministic Kripke structure K corresponding to
an infinite word w = 09,01... € £% is an infinite sequence such that Vi > 0: ¢j41 =
0(gi,0;) for K and g is the initial state of K.

Syntax of LTL
Definition.

Propositional linear temporal logic has the following syntax given in Backus Naur
Form (BNF)

¢pu=L|T|peAP|=¢| 1A | p1 V| p1 — dp2| 0| Op |0 | o1 Upa (4.1)

The symbols L T, =, A, V and — are the usual Boolean connectives which
have the same meaning in LTL as in propositional logic. The operators O, ¢, O
and U are the temporal connectives. Here O means that ¢ is true in the next state,
¢ means that ¢ is true in some future state, J means that ¢ is true in all future
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states including the current state and U is the binary LTL operator which means
that ¢; will remain true until the state where ¢2 becomes true is reached. We
can also mention two more LTL operators W and R which stand for Weak Until
and Release respectively however they will not be used in this thesis. The precise
semantics of the LTL formulas above is given in next section.

Semantics of LTL

Let K be a deterministic Kripke structure which models our system and ¢ € LTL
be a property we want to investigate. If ¢ is satisfied by the path 7 in K we can
write, K,7m = ¢ or simply 7 = ¢ if K is obvious from the context. On the other
hand we write K, 7 [~ ¢ if ¢ is not satisfied by the path 7 in the model K or simply

7 ¢.
We let Paths(K,qp) denote the set of all paths in our model K starting in state
qo, where gg € @Q is the initial state of K.

Definition.

For a given deterministic Kripke structure K = (Q,3,6,q0,A), and a given path
7 € Paths(K,q) where p € AP and q € @, the satisfaction relation K, 7 |= ¢ for
LTL formulas is inductively defined on the structure of ¢ as follows:

KmpE L

KnET

K,r=p < ped*(q,00,-,0;)
KnE-¢ < Ko

KnEdp N2 <= K,1EAKTE 2
KmrE¢1Vor <= K,mE¢1 VKT g2
KrE¢1r—¢2 <= KnENVETEd
Km0 «— K1l kE¢

KrmkEOp = FeN: K1l = ¢
KrnkEOp « VieN: K7’ |=¢

L i N
© 00N Ul e W

—_ T D e D D T O

—
s~~~ o~~~ —~
—_ =
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4.4 Model Checking

Model checking aims to determine the correctness of a given property for a given
model. Several algorithms have been designed and studied for this purpose such as
explicit model checking see [Lichtenstein and Pnueli 1985], symbolic model checking
see [McMillan 1993] and bounded model checking see [Biere et al. 1999]. These
algorithms can verify correctness properties expressed in several different kinds of
temporal logics including LTL discussed in Section 4.3.
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Explicit model checking was the first successful approach developed for model
checking. In this case the state space is explicitly represented and its forward
exploration is done to discover the violation of a property. For verification of LTL
properties for example the negation of an LTL property ¢ is represented as a Buchi
automaton. If the language intersection for the model and Buchi automaton is not
empty then this represents a violation of the property ¢. This counterexample will
be a path from the initial state to a state violating the property. This approach
has been used in the SPIN model checker (see [Holzman 1997]).

Symbolic model checking uses binary decision diagrams (BDD) see [McMillan 1993]
to model states and function relations on these states. This gives the advantage
of expressing larger state spaces using this approach as compared to the explicit
model checking approach. But on the other hand the large number of BDD vari-
ables impedes performance and the ordering of BDD variables adversely impacts
the overall size of the described models.

The bounded model checking approach solves the model checking problem as a
constraint solving problem (CSP). This allows the use of satisfiability solvers (SAT)
to construct counterexamples up to a certain upperbound. As long as the boundary
is not very big this approach is very efficient. The NuSMV model checker see
[NuSMV 2.5.2] described in the next section uses the latter two approaches. We
chose NuSMYV instead of the SPIN model checker for the implementation of our
incremental learning-based testing framework due to the following reasons:

e NuSMYV uses the BDD approach which allows the representation of models
with larger state space as compared to explicit state approach used in SPIN.

o Extracting counterexamples from the SPIN model checker is not trivial. This
is because SPIN just provides a linear trace of states while the IKL learning
algorithm requires input in the form of a string of input symbols read to
reach that state. This can be handled in SPIN by modifications in the code
of the described model to output the input alphabet read from each state
while the model checker traverses that state. But still it will require special
filtering code to extract the counterexample from the SPIN output after the
verification of property. This job is however much less cumbersome in the
case of NuSMV as it provides both the state trace and the input symbol trace
from initial state to the state violating the property. The counterexample
can be filtered from the NuSMV output with much more ease compared to
SPIN. We do the filtering of counterexample from NuSMV output by using
Java language’s string manipulation features.

4.5 NuSMYV Model Checker

The NuSMV [NuSMYV 2.5.2] model checker is a symbolic model checker developed
as a joint project by several universities of USA and Europe. It supports BDD
based model checking see [McMillan 1993] as well as propositional satisfiability
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(SAT) based model checking see [Biere et al. 1999]. It supports the expression of
specifications in both LTL and CTL for both BDD based and SAT based model
checking. It supports the use of heuristics to control state space explosion and
enhance performance. The input language of NuSMV is SMV which is used to
provide description of models.

SMYV Language

The SMV language is the input language of the NuSMV model checker. It provides
constructs to efficiently describe models as finite state machines. A small example
of a simple cruise controller model description in SMV language is given below in
Figure 4.1. The constructs of the SMV language that will be used in this thesis are
MODULE, VAR, IVAR, ASSIGN, SPEC and LTLSPEC. The MODULE construct
is used to define a method in SMV language. In our case we will be defining the
main method with the help of this construct. The VAR construct is used to describe
the state variables in the model. The IVAR construct is used to express the input
variables in model. The ASSIGN construct is used to define the transitions between
different states of the finite state machine which in our case will be a deterministic
Kripke structure. The LTLSPEC construct is used to write an LTL formula against
which the behaviour of the model will be verified by NuSMV. Commenting a piece
of text is done by a double dash “—".

Expressing LTL in NuSMV

NuSMV also provides operators to express LTL formulas using the LTLSPEC re-
served word. The global operator [ in LTL is written as G , the eventually or future
operator ¢ is written as F' and next operator () is written as X in SMV language.
Some examples of such properties for reactive systems described in Section 2.2 are
given below:

1. G(mode = 01 & speed = 01 & input = dec -> X(speed = 01) )
2. G(mode = 01 & speed = 01 & input = gas -> X(mode = 10) )

These two are the safety properties for the cruise controller described in Section 2.2.
The property 1 describes the speed maintenance by cruise controller when going
uphill. Here mode = 01 (first 2 bits of the bit vector) means the vehicle is in cruise
mode and speed = 01 (3rd and 4th bits of the bit vector) means that the vehicle
is moving with the allowable cruise speed. The input = dec means that vehicle
is being decelerated externally like going uphill. The right side of the implication
shows that the cruise controller should maintain its cruise speed while going uphill.
The second property is also a safety property which shows that vehicle is disengaged
(mode = 10) when gas-pedal is pressed (input = gas) in the cruise mode (mode =
01).
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MODULE main()
VAR

mode : {manual, cruise, disengage);

button : {on, off};

break_pedal : boolean;

gas_pedal : {0,1,2}; -~cruise mode will work only for values 1.

ASSIGN

init(mode) .= manual;
init(break_pedal) := FALSE;
init(gas_pedal) = 0;

NEXT(mode) := case

mode = manual & (gas_pedal = 1| gas_pedal = 2 ) & button = off : manual;

mode = manual & (gas_pedal = 1) & (button = off & next(button = on)) : cruise;

mode = cruise & Ibreak_pedal & (gas_pedal = 1) & button = on : cruise;

mode = cruise & (break pedal | gas_pedal = 0| gas_pedal = 2) & button = on : disengage;
mode = disengage & ((button = on & next(button = off)) | gas_pedal = 0) : manual;

TRUE : mode;

esac;

LTLSPEC --one property at a time after this reserve word e.g the progress property shown below
G(mode = manual - F (mode = cruise)) | G(mode = cruise — F (mode = manual ))

Figure 4.1: SMV code for a simple cruise controller



Chapter 5

Conclusions and Future Work

5.1 Summary

In chapters 1-4 we have provided a literature survey where we have seen the ex-
isting testing techniques and presented their salient features. We compared and
contrasted the features of different testing and verification techniques. Both of
these are intended to yield a defect free software. But testing alone (no matter how
exhaustive) can not be used as a guarantee for correct software. Verification on
the other hand is not feasible for large systems used in practice. But as they have
a common goal but complementary nature there is a need to develop an “inter-
mediate” approach. This approach should exploit complementary nature of both
testing and verification. From this point of view, verification techniques such as
model checking can be combined with a model inference/regular inference algo-
rithm to generate test cases. Therefore a review of regular inference algorithms in
the literature with their pros and cons and complexity properties in the context of
software testing were discussed in Chapter 3.

In this thesis we have introduced a novel approach which combines the fea-
tures of both testing and verification to test systems. This was done by integrating
a verification tool (NuSMV model checker) with an incremental regular inference
algorithm (IKL) for multi-bit output to generate test cases to yield the LBT frame-
work. The IKL algorithm is an extension of the IDS algorithm which is for one bit
output of DFA. The IDS algorithm and the experimental results to determine its
suitability for learning-based testing are presented in Paper 1 appended with this
thesis. Our research shows that making use of incremental learning for software
testing is more efficient than existing similar approaches that use complete learning
for this purpose. These results and the whole learning-based testing architecture
can be seen in Paper 2 appended with this thesis.

37
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5.2 Contributions of the thesis

The contribution of this thesis to the field can be summarized in the following
points:-

o We developed new incremental learning algorithms for DFA and Kripke struc-
tures.

o a black-box specification-based testing architecture for reactive systems (fol-
lowing the LBT paradigm).

e an implementation of this architecture

¢ evaluation results which support the thesis that the LBT is an effective testing
methodology.

5.3 Author’s personal contribution

The work on this thesis led to the following two papers:

Paper 1

An abridged version of this paper with IDS algorithm and without some proofs have
been submitted to the Conference on Algorithmic Learning Theory (ALT 2011).
The IDS algorithm presented in this paper was developed jointly during discus-
sions with my supervisor. I also worked on parts of the proof of correctness. I did all
the implementation and performed the experimental evaluation of this algorithm.

Paper 2

K. Meinke and M. Sindhu, Incremental Learning-based Testing for Reactive Sys-
tems, pp 134-151 in M. Gogolla and B. Wolff (eds) Proc Fifth Intl. Conf. on Tests
and Proofs (TAP 2011) LNCS 6706, Springer Verlag, 2011.

The IKL algorithm for Moore machines with multi-bit output and the corre-
sponding LBT framework presented in this paper were jointly developed during
discussions with my supervisor. I did all the implementation and experimental
evaluation of this framework.

5.4 Future Work

In the short term we envisage to do several optimizations to the current LBT
framework. These include optimizing the oracle. Currently the oracle is used
only for model checker generated queries but in future we could extend it to give
a verdict on random as well as book keeping queries. This seems possible for
some LTL properties. The IKL algorithm can also be improved further by using
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a minimization on the product automaton. This will enhance performance of the
system when the product automaton generated is relatively large and can be highly
non-minimal. We also plan to automate bit slicing of specification formulas as
currently this is done manually.

In the long term this research can be extended to several different areas which
include:

o graphical requirements languages that replace temporal logic
o hybrid / realtime automata
« more complicated case studies (MBAT project)

¢ abstraction to deal with SUT complexity i.e. non Boolean SUTs
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Abstract. We present a new algorithm IDS for incremental learning
of deterministic finite automata (DFA). This algorithm is based on the
concept of distinguishing sequences introduced in [Angluin 1981]. We
give a rigorous proof that two versions of this learning algorithm correctly
learn in the limit. Finally we present an empirical performance analysis
that compares these two algorithms, focussing on learning times and
different types of learning queries. We conclude that IDS is an efficient
algorithm for software engineering applications of automata learning,
such as testing and model inference.

1 Introduction

In recent years, automata learning algorithms (aka. regular inference algorithms)
have found new applications in software engineering such as formal verifica-
tion (e.g. [Peled et al. 1999], [Clarke et. al. 2002|, [Luecker 2006]) software test-
ing (e.g. [Raffelt et al. 2008|, [Meinke and Sindhu 2011]) and model inference
(e.g. [Bohlin and Jonsson 2008|). These applications mostly centre around learn-
ing an abstraction of a complex software system which can then be statically
analysed (e.g. by model checking) to determine behavioural correctness. Many
of these applications can be improved by the use of learning procedures that are
incremental.

An automata learning algorithm is incremental if: (i) it constructs a sequence
of hypothesis automata Hgy, Hy,... from a sequence of observations og,o01,...
about an unknown target automaton A, and this sequence of hypothesis au-
tomata finitely converges to A; and (ii) the construction of hypothesis H; can
reuse aspects of the construction of the previous hypothesis H;_; (such as an
equivalence relation on states). The notion of convergence in the limit, as a model
of correct incremental learning originates in [Gold 1967].

Generally speaking, much of the literature on automata learning has focussed
on offline learning from a fixed pre-existing data set describing the target au-
tomaton. Other approaches, such as [Angluin 1981] and [Angluin 1987] have con-
sidered online learning, where the data set can be extended by constructing
and posing new queries. However, little attention has been paid to incremental



learning algorithms, which can be seen as a subclass of online algorithms where
serial hypothesis construction using a sequence of increasing data sets is em-
phasized. The much smaller collection of known incremental algorithms includes
the RPNI2 algorithm of [Dupont 1996], the IID algorithm of [Parekh et al. 1998]
and the algorithm of [Porat, Feldman 1991]. However, the motivation for incre-
mental learning from a software engineering perspective is strong, and can be
summarised as follows:

(1) to analyse a large software system it may not be feasible (or even neces-
sary) to learn the entire automaton model, and

(2) the choice of each relevant observation o; about a large unknown software
system often needs to be iteratively guided by analysis of the previous hypothesis
model H; ; for efficiency reasons.

Our research into efficient learning-based testing (LBT) for software systems
(see e.g. [Meinke 2004], [Meinke, Niu 2010], [Meinke and Sindhu 2011]) has led
us to investigate the use of distinguishing sequences to design incremental learn-
ing algorithms for DFA. Distinguishing sequences offer a rather minimal and
flexible way to construct a state space partition, and hence a quotient automa-
ton that represents a hypothesis H about the target DFA to be learned. Distin-
guishing sequences were first applied to derive the ID online learning algorithm
for DFA in [Angluin 1981].

In this paper, we present a new algorithm incremental distinguishing se-
quences (IDS), which uses the distinguishing sequence technique for incremental
learning of DFA. In [Meinke and Sindhu 2011] this algorithm has been success-
fully applied to learning based testing of reactive systems with demonstrated
error discovery rates up to 4000 times faster than using non-incremental learn-
ing. Since little seems to have been published about the empirical performance
of incremental learning algorithms, we consider this question too.

The structure of the paper is as follows. In Section 2, we review some essential
mathematical preliminaries, including a presentation of Angluin’s original ID
algorithm, which is necessary to understand the correctness proof for IDS. In
Section 3, we present two different versions of the IDS algorithm and prove their
correctness. These are called: (1) prefiz free IDS, and (2) prefix closed IDS. In
Section 4, we compare the empirical performance of our two IDS algorithms
with each other. Finally, in Section 5, we present some conclusions and discuss
future directions for research.

1.1 Related Work

Distinguishing sequences were first applied to derive the ID online learning al-
gorithm for DFA in [Angluin 1981]. The ID algorithm is not incremental, since
only a single hypothesis automaton is ever produced. Later an incremental ver-
sion IID of this algorithm was presented in [Parekh et al. 1998|. Like the IID
algorithm, our IDS algorithm is incremental. However in contrast with IID, the
IDS algorithm, and its proof of correctness are much simpler, and some technical
errors in [Parekh et al. 1998| are also overcome.



Distinguishing sequences can be contrasted with the complete consistent ta-
ble approach to partition construction as represented by the well known online
learning algorithm L* of [Angluin 1987]. Unlike L*, distinguishing sequences dis-
pose of the need for an equivalence oracle during learning. Instead, we can assume
that the observation set P contains a live complete set of input strings (see Sec-
tion 2.2 below for a technical definition). Furthermore, unlike L* distinguishing
sequences do not require a complete table of queries before building the partition
relation. In the context of software testing, both of these differences result in a
much more efficient learning algorithm. In particular there is greater scope for
using online queries that have been generated by other means (such as model
checking). Moreover, since LBT is a black-box approach to software testing, then
the use of an equivalence oracle contradicts the black-box methodology.

In [Dupont 1996], an incremental version RPNI2 of the RPNT offline learning
algorithm of [Oncina and Garcia 1992] and [Lang 1992] is presented. The RPNI2
algorithm is much more complex than IDS. It includes a recursive depth first
search of a lexicographically ordered state set with backtracking, and computa-
tion of a non-deterministic hypothesis automaton that is subsequently rendered
deterministic. These operations have no counterpart in IDS. Thus IDS is easier
to verify and can be quickly and easily implemented in practise.

The incremental learning algorithm introduced in [Porat, Feldman 1991] re-
quires a lexicographic ordering on the presentation of online queries, which is
less flexible than IDS, and indeed inappropriate for software engineering appli-
cations.

2 Preliminaries

2.1 Notation and Concepts for DFA

Let X be any set of symbols then X* denotes the set of all finite strings over X
including the empty string A. The length of a string o € X* is denoted by |«
and |A| = 0. For strings «, 8 € X*, af denotes their concatenation.

For o, B,y € X*, if a« = B~ then [ is termed a prefiz of o and ~ is termed
a suffiz of a. We let Pref(«) denote the prefix closure of «, i.e. the set of all
prefixes of . We can also apply prefix closure pointwise to any set of strings.
The set difference operation between two sets U, V', denoted by U — V, is the
set, of all elements of U which are not members of V. The symmetric difference
operation on pairs of sets is defined by UV = (U - V)U (V = U).

A deterministic finite automaton (DFA) is a quintuple A =< X, Q, F, qo, 0 >
where: X' is the input alphabet, ) is the state set, F' C @ is the accepting
state set and qg € @ is the starting state. The state transition function § of A
is a mapping § : Q@ x ¥ — @, and 6(g;,b) = ¢; means that when in state g;
given input b the automaton A will move to state ¢; in one step. We extend the
function § to a mapping 6* : @ X X* — @ defined inductively by 6*(q, A\) = ¢
and 0*(q, b1, ...bpy1) = 6(6*(q, b1, ...byn), bpy1). The language L(A) accepted
by A is the set of all strings a € X* such that §*(qg, «) € F. As is well known,



a language L C X* is accepted by a DFA if and only if, L is regular, i.e. L
can be defined by a regular grammar. A state ¢ € @ is said to be live if for
some string a € X*, §*(q, o) € F, otherwise ¢ is said to be dead. Given a
distinguished dead state dy we define string concatenation modulo the dead state
do, f: X2*U{do} x ¥ — X*U{dp}, by f(do, 0) = dp and f(a, 0) = . o for
o € X*. This function is used for automaton learning in Section 3. Given any
DFA A there exists a unique minimum state DFA A’ such that L(A) = L(A’)
and this automaton is termed the canonical DFA for L(A). A canonical DFA
has at most one dead state.

2.2 The ID Algorithm

Our IDS algorithm is an incremental version of the ID learning algorithm for
DFA introduced in [Angluin 1981|. The ID algorithm is an online learning al-
gorithm for DFA that starts from a given live complete set P C X* of queries
about the target automaton, and generates new queries until a state space par-
tition can be constructed. Since the algorithmic ideas and proof of correctness
of IDS are based upon those of ID itself, it is useful to review the ID algorithm
here. Algorithm 1 presents the ID algorithm. Since this algorithm has been dis-
cussed at length in [Angluin 1981], our own presentation can be brief. A detailed
proof of the correctness of ID and an analysis of its complexity can be found in
[Angluin 1981].

A finite set P C X* of input strings is said to be live complete for a DFA A
if for every live state ¢ € Q) there exists a string o € P such that §*(qg, o) = q.
Given a live complete set P for a target automaton A, the essential idea of the
ID algorithm is to first construct the set 7" = PU{f(a, b)|(a,b) € Px X} U{dp}
of all one element extensions of strings in P as a set of state names for the
hypothesis automaton. The symbol dy is added as a name for the canonical dead
state. This set of state names is then iteratively partitioned into sets E;(«) C 1"
for:=0,1,... such that elements «, 8 of T’ that denote the same state in A will
occur in the same partition set, i.e. E;(«) = E;(f). This partition refinement can
be proven to terminate and the resulting collection of sets forms a congruence
on T'. Finally the ID algorithm constructs the hypothesis automaton as the
resulting quotient automaton. The method used to refine the partition set is to
iteratively construct a set V' of distinguishing strings, such that no two distinct
states of A have the same behaviour on all of V.

We will present the ID and IDS algorithms so that similar variables share
the same names. This pedagogic device emphasises similarity in the behaviour
of both algorithms. However, there are also important differences in behaviour.
Thus, when analysing the behavioural properties of program variables we will
carefully distinguish their context as e.g. vI”, EIP(a), ..., and v[PS EPS(a), . ..
etc. Our proof of correctness for IDS will show how the learning behaviour of
IDS on a sequence of input strings s, ...s, € X* can be simulated by the
behaviour of ID on the corresponding set of inputs { s1, ...s, }. Once this is
established, one can apply the known correctness of ID to establish the correct-
ness of IDS. The IID algorithm of [Parekh et al. 1998| also presents a simulation



Algorithm 1 ID Learning Algorithm

Input: A live complete set P C X* and a teacher DFA A to answer membership
queries o € L(A)?
Output: A DFA M equivalent to the target DFA A.

begin

//Perform Initialization

i=0,vi=\V={ v}

P =PU{d },T=PU{f(a,b)|(a,b) e Px X}, T'"=TU{ do }
Construct function Eg for vg = A,

Eo(do) =10

VaeT

{ pose the membership query “a € L(A)?”
9. if the teacher’s response is yes

10. then Ey(a) = {\}

11. else Eo(a) =10

12. end if

13. }

14. //Refine the partition of the set T”

15. while (3, 8 € P’ and b € X such that

Ei(a) = Ei(B) but Ei(f(a,b)) # Ei(f(8,b)))

PN O WD

16. do

17. Let v € Ei(f(a,b)) ® Ei(f(8,b))

18. Vi4+1 = b’y

19. V:VU{Ui+1},i:i+1

20. Va € Ty pose the membership query ”av; € L(A)?”
21. {

22. if the teacher’s response is yes
23. then F;(a) = E;i—1(a) U {v;}
24. else EZ (a) = Eifl(Oé)

25. end if

26. }

27. end while

28. //Construct the representation M of the target DFA A.

29. The states of M are the sets F,;(a), where « € T

30. The initial state qo is the set E;()\)

31. The accepting states are the sets F;(«) where a € T and X\ € E;(a)
32. The transitions of M are defined as follows:

33. VaeP

34. if Ei(a) =0

35. then add self loops on the state F;(«) for all b € X
36. else Vb € X set the transition §(F;(«),b) = E;(f(a,b))
37. end if

38. end.




method for ID. However, it is easily shown that IID does not satisfy Proposition
3.2 or Simulation Theorem 3.4 below, and thus the two algorithms have different
behaviour. The behavioural properties of ID that are needed to complete this
correctness proof can be stated as follows.

2.1. Theorem.
(i) Let P C X* be a live complete set for a target DFA A containing A\. Then
given P and A as input, the ID algorithm terminates and the automaton M
returned by ID is the canonical automaton for L(A).
(ii) Let | € N be the maximum value of program variable i'P given P and A.
Forall0<n<landforallaecT,

EP(@)={ vi” | 0<j<n, aw!PeL(A4) }.
Proof. (i) See [Angluin 1981] Theorem 3.
(ii) By induction on n.
Basis. Suppose n = 0. Then v/” = . For any a € T, if av{P? € L(A) then
a € L(A)so EIP(a) = { v{P }.If avlP ¢ L(A) then a ¢ L(A) so EIP(a) = 0.
Thus ELP(a) = { v;D | 0<j<0, owJI-D € L(A) }.
Induction Step. Suppose | > n > 0. Consider any «, 8 € P’ and b € X such
that B2 (a) = B2, (8) but B} (f(a,b)) # E;2i(f(B,b)). Since n —1 <
then «, 8 and b exist. Then

EIP (f(a,b)®ELP (f(B,b)) # 0.

Consider any v € EIP (f(a,b))DEIP (f(8,b)) and let v1P = by. For any a € T,
if avlP € L(A) then EIP(a) = EIP (a)U{ vlP } and if avlP & L(A) then
E}!P(a) = EIP (a). So by the induction hypothesis EP () = { v[” | 0<j <

n, ozv]{D e L(A) }.

3 Correctness of the IDS Algorithm

In this section we present our IDS incremental learning algorithm for DFA. In
fact, we consider two versions of this algorithm, with and without prefix closure
of the set of input strings. We then give a rigorous proof that both algorithms
correctly learn an unknown DFA in the limit in the sense of [Gold 1967]

In Algorithm 2 we present the main IDS algorithm, and in Algorithms 3 and 4
we give its auxiliary algorithms for iterative partition refinement and automaton
construction respectively.

The version of the IDS algorithm which appears in Algorithm 2 we term
the prefiz free IDS algorithm, due to lines 22 and 25. Notice that lines 23 and
26 of Algorithm 2 have been commented out. When these latter two lines are
uncommented and instead lines 22 and 25 are commented out, we obtain a
version of the IDS algorithm that we term prefiz closed IDS. We will prove that
both prefix closed and prefix free IDS learn correctly in the limit. However, in
Section 4 we will show that they have quite different performance characteristics
with respect to computation time and query types.



Algorithm 2 IDS Learning Algorithm

Input: A file S = s1, ..., s; of input strings s; € X* and a teacher DFA A to answer
membership queries a € L(A)?
Output: A sequence of DFA M, for t =0, ..., [ as well as the total number of

membership queries and book keeping queries asked by the learner.

1.
2
3
4.
5.
6.
7
8.
9.
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.

begin

//Perform Initialization
iIO,kZO,tZO,Ui:)\,V:{ Vg }
//Process the empty string
Py = {)\}, Pé =P U {do}, To=FPUX
Eo(do) =0
VYa € Ty {
pose the membership query “«a € L(A)?”, bquery = bquery + 1
if the teacher’s response is yes
then Fy(a) = {\}
else Eo(a) =0
}
//Refine the partition of set Ty as described in Algorithm 3
//Construct the current representation My of the target DF' A
//as described in Algorithm 4.

//Process the file of examples.
while S # empty do
read( S, « )
mquery = mquery +1
k=kt1,t=t+1
P,=PFP,_1U {a}
// Px = Py—1 U Pref(a) //prefix closure
P,é =P U {do}
T, =Tr_1 U {Oé} U {f(OQb) | be E}
/) T = Po U{f(a,b) | o« € P, — Py_1,b € X} //prefix closure
T;é =T U {do}
Voo € Ty — Th—1

// Fill in the values of F;(«) using membership queries:
Ei(a) ={v; | 0<j <i,av; € L(A)}
bquery = bquery + 1

// Refine the partition of the set Tk

if « is consistent with M;_

then Mt = Mt71

else construct M; as described in Algorithm 4.

}

39. end.




Algorithm 3 Refine Partition

1. while (3o, 8 € P, and b € X such that F;(a) = FE;(8) but E;(f(a,b)) #
Ei(f(8,0)))

2. do

3. Let v € Ei(f(a, b)) ® Ei(f(8,b))

4. Vi41 = b’y

5. VZVU{Ui+1},i:i+1

6. Va € Ty pose the membership query ”av; € L(A)?”

7. {

8. bquery = bquery + 1

9. if the teacher’s response is yes
10. then E;(a) = Ei—1(a) U {v;:}
11. else El(Oé) = Eifl(O{)
12. end if
13. }

14. end while

Algorithm 4 Automata Construction

The states of M; are the sets E;(a), where a € Ty,
The initial state qo is the set E;(\)
The accepting states are the sets E;(a) where o € T, and A € E;(«)
The transitions of M; are defined as follows:
Yo € P
if Ei(a) =10
then add self loops on the state E;(a) for all b € ¥
else Vb € X set the transition §(F;(a),b) = E;i(f(a, b))
end if
VB e Ty — P;é
if Va € P, E;(8) # Ei(a) and E;(B) #0
12. then Vb € X set the transition §(F;(83),b) = 0
13. end if

® NSO W

— =
= o ©




We will prove the correctness of the prefix free IDS algorithm first, since
this proof is somewhat simpler, while the essential proof principles can also be
applied to verify the prefix closed IDS algorithm. We begin an analysis of the
correctness of prefix free IDS by confirming that the construction of hypothesis
automata carried out by Algorithm 4 is well defined.

3.1. Proposition. For each t > 0 the hypothesis automaton M, constructed by
the automaton construction Algorithm 4 after t input strings have been observed
is a well defined DFA.

Proof. We need to show that M; is a well defined DFA < X, Q, F, gy, >. The
input alphabet X for M; is the same as the input alphabet for the target A. The
state set @ is represented by the sets E;(«), where « € Tj. The accepting state
set F' consists of all sets E;(a), where A € E;(«). By definition, ¢y = E;(\) and
since Py # () then \ € T.

Finally for 6 to be well defined function § : X x Q — @ it must be uniquely
defined for every state F;(«), where o € T,. So consider any « € T). By lines 8
and 12 of Algorithm 4, 0(E;(«),b) is defined for every b € X. We need to show
that 0(E;(a),b) is uniquely defined. So suppose E;(«) = E;(f), we must show
that 6(E;(a),b) = 6(E;(5),b) for any b € X.

(i) Suppose a € P/ and 8 € Py, then by lines 1 to 12 of Algorithm 3, E;(f(c, b)) =
E;(f(B, b)) for all b € X. Therefore by line 8 of Algorithm 4, §(E;(«),b) =
6(Ez (ﬁ)v b)

(ii) Suppose a € T, — P} and 8 € P} If E;(a) = E;(B) then 6(E;(«), b) is already
uniquely defined by (i) above.

(iii) Suppose a € Ty — P/ and E;(a) # E;(B) for any § € P}, then by line 12
in Algorithm 4, §(E;(«),b) = 0, so the transition is defined. To show that it is
uniquely defined consider any 3 € T}, — P/ such that E;(«) = E;(3). Then again
by line 12 of Algorithm 4, §(E;(8),b) = 0 = §(E;(«),b).

Hence the hypothesis automaton M; is a well defined DFA.

Proposition 3.1 establishes that Algorithm 2 will generate a sequence of well
defined DFA. However, to show that this algorithm learns correctly, we must
prove that this sequence of automata converges to the target automaton A given
sufficient information about A. It will suffice to show that the behaviour of prefix
free IDS can be simulated by the behaviour of ID, since ID is known to learn
correctly given a live complete set of input strings (c.f. Theorem 2.1.(i)). The
first step in this proof is to show that the sequences of sets of state names PlgD o

and TkID S generated by prefix free IDS converge to the sets PIP and T'P of ID.

3.2. Proposition. Let S = sy, ..., s be any non-empty sequence of input
strings s; € X* for prefix free IDS and let PP = { X\, sy, ..., s; } be the
corresponding input set for ID.

(i) For all 0 < k <1, PIPS = { A, s1, ..., s } C PID.

(i) For all 0 < k <, TIPS = PIPS U { f(a, b) | a € PIPS be X } C TP,
(iii) PfPS = PID and T[PS = TP,
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Proof. Clearly (iii) follows from (i) and (ii). We prove (i) and (ii) by induction
on k.

Basis. Suppose k = 0. (i) P{PS = { X } C PIP. (i) TIPS ={ A yux C TP,
Induction Step. Suppose k > 0. (i) By the induction hypothesis P{P{ =
{ A s1, ..., k-1 } € PIP.So clearly

PIPS = PIPS U s, y={ A, 51, ..., s, } € PIP.
(ii) By Definition
TIPS = 1P U{ s, YU{ fla, b) | ae PIPS —PPY be X}

DS U s, YU{ f(a, b) | a e PIPS —PPY bex )

U{ fla, b) | a€ P[P be X}

by the induction hypothesis (ii)

=PPSU{ fla, b) | ae PP be 5 }.

Next we turn our attention to proving some fundamental loop invariants
for Algorithm 2. Since this algorithm in turn calls the partition refinement Al-
gorithm 3 then we have in effect a doubly nested loop structure to analyse.
Clearly the two indexing counters £’PS and /P (in the outer and inner loops
respectively) both increase on each iteration. However, the relationship between
these two variables is not easily defined. Nevertheless, since both variables in-
crease from an initial value of zero, we can assume the existence of a monotone
re-indexing function that captures their relationship.

3.3. Definition. Let S = si, ..., s; be any non-empty sequence of strings
s; € X*. The re-indexing function K° : N — N for prefix free IDS on input S is
the unique monotonically increasing function such that for each n € N, K*(n)
is the least integer m such that program variable kP has value m while the
program variable /P has value n. Thus, for example, K°(0) = 0. When S is
clear from the context, we may write K for K*.

With the help of such re-indexing functions we can express important invari-
ant properties of the key program variables ’UIDS and E!PS(a), and via Propo-
sition 3.2 their relationship to vf” and E!” ( ). Corresponding to the doubly
nested loop structure of Algorithm 2, the proof of Simulation Theorem 3.4 below
makes use of a doubly nested induction argument.

3.4. Simulation Theorem. Let S = s, ..., s; be any non-empty sequence
of strings s; € X*. For any execution of prefix free IDS on S there exists an
execution of ID on { A, s1, ..., s } such that for all m > 0:

(i) For alln > 0 if K(n) =m then:
a) for all 0 < j <m, vIDS—v
(a) J
(b) for all 0 < j < n, UIDS # vIDS
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(c) for all o« € TIPS, EIPS (o) = { 0[P | 0<j <n, avlP e L(A) }.
(ii) If m > O then let p € N be the greatest integer such that K(p) = m — 1.
Then for all « € TLP%, EIP (o) = { v{P% | 0<j <p, av[P¥ € L(A) }.
(iii) The mth partition refinement of IDS terminates.

Proof. By induction on m.

Basis. Suppose m = 0.

(i) We prove the result by subinduction on n.

Sub-basis. Suppose n = 0. Then K (n) = m.

(i.a) For ID and IDS, v{PS = X\ = v{P.

(i.b) Holds vacuously since n = 0.

(i.c) Clearly T/P® = { XA } U X. Consider any a € TdP%. If avlP¥ € L(A)
then o € L(A) and EfP%(a) = { viPS }. If av{PS ¢ L(A) then o € L(A) and
E{PS(a) = 0. So

E{PS(a)={ vIP$ | 0<j<n, avlPPeL(A) ).

Sub-Induction Step. Suppose n > 0 and K (n) = m.
(i.a) Consider any «, 8 € P’(I)DS and b € ¥ such that EP{(a) = EP5(3) but
E.25 (f(e,0)) # E2T(£(B,0)).

By Proposition 3.2.(i) «, 8 € p'iPs g by the sub-induction hypotheses (i.a)
and (i.c) and Theorem 2.1.(ii) (since K(n — 1) = m = 0), EP, (o) = ELP,(B)
but B2 (f(a,b)) # E;21(f(8,)). Also

E25 (f(a, D)@ B2 (f(8,6) = B2y (f(a, 0)@ By (£(8,0)) # 0.

Let v € EIPY(f(a,b))®EP (f(B,b)), then we can choose the same «, 3, b and

7 for an execution of ID so that v!P% = v!P = by. So by the sub-induction

T n

hypothesis (i.a) for all 0 < j < n, ’UJIDS = va.

(i.b) For o, B, b and ~ as in (i.a) above either

v € B2 (fab)) and v & E2Y(f(B,0)) (1)

or
v € .21 (f(anb) and 5 € B2V(F(B,0) (2).
Suppose (1) holds. Then v € EIP5(f(a,b)). So by the sub-induction hypothesis
(i.c) for some 0 < x < n, v = vIPS. Thus v/P% = by = bvIPS. Suppose for a
contradiction that for some 0 < y < n, vIPS = véDS. Since abvIP% € L(A) then
P =l € B%S(a) (),
by sub-induction hypothesis (i.c). But by (1), v € EP{(f(B,b)) so vIPS &
EIPY(f(B,b)) hence pbwlPS ¢ L(A) by sub-induction hypothesis (i.c). Thus
BoP¥ & L(A). So by sub-induction hypothesis (i.c),

w0 ¢ BT (B) (4).
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So by (3) and (4) EIPS(a) # EIP$(B). But this contradicts E!PY (o) = EPJ ().
By symmetry, if (2) holds a contradiction also arises. Thus for all 0 < j < n,
pIDS L 4IDS

J noo-

(i.c) Consider any a € TfPS. If aviPS € L(A) then EPS(a) = EP(a)U

n—1
{ vIPS Y} and if av{PS ¢ L(A) then E!P%(a) = EPJ(a). So by the sub-
induction hypothesis (i.c) since K(n — 1) = 0 then

E;LDS(O[) :{ UJI'DS | 0 S] S n, O[’UJI-DS c L(A) }

This completes the sub-induction proof of (i).
(ii) Holds trivially since m % 0.

(iii) Consider the 0-th refinement step in IDS. Clearly P’,”® is finite. For any
o, B€ P'tP% and b € ¥ and n € N such that K (n) = 0 and E/2$(a) = EIPS ()

but EIPY(f (e, b)) # EIPT(f(8,b)), then
EPS(f(a, b)) BEPS (f(B,b)) # 0.

So considering any v € EIPJ(f(a,b))®EIPY(f(B,b)) either

v e B2 (f(a,b) and v & 2T (f(B.0)  (5)
v € B2 (f(a,0)) and v € B;2T(f(B,b)) (6).

Let
vlP =by (7).

Suppose (5) holds. If aw!PS € L(A) then by (7) aby € L(A) and EP%(a) =
BD5(2)U{ viPS ). But'by (5) y ¢ BIPS((3.5)) so Bby & L(A). So DS (5) =
EPS(B). By (i.b) and (i.c) vIP% ¢ EP$(a). So

EP3(8) = E.P1(B) = B;2% () # B2 ().

n

By symmetry, the same result follows if (6) holds. Therefore on each iteration of
the 0-th partition refinement loop, the number of such triples a;, 8 and b strictly
decreases. So the 0-th partition refinement loop must terminate.

Induction Step. Suppose m > 0.

(i) We prove the result by sub-induction on 7.

Sub-basis. Suppose n = 0. Then K (n) # m so the result holds trivially.
Sub-induction Step. Suppose n > 0 and K(n) = m.

(i.a) Suppose that n is the least integer such that K (n) = m,ie. K(n—1) = m—1.
Consider any a, 8 € P’f,?s and b € X such that EPJ(a) = EPY(B) but
EIPS(f(a,b)) # E2S(£(3,b)). By Proposition 3.2.(1) a, 8 € PP so by the



13

induction hypotheses (ii), (i.a) and Theorem 2.1.(ii), EIP,(a) = EIP(B) but
E;Py (f(a,b)) # E;Py(f(B.b)). Furthermore

EP5(f(, 0)® BT (F(8,6) = EnPy(f(a, 0)@ By (£(8,0)) # 0.

Let v € EPS(f(a,b))DEIPT(f(B,b)) then we can choose the same «, 3, b and
~ for an execution of ID so that

IDS _
DTL

= by =0lP.

By the sub-induction hypothesis (i.a) for all 0 < j < n, vJI-DS = vJI-D.

Suppose that n is strictly greater than the least integer such that K(n) = m,
ie. K(n —1) = m. The proof is similar to above, but we use sub-induction
hypothesis (i.a) instead of induction hypothesis (ii).

(i.b) The proof is similar to the proof of (i.b) in the subinduction step of the
induction basis.

(i.c) For a, 8, b and y as in (i.a) above, suppose that n is the least integer such
that K(n) =m, ie. K(n—1)=m — 1.

Consider any a € TIPS If aviP® € L(A) then EPS(a) = EIP{(a) U
{ vIPS } and if aw!P% ¢ L(A) then EIP%(a) = E!P3(a). So by the induc-
tion hypothesis (ii)

ETILDS(Q) :{ ’UJI'DS | 0 S] S n, Oé’UJI'DS c L(A) }

Suppose that n is greater than least integer such that K(n) = m, i.e. K(n—
1) = m. The proof is similar to above but we use sub-induction hypothesis (i.c)
instead of induction hypothesis (ii).

This completes the sub-induction proof of (i).
(ii) Let p € N be the greatest integer such that K (p) = m — 1. By the induction
hypothesis (i.b) for all a € TPS

IDS( \ _ g . IDS , DS
E,7(a)={ v;7" | 0<j<p, av;7" € L(A) }.
and by line 3 of IDS Algorithm 2, for all a € TPS — TIPS
IDS .\ _ g ,IDS - DS
E,"7(a)={ v;77 | 0<j<p, av;7" € L(A) }.
So for all a € T}PS
EIfDS(a)z{ U;DS | 0<j<p, av;DSGL(A) }.

(iii) Consider the m-th refinement step in prefix free IDS. The proof is similar
to the proof of (iii) in the subinduction step of the induction basis.

Notice that in the statement of Theorem 3.4 above, since both ID and IDS
are non-deterministic algorithms (due to the non-deterministic choice on line
17 of Algorithm 1 and line 3 of Algorithm 3), then we can only talk about the
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existence of some correct simulation. Clearly there are also simulations of IDS by
ID which are not correct, but this does not affect the basic correctness argument.

3.5. Corollary. Let S = s1, ..., s; be any non-empty sequence of strings s; €
2*. Any execution of prefix free IDS on S terminates with the program variable
E'PS having value .

Proof. Follows from Simulation Theorem 3.4.(iii) since clearly the while loop of
Algorithm 2 terminates when the input sequence S is empty.

Using the detailed analysis of the invariant properties of the program vari-
ables P{PS and T/PS in Proposition 3.2 and vJIDS and E!P%(a) in Simulation
Theorem 3.4 it is now a simple matter to establish correctness of learning for
the prefix free IDS Algorithm.

3.6. Correctness Theorem. Let S = s1, ..., s; be any non-empty sequence
of strings s; € X* such that { \, s1, ..., s } is a live complete set for a target
DFA A. Then prefix free IDS terminates on S and the hypothesis automaton
MP5 is a canonical representation of A.

Proof. By Corollary 3.5, prefix free IDS terminates on S with the variable k%
having value [. By Simulation Theorem 3.4.(i) and Theorem 2.1.(ii), there exists
an execution of ID on { A, s1, ..., s; } such that EPS(a) = EIP(a) for all
a € T!PS and any n such that K(n) = [. By Proposition 3.2.(iii), T/P% =
TP and P[P = P'"P%_ S0 letting MP be the canonical representation of A
constructed by ID using { A, s1, ..., s; } then MP and M/PS have the same
state sets, initial states, accepting states and transitions.

Our next result confirms that the hypothesis automaton M/PS generated
after ¢ input strings have been read is consistent with all currently known obser-
vations about the target automaton. This is quite straightforward in the light of
Simulation Theorem 3.4.

3.7. Compatibility Theorem. Let S = s1, ..., s; be any non-empty sequence
of strings s; € X*. For each 0 < ¢t < [ and each string s € { X\, s1, ..., St },
the hypothesis automaton M/PS accepts s if, and only if the target A does.

Proof. By definition, M/P® is compatible with A on { A, s1, ..., s; } if, and
only if, for each 0 < j < t, s; € L(A) & X € E/P5(s;), where iy is the greatest
integer such that K (i;) = t and the sets EfPS(a) for o € T/P¥ are the states of
MP5. Now vfP% = X\. So by Simulation Theorem 3.4.(i).(c), if s; € L(A) then
s;oiP% € L(A) so vfPS € ElP3(s;), i.e. A € EIPS(s;), and if s; ¢ L(A) then
s;uiPS & L(A) so viPS ¢ Ei{iﬁs(sj), ie \¢g EiItDé(sj).

Let us briefly consider the correctness of prefix closed IDS. We begin by
observing that the non-sequential ID Algorithm 1 does not compute any prefix
closure of input strings. Therefore, Proposition 3.2 does not hold for prefix closed
IDS. In order to obtain a simulation between prefix closed IDS and ID we modify
Proposition 3.2 to the following.
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3.8. Proposition. Let S = sy, ..., s be any non-empty sequence of input
strings s; € X* for prefix closed IDS and let P'P = Pref({ A, s1, ..., s; }) be
the corresponding input set for ID.

(i) For all 0 < k <, PIPS = Pref({ A, s1, ..., s }) C PIP.

(ii) For all 0 < k < I, TIPS = P[P U { f(a, b) | € P[PS, bex } C TP,
(iii) P/PS = PIP and T/PS = TP,

Proof. Similar to the proof of Proposition 3.2.

We leave it to the reader, as an exercise, to make similar changes to Simu-
lation Theorem 3.4 and Corollary 3.5, with the help of which one can establish
the correctness of prefix closed IDS.

3.9. Correctness Theorem. Let S = s1, ..., s; be any non-empty sequence
of strings s; € X* such that { A, s1, ..., s } is a live complete set for a target
DFA A. Then prefix closed IDS terminates on S and the hypothesis automaton
MP5 is a canonical representation of A.

Proof. Exercise, following the proof of Theorem 3.6.

4 Empirical Performance Analysis

Little seems to have been published about the empirical performance and average
time complexity of incremental learning algorithms for DFA in the literature.
By the average time complexity of the algorithm we mean the average number
of queries needed to completely learn a DFA of a given state space size. This
question can be answered experimentally by randomly generating a large number
of DFA with a given state space size, and randomly generating a sequence of
query strings for each such DFA.

From the point of view of software engineering applications such as testing
and model inference, we have found that it is important to distinguish between
the two types of queries about the target automaton that are used by IDS during
the learning procedure. On the one, hand the algorithm uses internally gener-
ated queries (we call these book-keeping queries) and on the other hand it uses
queries that are supplied externally by the input file (we call these membership
queries). From a software engineering applications viewpoint it seems important
that the ratio of book-keeping to membership queries should be low. This allows
membership queries to have the maximum influence in steering the learning pro-
cess externally. The average query complexity of the IDS algorithm with respect
to the numbers of book-keeping and membership queries needed for complete
learning can also be measured by random generation of DFA and query strings.
To measure each query type, Algorithm 2 has been instrumented with two in-
teger variables bquery and mquery intended to track the total number of each
type of query used during learning (lines 8, 20 and 32).

Since two variants of the IDS algorithm were identified, with and without
prefix closure of input strings, it was interesting to compare the performance
of each of these two variants according to the above two average complexity
measures.
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4.1 Experimental Procedure

To empirically measure the average time and query complexity of our two IDS
algorithms, two experiments were set up. These measured:

(1) the average computation time needed to learn a randomly generated DFA
(of a given state space size) using randomly generated membership queries, and

(2) the total number of membership and book-keeping queries needed to
learn a randomly generated DFA (of a given state space size) using randomly
generated membership queries.

We chose randomly generated DFA with state space sizes varying between 5
and 50 states, and an equiprobable distribution of transitions between states. No
filtering was applied to remove dead states, so the average effective state space
size was therefore somewhat smaller than the nominal state space size.

Random DFA
Generator

DFAA

A

Target DFAA

A
A

Random Input | generate / terminate DFA Equivalence

String Checker
Generator query result

Y

A

Input String s,

Y

IDS Algorithm
(Learner)

Null string Hypothesis DFA M,

Fig. 1. Evaluation Framework

The experimental setup consisted of the following components:

(1) a random input string generator,

(2) a random DFA generator,

(3) an instance of the IDS Algorithm (prefix free or prefix closed) ,
(4) an automaton equivalence checker.

The architecture of our evaluation framework and the flow of data between
these components are illustrated in Figure 1.

The purpose of the equivalence checker was to terminate the learning proce-
dure as soon as the hypothesis automaton sequence had successfully converged
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to the target automaton. There are several well known equivalence checking al-
gorithms described in literature. These have runtime complexity ranging from
quadratic to nearly linear execution times. We chose an algorithm with nearly
linear time performance described in [Norton 2009]. This was to minimise the
overhead of equivalence checking in the overall computation time. The IDS algo-
rithms and the entire evaluation framework were implemented in Java. The per-
formance of the input string and DFA generators is dependent on Java’s Random
class which generates pseudorandom numbers that depend upon a specific seed.
To minimize the chance of generating the same pseudo random strings/automata
again the seed was set to the system clock.

(A) (B
Prefix (Free / Closed) Learning Time Comparison Mean Convergence Comparison
120000 25000

100000 20000

80000
15000

60000
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40000

Time(milli seconds)

No of Queries
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20000

5 10 15 20 25 30 35 40 45 50
No of States

5 10 15 20 25 30 35 40 45 50

No of States = Prefix Closed = MMQ(Prefix Closed)

-+ Prefix Free -+ MBQ(Prefix Closed)
MMQ(Prefix Free)
-+ MBQ(Prefix Free)

Fig. 2. Average Time Complexity

4.2 Results and Interpretation

The two graphs in Figure 2 illustrate the outcome of our experiments to mea-
sure the average time and average query complexity of both IDS algorithms, as
described in Section 4.1.

Figure 2.A presents the results of estimating the average learning time for
the prefix free and prefix closed IDS algorithms as a function of the state space
size of the target DFA. For large state space sizes n, the data sets of randomly
generated target DFA represent only a small fraction of all possible such DFA
of size n. Therefore the two data curves are not smooth for large state space
sizes. Nevertheless, there is sufficient data to identify some clear trends. The
average learning time for prefix free IDS learning is substantially greater than
corresponding time for prefix closed IDS, and this discrepancy increases with
state space size. The reason would appear to be that prefix free IDS throws
away data about the target DFA that must be regenerated randomly (since
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input string queries are generated at random). The average time complexity for
prefix free IDS learning seems to grow approximately quadratically, while the
average time complexity for prefix closed IDS learning appears to grow almost
linearly within the given data range. From this viewpoint, prefix-closed IDS
appears to be the superior algorithm.

Figure 2.B presents the results of estimating the average number of member-
ship queries and book-keeping queries as a function of the state space size of the
target DFA. Again, we have compared prefix-closed with prefix free IDS learn-
ing. Allowance must also be made for the small data set sizes for large state space
values. We can see that membership queries grow approximately linearly with
the increase in state space size, while book-keeping queries grow approximately
quadratically, at least within the data ranges that we considered. There appears
to be a small but significant decrease in the number of both book-keeping and
membership queries used by the prefix-closed IDS algorithm. The reason for this
appears to be similar to the issues identified for average time complexity. Prefix
closure seems to be an efficient way to gather data about the target DFA. From
the viewpoint of software engineering applications discussed in Section 1, now
prefix free IDS appears to be preferable. This is because the decreasing ratio
of book-keeping to membership queries improves the possibility to direct the
learning process using externally generated queries (e.g. from a model checker).

5 Conclusions

We have presented two versions of the IDS algorithm which is an incremen-
tal algorithm for learning DFA in polynomial time. We have given a rigorous
proof that both algorithms correctly learn in the limit. Finally we have pre-
sented the results of an empirical study of the average time and query complex-
ity of IDS. These empirical results suggest that IDS is well suited to applica-
tions in software engineering, where an incremental approach that allows exter-
nally generated online queries is needed. This conclusion is further supported in
[Meinke and Sindhu 2011], where we have evaluated the IDS algorithm for learn-
ing based testing of reactive systems, and shown that it leads to error discovery
up to 4000 times faster than using non-incremental learning.

We gratefully acknowledge financial support for this research from the Higher
Education Commission (HEC) of Pakistan, the Swedish Research Council (VR)
and the European Union under project HATS FP7-231620.
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Abstract. We show how the paradigm of learning-based testing (LBT)
can be applied to automate specification-based black-box testing of re-
active systems. Since reactive systems can be modeled as Kripke struc-
tures, we introduce an efficient incremental learning algorithm IKL for
such structures. We show how an implementation of this algorithm com-
bined with an efficient model checker such as NuSMV yields an effective
learning-based testing architecture for automated test case generation
(ATCG), execution and evaluation, starting from temporal logic require-
ments.

1 Introduction

A heuristic approach to automated test case generation (ATCG) from formal re-
quirements specifications known as learning-based testing (LBT) was introduced
in Meinke [9] and Meinke and Niu [11]. Learning-based testing is an iterative ap-
proach to automate specification-based black-box testing. It encompasses both
test case generation, execution and evaluation (the oracle step). The aim of this
approach is to automatically generate a large number of high-quality test cases
by combining a model checking algorithm with an optimised model inference
algorithm. For procedural programs, [11] has shown that LBT can significantly
outperform random testing in the speed with which it finds errors in a system
under test (SUT).

In this paper we consider how the LBT approach can be applied to a quite dif-
ferent class of SUTs, namely reactive systems. Conventionally, reactive systems
are modeled as Kripke structures and their requirements are usually specified
using a temporal logic (see e.g. [6]). To learn and test such models efficiently, we
therefore introduce a new learning algorithm IKL (Incremental Kripke Learning)
for Kripke structures. We show that combining the IKL algorithm for model in-
ference together with an efficient temporal logic model checker such as NuSMV
yields an effective LBT architecture for reactive systems. We evaluate the effec-
tiveness of this testing architecture by means of case studies.

In the remainder of Section 1 we discuss the general paradigm of LBT, and
specific requirements on learning. In Section 2 we review some essential mathe-
matical preliminaries. In Section 3, we consider the technique of bit-sliced learn-
ing of Kripke structures. In Section 4, we present a new incremental learning al-
gorithm IKL for Kripke structures that uses distinguishing sequences, bit-slicing,



and lazy partition refinement. In Section 5 we present a complete LBT architec-
ture for reactive systems testing. We evaluate this architecture by means of case
studies in Section 6. Finally, in Section 7 we draw some conclusions.

1.1 Learning-Based Testing

Several previous works, (for example Peled et al. [16], Groce et al. [8] and Raffelt
et al. [17]) have considered a combination of learning and model checking to
achieve testing and/or formal verification of reactive systems. Within the model
checking community the verification approach known as counterexample guided
abstraction refinement (CEGAR) also combines learning and model checking,
(see e.g. Clarke et al. [5]). The LBT approach can be distinguished from these
other approaches by: (i) an emphasis on testing rather than verification, and (ii)
use of incremental learning algorithms specifically chosen to make testing more
effective and scalable (c.f. Section 1.2).
The basic LBT paradigm requires three components:

(1) a (black-box) system under test (SUT) S,
(2) a formal requirements specification Req for S, and
(3) a learned model M of S.

Now (1) and (2) are common to all specification-based testing, and it is really
(3) that is distinctive. Learning-based approaches are heuristic iterative methods
to automatically generate a sequence of test cases. The heuristic approach is
based on learning a black-box system using tests as queries.

An LBT algorithm iterates the following four steps:

(Step 1) Suppose that n test case inputs i1, ..., i, have been executed on S
yielding the system outputs 01, ..., 0,. The n input/output pairs (i1, 01), ...,
(in, 0n) are synthesized into a learned model M, of S using an incremental
learning algorithm (see Section 1.2). This step involves generalization from the
given data, (which represents an incomplete description of S) to all possible
data. It gives the possibility to predict previously unseen errors in S during Step
2.

(Step 2) The system requirements Req are satisfiability checked against the
learned model M,, derived in Step 1 (aka. model checking). This process searches
for a counterexample i1 to the requirements.

(Step 3) The counterexample 4,11 is executed as the next test case on S, and
if S terminates then the output 0,11 is obtained. If S fails this test case (i.e.
the pair (inp+1, ont+1) does not satisfy Req) then i,y1 was a true negative and
we proceed to Step 4. Otherwise S passes the test case 7,41 so the model M,
was inaccurate, and i,11 was a false negative. In this latter case, the effort of
executing S on 4,41 is not wasted. We return to Step 1 and apply the learning
algorithm once again to n+ 1 pairs (i1, 01), ..., (in+1, Ont1) to infer a refined
model M, 1 of S.

(Step 4) We terminate with a true negative test case (in+1, 0ny1) for S.



Thus an LBT algorithm iterates Steps 1... 3 until an SUT error is found
(Step 4) or execution is terminated. Possible criteria for termination include a
bound on the maximum testing time, or a bound on the maximum number of
test cases to be executed.

This iterative approach to TCG yields a sequence of increasingly accurate
models My, My, Ms, ..., of S. (We can take M, to be a minimal or even empty
model.) So, with increasing values of n, it becomes more and more likely that
satisfiability checking in Step 2 will produce a true negative if one exists. If
Step 2 does not produce any counterexamples at all then to proceed with the
iteration, we must construct the next test case i,41 by some other method, e.g.
randomly.

1.2 Efficient Learning Algorithms

As has already been suggested in Step 1 of Section 1.1, for LBT to be effective
at finding errors, it is important to use the right kind of learning algorithm. A
good learning algorithm should maximise the opportunity of the satisfiability
algorithm in Step 2 to find a true counterexample i,1 to the requirements Req
as soon as possible.

An automata learning algorithm L is said to be incremental if it can produce
a sequence of hypothesis automata Ay, A, ... which are approximations to an
unknown automata A, based on a sequence of information (queries and results)
about A. The sequence Ay, Aj, ... must finitely converge to A, at least up to
behavioural equivalence. In addition, the computation of each new approxima-
tion A;y1 by L should reuse as much information as possible about the previous
approximation 4; (e.g. equivalences between states). Incremental learning algo-
rithms are necessary for efficient learning-based testing of reactive systems for
two reasons.

(1) Real reactive systems may be too big to be completely learned and tested
within a feasible timescale. This is due to the typical complexity properties of
learning and satisfiability algorithms.

(2) Testing of specific requirements such as use cases may not require learning
and analysis of the entire reactive system, but only of a fragment that implements
the requirement Regq.

For testing efficiency, we also need to consider the type of queries used during
learning. The overhead of SUT execution to answer a membership query during
learning can be large compared with the execution time of the learning algo-
rithm itself (see e.g. [3]). So membership queries should be seen as “expensive”.
Therefore, as many queries (i.e. test cases) as possible should be derived from
model checking the hypothesis automaton, since these are all based on checking
the requirements Req. Conversely as few queries as possible should be derived
for reasons of internal book-keeping by the learning algorithm (e.g. for achiev-
ing congruence closure prior to automaton construction). Book-keeping queries
make no reference to the requirements Req, and therefore can only uncover an
SUT error by accident. Ideally, every query would represent a relevant and in-
teresting requirements-based test case. In fact, if the percentage of internally



generated book-keeping queries is too high then model checking becomes almost
redundant. In this case we might think that LBT becomes equivalent to ran-
dom testing. However [18] shows that this is not the case. Even without model
checking, LBT achieves better functional coverage than random testing.

In practise, most of the well-known classical regular inference algorithms
such as L* (Angluin [2]) or ID (Angluin [1]) are designed for complete rather
incremental learning. Among the much smaller number of known incremental
learning algorithms, we can mention the RPNII algorithm (Dupont [7]) and the
IID algorithm (Parekh et al. [15]) which learn Moore automata, and the CGE
algorithm (Meinke [10]) which learns Mealy automata. To our knowledge, no
incremental algorithm for learning Kripke structures has yet been published in
the literature. Thus the IKL algorithm, and its application to testing represent
novel contributions of our paper.

2 Mathematical Preliminaries and Notation

Let X be any set of symbols then X* denotes the set of all finite strings over X
including the empty string €. The length of a string o € X* is denoted by |«]
and |e| = 0. For strings «, 8 € *, o . 8 denotes their concatenation.

For a, B,y € X*, if @« = B then f is termed a prefix of o and ~ is termed
a suffiz of a. We let Pref(«) denote the prefix closure of «, i.e. the set of all
prefixes of . We can also apply prefix closure pointwise to any set of strings.
The set difference operation between two sets U, V', denoted by U — V, is the
set, of all elements of U which are not members of V. The symmetric difference
operation on pairs of sets is defined by U @V = (U — V) U (V = U).

A deterministic finite automaton (DFA) is a five-tuple A =< X, Q, F, qo,0 >
where: X' is the input alphabet, @ is the state set, ' C @ is the accepting
state set and gy € @ is the starting state. The state transition function of A is a
mapping ¢ : QXX — @Q with the usual meaning, and can be inductively extended
to a mapping 6* : Q x X* — @ where §*(q, €) = ¢ and §*(q, 01, ... 0py1) =
0(0*(q, 01, -.-0n), Ont1)- Since input strings can be used to name states, given
a distinguished dead state dy (from which no accepting state can be reached)
we define string concatenation modulo the dead state do, f : X* U {dp} x X —
X*U{do}, by f(do, 0) = dp and f(a, 0) = . o for « € X*. This function is
used for automaton learning in Section 4. The language L(A) accepted by A is
the set of all strings o € X* such that §*(qo, @) € F. A language L C X* is
accepted by a DFA if and only if, L is regular, i.e. L can be defined by a regular
grammar.

A generalisation of DFA to multi-bit outputs on states is given by determin-
istic Kripke structures.

2.1. Definition. Let ¥ = { 01, ..., 0, } be a finite input alphabet. By a
k-bit deterministic Kripke structure A we mean a five-tuple

A:(QA7 27 5A:QAX2_>QA7 q%u )\A:QA_>]Bk)



where Q 4 is a state set, d4 is the state transition function, ¢% is the initial state
and A4 is the output function. As before we let 0% : Q4 X X* — @ 4 denote the

iterated state transition function, where 6% (¢, €) = g and 6% (q, o1, ..., 0i11) =
54(6%(q, o1, .., 04), 0ir1). Also we let A% : X* — BF denote the iterated
output function X% (o1, ..., 0;) = Aa(05(d%, o1, ..., 01)).

If A is a Kripke structure then the minimal subalgebra Min(A) of A is the
unique subalgebra of A which has no proper subalgebra. (We implicitly assume
that all input symbols o € X are constants of A so that Min(A) has a non-trivial
state set.) Note that a 1-bit deterministic Kripke structure A is isomorphic to
the DFA A" = (Qa, ¥, 64 : Qa X X — Qa, ¢4, Far ), where Fxr C Q4 and
Aa(q) = true if, and only if ¢ € Far.

3 Bit-Sliced Learning of Kripke Structures

We will establish a precise basis for learning k-bit Kripke structures using regular
inference algorithms for DFA. The approach we take is to bit-slice the output of
a k-bit Kripke structure A into k individual 1-bit Kripke structures Ay, ..., A,
which are learned in parallel as DFA by some regular inference algorithm. The
k inferred DFA B;, ..., By are then recombined using a subdirect product
construction to obtain a Kripke structure that is behaviourally equivalent to A.

This approach has three advantages: (1) We can make use of any regular
inference algorithm to learn the individual 1-bit Kripke structures A;. Thus we
have access to the wide range of known regular inference algorithms. (2) We
can reduce the total number of book-keeping queries by lazy book-keeping. This
technique maximises re-use of book-keeping queries among the 1-bit structures
A;. In Section 4, we illustrate this technique in more detail. (3) We can learn
just those bits which are necessary to test a specific temporal logic requirement.
This abstraction technique improves the scalability of testing.

It usually suffices to learn automata up to behavioural equivalence.

3.1. Definition. Let A and B be k-bit Kripke structures over a finite input
alphabet Y. We say that A and B are behaviourally equivalent, and write A = B
if, and only if, for every finite input sequence o1, ..., 0; € X* we have

)‘Z(O’la ceey Ui):)\*B(Ulv ceey 04 )

Clearly, by the isomorphism identified in Section 2 between 1-bit Kripke struc-
tures and DFA, for such structures we have A = B if, and only if, L(A") = L(B’).
Furthermore, if Min(A) is the minimal subalgebra of A then Min(A) = A.

Let us make precise the concept of bit-slicing a Kripke structure.

3.2. Definition. Let A be a k-bit Kripke structure over a finite input alphabet
X,

AZ(QA? Ev 6A:QAXE_>QA, qOA7 /\A:QA_>B]€)~



For each 1 < i < k define the i-th projection A; of A to be the 1-bit Kripke
structure where

Ai=(Qa, X, 04:Qax ¥ = Qa, dhs Ma, 1 Qa—B),
and Mg, (q) = Aa(q)s, i-e. Aa,(¢) is the i-th bit of Aa(q).

A family of k individual 1-bit Kripke structures can be combined into a
single k-bit Kripke structure using the following subdirect product construction.
(See e.g. [13] for a general definition of subdirect products and their universal
properties.)

3.3. Definition. Let Aj, ..., A be a family of 1-bit Kripke structures,
Ai=(Qi, 2,0 :Qix X = Qi, ¢, i :Q—B)

fori=1, ..., k. Define the product Kripke structure

k
HAZZ(Qa 2,(52QX2_>Q, qoaA:Q_}]Bk)’
1=1

WhereQ:HleQi:le...ka and ¢° = (¢?, ..., ¢¥). Also
5(q17 <oy Gk, J) :(51(Q1a 0)7 ) 6k(qka J) )7
AMar, - qe) = (Aalqn)s -5 Arlar) )

Associated with the direct product Hle A, we have i-th projection mapping
proj; : Q1 X ... X Qi = Qi proji(qr, -, k) = ¢, 1 <i<k
Let Min( Hle A; ) be the minimal subalgebra of Hle A;.

The reason for taking the minimal subalgebra of the direct product Hle A;
is to avoid the state space explosion due to a large number of unreachable states
in the direct product itself. The state space size of Hf:l A; grows exponentially
with k. On the other hand since most of these states are unreachable from the
initial state, then from the point of view of behavioural analysis these states are
irrelevant. Note that this minimal subalgebra can be computed in linear time
from its components A; (w.r.t. state space size).

As is well known from universal algebra, the i-th projection mapping proj,
is a homomorphism.

3.4. Proposition. Let Ay, ..., Ay be any minimal 1-bit Kripke structures.
(i) For each 1 < i < k, proj; : Min( Hle A; ) — A; is an epimorphism, and
hence Min( Hle A; ) is a subdirect product of the A;.

e\ g k _ 11k

(i) Min( [[i=y Ai ) = 1= As-

Proof. (i) Immediate since the A; are minimal. (ii) Follows from Min(A) = A.



The following theorem justifies bit-sliced learning of k-bit Kripke structures
using conventional regular inference methods for DFA.

3.5. Theorem. Let A be a k-bit Kripke structure over a finite input alphabet
Y. Let Ay, ..., A be the k individual 1-bit projections of A. For any 1-bit
Kripke structures By, ..., By, if, Ay = By &...& A, = By, then

k
A = Min( HBi ).
i=1

Proof. Use Proposition 3.4.

4 Incremental Learning for Kripke Structures

In this section we present a new algorithm for incremental learning of Kripke
structures. We will briefly discuss its correctness and termination properties, al-
though a full discussion of these is outside the scope of this paper and is presented
elsewhere in [12]. Our algorithm applies bit-slicing as presented in Section 3, and
uses distinguishing sequences and lazy partition refinement for regular inference
of the 1-bit Kripke structures. The architecture of the IKL algorithm consists of
a main learning algorithm and two sub-procedures for lazy partition refinement
and automata synthesis. Distinguishing sequences were introduced in Angluin
[1] as a method for learning DFA.

Algorithm 1 is the main algorithm for bit-sliced incremental learning. It learns
a sequence M1y, ..., M; of n-bit Kripke structures that successively approximate
a single n-bit Kripke structure A, which is given as the teacher. In LBT, the
teacher is always the SUT.

The basic idea of Algorithm 1 is to construct in parallel a family Eil1 N
of n different equivalence relations on the same set T} of state names. For each
equivalence relation Efj, a set V; of distinguishing strings is generated iteratively

to split pairs of equivalence classes in Efl until a congruence is achieved. Then
a quotient DFA M7 can be constructed from the partition of T} by Efj The

congruences are constructed so that £/ C E/ , and thus the IKL algorithm is
incremental, and fully reuses information about previous approximations, which
is efficient.

Each n-bit Kripke structure M; is constructed using synthesis algorithm 3,
as a subdirect product of n individual quotient DFA M, ..., M™ (viewed as
1-bit Kripke structures). When the IKL algorithm is applied to the problem of
LBT, the input strings s; € X* to IKL are generated as counterexamples to
correctness (i.e. test cases) by executing a model checker on the approximation
M;_1 with respect to some requirements specification ¢ expressed in temporal
logic. If no counterexamples to ¢ can be found in M; ; then s; is randomly
chosen, taking care to avoid all previously used input strings.

Algorithm 2 implements lazy partition refinement, to extend Eil17 R
from being equivalence relations on states to being a family of congruences with
respect to the state transition functions 6y, ..., 6, of M, ..., M™.



Algorithm 1 IKL: Incremental Kripke Structure Learning Algorithm

Input: A file S = s1, ..., s; of input strings s; € X* and a Kripke structure A with
n-bit output as teacher to answer queries \%(s;) = 7
Output: A sequence of Kripke structures M; with n-bit output for t =0, ..., [.
1. begin
2 //Perform Initialization
3 forc=1tondo{ i.=0,v;, =¢, Ve ={vi,} }
4. k=0,t=0,
5. POZ{E}, Pé:POU{dO}, To=FPuX
6 //Build equivalence classes for the dead state do
7 forc=1tondo { Ef(do) =0 }
8. //Build equivalence classes for input strings of length zero and one
9. Ya € Ty {
10. (b1, -..y b)) = N4 (@)
11. forc =1tondo
12. if b then Ef (o) = {v.} else Ef (a) =0
3.}
14.  //Refine the initial equivalence relations Eg, ..., EF
15.  //into congruences using Algorithm 2
16.
17.  //Synthesize an initial Kripke structure My approximating A
18.  //using Algorithm 3.
19.
20.  //Process the file of examples.
21.  while S # empty do {
22. read( S, « )
23. k = ki1, t = t+1
24. P, = P,_1 U Pref(a) //prefix closure
26. Ty =Ti—1 UPref(a) U{a.b | « € P, — Py_1,b € X} //for prefix closure
27. Té =T U {do}
28. Vo€ Tp —Th—1 {
29. for ¢ = 1 to n do E§(a) = (0 //initialise new equivalence class Eg(c)
30. for j = 0 to i. do {
31. // Consider adding distinguishing string v; € V¢
32. // to each new equivalence class Ef ()
33. (b17 ey bn):)\j}(av])
34. if b, then Ej(a) = Ef(a) U{ v; }
35. }
36. }
37. //Refine the current equivalence relations E; , ..., E}"
38. // into congruences using Algorithm 2
39.
40. if « is consistent with M;_1
41. then Mt = Mt—l
42. else synthesize Kripke structure M; using Algorithm 3.
43. }

44.

end.




Algorithm 2 Lazy Partition Refinement
1. while (31 < ¢ < n,3a,8 € P, and Jo € X such that Ef (a) = Ef (8) but
B (f(a, 0)) # Ei.(f(B, o)) do {

2. //Equivalence relation Ef is not a congruence w.r.t. d.

3. //so add a new distinguishing sequence.

4.  Choose v € Ef (f(o, 0)) ® E{ (f(B, 0))

5. v=0.7

6. Yo € Ty {

7. (b1, -ovy b)) = XNy(a . v)

8. for c = 1tondo {

9. if B (a) = EX(8) and B (f(a, @) # E5(f(8, o)) then {
10. // Lazy refinement of equivalence relation E;
11. ic =tc+1,vi, =v, Vo = Vo U{v;i, }
12. if b. then Ef (a) = Ef _i(a) U{vi. } else Ef (a) = Ef ()
13. }
14. }
15. }

Algorithm 3 Kripke Structure Synthesis

1. forc = 1tondo {
2 // Synthesize the quotient DFA (1-bit Kripke structure) M°
3 The states of M€ are the sets Ef («), where a € T}
4. Let g5 = E;_(¢)
5. The accepting states are the sets Ef () where o € Ty, and € € Ef ()
6 The transition function §. of M“ is defined as follows:
7 Va € P, {
8. if Ef (o) =0 then Vb € X' { let 6.(Ef (a),b) = Ef (o) }
9. else Vb € X { 0.(Ef (), b) = Ef (a . b) }
10. }
11. Vﬂ €Ty, — P,; {
12. if Vo€ P, { ES.(B) # Ef.(a) } and Ef (8) # () then
13. Vb e X { 6(Ef,(B),b) =0}
14. }

15. // Compute M, in linear time as a subdirect product of the M*
16. M, = Min( [["_, M*)




Thus line 1 searches for congruence failure in any one of the equivalence
relations Eil17 ..., B . In lines 6-14 we apply lazy partition refinement. This
technique implies reusing the new distinguishing string v wherever possible to

refine each equivalence relation Efj that is not yet a congruence. On the other

hand, any equivalence relation Et]/ that is already a congruence is not refined,
even though the result b; of the new query « . v might add some new information
to M. This helps minimise the total number of partition refinement queries (cf.
Section 1.2).

Algorithm 3 implements model synthesis. First, each of the n quotient DFA
M"Y, ..., M"™ are constructed. These, reinterpreted as 1-bit Kripke structures,
are then combined in linear time as a subdirect product to yield a new n-bit
approximation M; to A (c.f. Section 3).

4.1 Correctness and Termination of the IKL algorithm.

The sequence My, ..., M; of hypothesis Kripke structures which are incremen-
tally generated by IKL can be proven to finitely converge to A up to behavioural
equivalence, for sufficiently large I. The key to this observation lies in the fact
that we can identify a finite set of input strings such that the behavior of A is
completely determined by its behaviour on this finite set.

Recall that for a DFA A =< X, Q, F, qo,6 > a state ¢ € ) is said to be live
if for some string o € X*, §*(q, «) € F. A finite set C' C X* of input strings is
said to be live complete for A if for every reachable live state ¢ € Q there exists
a string o € C such that 6*(go, &) = ¢. More generally, given a finite collection
Ay, ..., Ag of DFA, then C' C X* is live complete for Ay, ..., Ay if, and only
if, for each 1 < i < k, C is a live complete set for A;. Clearly, for every finite
collection of DFA there exists at least one live complete set of strings.

4.1.1. Theorem. Let A be a k-bit Kripke structure over a finite input al-
phabet Y. Let Ay, ..., Ay be the k individual 1-bit projections of A. Let
C ={s1,...,8 }C X* bea live complete set for Ay, ..., Ay. The IKL
algorithm terminates on C' and for the final hypothesis structure M; we have

MlEA.

Proof. See [12].

5 A Learning-Based Testing Architecture using IKL.

Figure 1 depicts an architecture for learning-based testing of reactive systems by
combining the IKL algorithm of Section 4 with a model checker for Kripke stuc-
tures and an oracle. In this case we have chosen to use the NuSMV model checker
(see e.g. Cimatti et al. [4]), which supports the satisfiability analysis of Kripke
structures with respect to both linear temporal logic (LTL) and computation
tree logic (CTL) [6].



To understand this architecture, it is useful to recall the abstract description
of learning-based testing as an iterative process, given in Section 1.1. Following
the account of Section 1.1, we can assume that at any stage in the testing process
we have an inferred Kripke structure M,, produced by the IKL algorithm from
previous testing and learning. Test cases will have been produced as counterex-
amples to correctness by the model checker, and learning queries will have been
produced by the IKL algorithm during partition refinement. (Partition refine-
ment queries are an example of what we termed book-keeping queries in Section
1.2.)

Random l input i SuT
Input
Generator observed output 0
NO @
Yes
LTL Hypothesis
) NuSMV
requn;ment | Model Automata |predicted qragle .
Checker M, output p p=0 ffail,warning
'stop
Hypothesis pass/(i ,0)
Automata M
Equivalence Hypothesis
| Checker Automata M, — IKL
SUT=M Algorithm
n
[ ) true/stop )

Fig.1. A Learning-Based Testing Architecture using the IKL algorithm.

In Figure 1, the output M, of the IKL algorithm is passed to an equiv-
alence checker. Since this architectural component is not normally part of an
LBT framework, we should explain its presence carefully. We are particularly
interested in benchmarking the performance of LBT systems, both to compare
their performance with other testing methodologies, and to make improvements
to existing LBT systems. (See Section 6.) In realistic testing situations, we do
not anticipate that an entire SUT can be learned in a feasible time (c.f. the dis-
cussion in Section 1.2). However, for benchmarking with the help of smaller case
studies (for which complete learning is feasible) it is useful to be able to infer
the earliest time at which we can say that testing is complete. Obviously testing
must be complete at time t;,1,; when we have learned the entire SUT (c.f. Sec-
tion 6). Therefore the equivalence checker allows us to compute the time tyozq;
simply to conduct benchmarking studies. (Afterwards the equivalence checker
is removed.) The equivalence checker compares the current Kripke structure
M, with the SUT. A positive result from this equivalence test stops all fur-
ther learning and testing after one final model check. The algorithm we use has



been adapted from the quasi-linear time algorithm for DFA equivalence checking
described in [14] and has been extended to deal with k-bit Kripke structures.

In Figure 1, the inferred model M,, is passed to a model checker, together
with a user requirement represented as a temporal logic formula ¢. This formula
is constant during a particular testing experiment. The model checker attempts
to identify at least one counterexample to ¢ in M, as an input sequence i. If ¢
is a safety formula then this input sequence will usually be finite ¢ =iy, ..., .
If ¢ is a liveness formula then this input sequence 7 may be finite or infinite.
Recall that infinite counterexamples to liveness formulas can be represented as
infinite sequences of the form T 7*. In the case that i = T §* then i is truncated
to a finite initial segment that would normally include the handle T and at least
one execution of the infinite loop ¥*, such as i = Ty or i = T j §. Observing
the failure of an infinite test case is of course impossible. The LBT architecture
implements a compromise solution that runs the truncated sequence only, in
finite time, and issues a warning rather than a fail verdict.

Note that if the next input sequence i cannot be constructed either by par-
tition refinement or by model checking then in order to proceed with iterative
testing and learning, another way to generate i must be found. (See the discussion
in Section 1.1.) One simple solution, shown in Figure 1, is to use a random input
sequence generator for 1, taking care to discard any previously used sequences.

Thus from one of three possible sources (partition refinement, model checking

or randomly) a new input sequence ¢ = 41, ..., i is constructed. Figure 1
shows that if ¢ is obtained by model checking then the current model M, is
applied to ¢ to compute a predicted output p = p1, ..., pi for the SUT that

can be used for the oracle step. However, this is not possible if 7 is random or a
partition refinement since then we do not know whether i is a counterexample
to ¢. Nevertheless, in all three cases, the input sequence i is passed to the SUT
and executed to yield an actual or observed output sequence 6 = 01, ..., Ok.

The final stage of this iterative testing architecture is the oracle step. Figure
1 shows that if a predicted output p exists (i.e. the input sequence i came from
model checking) then actual output @ and the predicted output p are both passed
to an oracle component. This component implements the Boolean test o = p. If
this equality test returns true and the test case i = iy, ..., i} was originally a
finite test case then we can conclude that the test case 7 is definitely failed, since
the behaviour p is by construction a counterexample to the correctness of ¢. If
the equality test returns true and the test case 7 is finitely truncated from an
infinite test case (a counterexample to a liveness requirement) then the verdict is
weakened to a warning. This is because the most we can conclude is that we have
not yet seen any difference between the observed behaviour ¢ and the incorrect
behaviour p. The system tester is thus encouraged to consider a potential SUT
error.

On the other hand if 0 # p, or if no output prediction p exists then it is quite
difficult to issue an immediate verdict. It may or may not be the case that the
observed output 0 is a counterexample to the correctness of ¢. In some cases the
syntactic structure of ¢ is simple enough to semantically evaluate the formula



¢ on the fly with its input and output variables bound to i and o respectively.
However, sometimes this is not possible since the semantic evaluation of ¢ also
refers to global properties of the automaton. Ultimately, this is not a problem for
our approach, since M, is automatically updated with the output behaviour
0. Model checking M,, 1 later on will confirm o0 as an error if this is the case.

5.1 Correctness and Termination of the LBT Architecture.

It is important to establish that the LBT architecture always terminates, at least
in principle. Furthermore, the SUT coverage obtained by this testing procedure
is complete, in the sense that if the SUT contains any counterexamples to cor-
rectness then a counterexample will be found by the testing architecture. When
the SUT is too large to be completely learned in a feasible amount of time, this
completeness property of the testing architecture still guarantees that there is no
bias in testing so that one could somehow never discover an SUT error. Failure
to find an error in this case is purely a consequence of insufficient testing time.

The termination and correctness properties of the LBT architecture depend
on the following correctness properties of its components:

(i) the IKL algorithm terminates and correctly learns the SUT given a finite
set C' of input strings which is live complete (c.f. Theorem 4.1.1);

(ii) the model checking algorithm used by NuSMV is a terminating decision
procedure for the validity of LTL formulas;

(iii) each input string ¢ € X* is generated with non-zero probability by the
random input string generator.

5.1.1. Theorem. Let A be a k-bit Kripke structure over an input alphabet X.

(i) The LBT architecture (with equivalence checker) terminates with proba-
bility 1.0, and for the final hypothesis structure M; we have

MZEA.

(i) If there exists a (finite or infinite) input string i over X which witnesses
that an LTL requirement ¢ is not valid for A, then model checking will eventually
find such a string i and the LBT architecture will generate a test fail or test
warning message after executingg as a test case on A.

Proof. (i) Clearly by Theorem 4.1.1, the IKL algorithm will learn the SUT A up
to behavioural equivalence, given as input a live complete set C for the individual
1-bit projections Ay, ..., Ax of A. Now, we cannot be sure that the strings
generated by model checking counterexamples and partition refinement queries
alone constitute a live complete set C' for Aq, ..., Ap. However, these sets of
queries are complemented by random queries. Since a live complete set is finite,
and every input string is randomly generated with non-zero probability, then
with probability 1.0 the IKL algorithm will eventually obtain a live complete set
and converge. At this point, equivalence checking the final hypothesis structure
M; with the SUT will succeed and the LBT architecture will terminate.



(ii) Suppose there is at least one (finite or infinite) counterexample string
i over X to the validity of an LTL requirement ¢ for A. In the worst case, by
part (i), the LBT architecture will learn the entire structure of A. Since the
model checker implements a terminating decision procedure for validity of LTL
formulas, it will return a counterexample i from the final hypothesis structure
M, since by part (i), M; = A and A has a counterexample. For such 7, comparing
the corresponding predicted output p from M; and the observed output o from
A we must have p = 0 since M; = A. Hence the testing architecture will issue a
fail or warning message.

6 Case Studies and Performance Benchmarking

In order to evaluate the effectiveness of the LBT architecture described in Section
5, we conducted a number of testing experiments on two SUT case studies,
namely an 8 state cruise controller and a 38 state 3-floor elevator model®.

For each SUT case study we chose a collection of safety and liveness re-
quirements that could be expressed in linear temporal logic (LTL). For each
requirement we then injected an error into the SUT that violated this require-
ment and ran a testing experiment to discover the injected error. The injected
errors all consisted of transition mutations obtained by redirecting a transition
to a wrong state. This type of error seems quite common in our experience.

There are a variety of ways to measure the performance of a testing system
such as this. One simple measure that we chose to consider was to record the first
time tgrse at which an error was discovered in an SUT, and to compare this with
the total time tio1q; required to completely learn the SUT. (So tfirst < tiotal.)
This measure is relevant if we wish to estimate the benefit of using incremental
learning instead of complete learning.

Because some random queries are almost always present in each testing ex-
periment, the performance of the LBT architecture has a degree of variation.
Therefore, for the same correctness formula and injected error, we ran each ex-
periment ten times to try to average out these variations in performance. This
choice appeared adequate to obtain a representative average. Subsections 6.1
and 6.2 below set out the results obtained for each case study.

6.1 The Cruise Controller Model

The cruise controller model we chose as an SUT is an 8 state 5-bit Kripke
structure with an input alphabet of 5 symbols. Figure 2 shows its structure?.
The four requirements shown in Table 1 consist of: (1,2) two requirements on
speed maintenance against obstacles in cruise mode, and (3,4) disengaging cruise
mode by means of the brake and gas pedals. To gain insight into the LBT

! Our testing platform was based on a PC with a 1.83 GHz Intel Core 2 duo processor
and 4GB of RAM running Windows Vista.

2 The following binary data type encoding is used. Modes: 00 = manual, 01 = cruise,
10 = disengaged. Speeds: 00 = 0, 01 = 1, 10 = 2.
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Fig. 2. The cruise controller SUT.

Pbrealcldec

Req 1| G( mode = cruise & speed = 1 & in = dec -> X( speed = 1))
Req 2| G( mode = cruise & speed = 1 & in = acc -> X( speed = 1))
Req 3| G( mode = cruise & in = brake -> X( mode = disengaged ) )
Req 4| G( mode = cruise & in = gas -> X( mode = disengaged ) )

Table 1. Cruise Controller Requirements as LTL formulas.

Requirement tﬁrst (SQC) tf,otal (sec) MCQﬁrst MCQtatal PQ‘ﬁrst PQtotal RQﬁrst RQtatal
Req 1 3.5 21.5 3.2 24.3 7383 | 30204 | 8.2 29.3
Req 2 2.3 5.7 5.5 18.2 8430 | 27384 | 10.4 | 23.1
Req 3 2.3 16.0 1.7 33.7 6127 | 34207 | 6.8 38.8
Req 4 2.9 6.1 4.7 20.9 7530 | 24566 | 10.4 | 20.9

Table 2. LBT performance for Cruise Controller Requirements.




architecture performance, Table 2 shows average figures at times tf.s; and t;51a1
for the numbers:

(i) MCQfirst and MCQ+otqr of model checker generated test cases,
(ii) PQfirst and PQyotqr of partition refinement queries,
(iii) RQfirst and RQotqr of random queries.

In Table 2, columns 2 and 3 show that the times required to first discover an
error in the SUT are between 14% and 47% of the total time needed to completely
learn the SUT. The large query numbers in columns 6 and 7 show that partition
refinement queries dominate the total number of queries. Columns 8 and 9 show
that the number of random queries used is very low, of and of the same order
of magnitude as the number of model checking queries (columns 4 and 5). Thus
partition refinement queries and model checker generated test cases come quite
close to achieving a live complete set, although they do not completely suffice
for this (c.f. Section 4.1).

6.2 The Elevator Model

The elevator model we chose as an SUT is a 38 state 8-bit Kripke structure
with an input alphabet of 4 symbols. Figure 3 shows its condensed structure
as a hierarchical statechart. The six requirements shown in Table 3 consist of

Fig. 3. The 3-floor elevator SUT (condensed Statechart ).

Req 1| G( Stop-> (@1 | @2 | @3))

Req 2| G( !Stop -> cl )

Req 3| G( Stop & X( !IStop ) -> X(lcl) )

Req 4| G( Stop & @1 & cl & in=cl & X( @1 ) -> X(lcl))
Req 5| G( Stop & @2 & cl & in=c2 & X( @2 ) -> X( lcl ) )

Req 6] G( Stop & @3 & cl & in=c3 & X( @3 ) -> X(lcl))
Table 3. Elevator Requirements as LTL formulas.




ReClUirement tﬁrst (sec) ttotal (sec) MCQﬁrst MCQtatal PQﬁrst PQtatul RQﬁrst RQtutul
Req 1 0.34 1301.3 1.9 81.7 1574 |729570| 1.9 89.5
Req 2 0.49 1146 3.9 99.6 2350 (238311 2.9 98.6
Req 3 0.94 525 1.6 21.7 6475 |172861| 5.7 70.4
Req 4 0.052 1458 1.0 90.3 15 [450233| 0.0 91
Req 5 77.48 2275 1.2 78.3 79769 |368721| 20.5 | 100.3
Req 6 90.6 1301 2.0 60.9 |129384|422462| 26.1 | 85.4

Table 4. LBT performance for Elevator Requirements.

requirements that: (1) the elevator does not stop between floors, (2) doors are
closed when in motion, (3) doors open upon reaching a floor, and (4, 5, 6) closed
doors can be opened by pressing the same floor button when stationary at a
floor.

Table 4 shows the results of testing the requirements of Table 3. These results
confirm several trends seen in Table 2. However, they also show a significant
increase in the efficiency of using incremental learning, since the times required
to first discover an error in the SUT are now between 0.003% and 7% of the
total time needed to completely learn the SUT. These results are consistent
with observations of [12] that the convergence time of IKL grows quadratically
with state space size. Therefore incremental learning gives a more scalable testing
method than complete learning.

7 Conclusions

We have presented a novel incremental learning algorithm for Kripke structures,
and shown how this can be applied to learning-based testing of reactive sys-
tems. Using two case studies of reactive systems, we have confirmed our initial
hypothesis of Section 1.2, that incremental learning is a more scalable and ef-
ficient method of testing than complete learning. These results are consistent
with similar results for LBT applied to procedural systems in [11].

Further research could be carried out to improve the performance of the ar-
chitecture presented here. For example the performance of the oracle described
in Section 5 could be improved to yield a verdict even for random and parti-
tion queries, at least for certain kinds of LTL formulas. Further research into
scalable learning algorithms would be valuable for dealing with large hypothesis
automata. The question of learning-based coverage has been initially explored
in [18] but further research here is also needed.

We gratefully acknowledge financial support for this research from the Swedish
Research Council (VR), the Higher Education Commission (HEC) of Pakistan,
and the European Union under project HATS FP7-231620.
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