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Chapter 1

Introduction

The aim of the course ” Advanced Algorithms” is at least twofold. One aim is
to describe a couple of the classical algorithms which are not taught in a first
algorithms course. The second is to give a general understanding of efficient
algorithms and to give the student a better understanding for how to design and
analyze efficient algorithms. The overall approach of the course is theoretical,
we work with pencil and paper. The main emphasis of the course is to get an
algorithm with a good asymptotic running time. In most cases this coincides
with efficient in practice and the most notable example where this is not true
is matrix multiplication where the implied constants are too large to make the
algorithms be of practical value.

Although the lectures are theoretical, students are asked to implement some
basic algorithms in the homework sets. Our hope is that this gives at least some
balance between practice and theory.

The current set of lecture notes include all topics covered in the course
in its past four appearances in spring 1995, spring 1997, fall 1997, and fall
1998. The course in 1995 was mostly taken by graduate student while the later
courses were mostly taken by undergraduate students. Thus some of the more
advanced topics, like matrix multiplication, lattice basis reduction and provable
polynomial time for integer polynomial factorization, was only covered in 1995
and may not be covered in coming years. However, for the interested reader we
have kept those sections in these notes. Also when it comes to the rest of the
material we do not expect to cover all algorithms each time the course is given.
The choice of which algorithms to cover is done at the beginning of a course
to make it possible for the participants to influence this decision. The choice is
not limited to the algorithms included in these notes and I would be happy to
include any desired new topic that would be on a topic agreeing with the course
philosophy.

The present set of notes is partly based on lecture notes taken by partici-
pants in earlier courses. Many things to Lars Arvestad, Ann Bengtsson, Chris-
ter Berg, Marcus Better, Johnny Bigert, Lars Engebretsen, Mikael Goldmann,
Daniel Hegner, Anders Holst, Peter Karpinski, Marcus Lagergren, Mikael Lars-
son, Christer Liedholm, Per Lindberger, Joakim Meldahl, Mats Naslund, Henrik
Stahl, Claes Thornberg, Anders Térlind, Staffan Ulfberg, Bengt Werner, and
Douglas Wikstrm for taking such notes. I am also indebted to later students as
well as Kousha Etessami for pointing out errors. Of such later students Anna
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8 CHAPTER 1. INTRODUCTION

Redz deserves special credit for many comments on essentially all the chapters.
Special thanks also to Staffan Ulfberg for completely rewriting the chapter on
quantum computation. Of course, I must myself take full responsibility for any
errors remaining in the notes. I hope to update these lecture notes every year
to decrease the number of misprints and to clarify bad explanations. Any new
topics covered will also be added to the notes.

We ask the reader to treat these notes for what they are, namely lecture
notes. The standard of the text is likely to remain uneven (but will hopefully
improve over time) and this is in particular true for the academic strictness. We
try our best to be correct everywhere, but one definite shortcoming is given by
the references. For some topics accurate references are given while for others the
material is presented without due credit. We apologize for this but our aim is
to improve the quality also in this respect and we feel that an uneven standard
is better than essentially no references anywhere.



Chapter 2

Notation and basics

Most of the time we will not worry too much about our model of computation
and one should best think of a machine that can do “standard operations” (like
arithmetic operations and comparisons) on computer words of “reasonable size”.
In theory, we allow O(logn) size words and in practice most of our algorithms
will only need arithmetic on 64 bit words. We say that an algorithm runs in
time O(f(n)) when, for some absolute constant ¢, it uses at most cf(n) such
standard operations on inputs of length n. We say that an algorithm runs in
time Q(f(n)) if, for some absolute constant ¢, for infinitely many n there is some
input for which it does ¢f(n) operations.

2.1 A couple of basic algorithms

Before we enter the discussion of more advanced algorithms let us remind the
reader of two basic algorithms. Computing the greatest common divisor by
the Euclidean algorithm and solving systems of linear equations by Gaussian
elimination.

2.1.1 Greatest common divisor

The greatest common divisor of two numbers a and b is usually denoted by
gcd(a,b) and is defined to be the largest integer that divides both a and b. The
most famous algorithm for computing ged(a, b) is the Euclidean algorithm and
it proceeds as follows. For simplicity assume that a > b > 0.

Euclid(a,b) =

While b # 0 do
d:=|a/b|
tmp=2>
b=a—-bxd
a=tmp

od

Return a

Here, |a/b] denotes the largest integer not greater than a/b.

9



10 CHAPTER 2. NOTATION AND BASICS

Example 2.1. Consider the following example computing ged(518,721) where
we display the numbers a and b that appear during the calculation without keep-
ing track of which number is which

721 = 5184203
518 = 2-203+ 112
203 = 112+91
112 = 91421

91 = 4.21+47

21 = 3.7

and thus ged(518,721) = 7. In some situations, more information that just the
greatest common divisor is needed and an important extension is the extended
Euclidean algorithm which apart from computing ged(a,b) also finds two integers
z and y such that ax + by = ged(a,b). We describe this algorithm simply by
running it in the above example.

7 = 91-4-21=91-4-(112—-91) =
5-91—-4-112=5-(203 - 112) —4-112 =

= 5-203—-9-112=5-203—-9- (518 —2-203) =
23-203—-9-518=23-(721 —518) —9-588 =
= 23-721-32-518

The efficiency of the Euclidean depends on the implementation, but even
the most naive implementation is rather efficient. If a and b are n-bit numbers
it is hot hard to prove that the algorithm terminates after O(n) iterations.
Furthermore, the cost of one iteration is dominated by the cost of the division
and the multiplication. Both these operations can be done in time O(n?) and
thus the total running time of the algorithm is bounded by O(n?). This analysis
also applies to the extended Euclidean algorithm and we state this as a theorem.

Theorem 2.2. The extended Fuclidean algorithm applied to n-bit integers and
implemented in a naive way runs in time O(n3).

Apart from computations over integers we are also be interested in doing the
same operations on polynomials with coefficients in different domains. In this
situation, the algorithm is, in one sense, even simpler. We can simply choose the
multiplier d to be a suitable monomial which decreases the degree of one of the
polynomials by at least one. It is then easy to see that the number of iterations
is O(n) (as before) and moreover that each iteration can be implemented in O(n)
operations over the domain in question. Thus the estimate for the running time
can, in this case, be improved to O(n?) operations. We state this as a theorem.

Theorem 2.3. The extended Euclidean algorithm applied to polynomials of
degree n over any field runs in O(n?) field operations.

It is not hard to improve also the running time of the Euclidean algorithm
over the integers, but we ignore this since it just complicates the description
and this improvement is not essential for us.
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2.1.2 Systems of linear equations

We assume that the reader is familiar with the method of Gaussian elimination
for solving systems of linear equations. The method is usually presented for
equations over rational numbers but the method works equally well over finite
fields (if you do not know what these are, just think of the integers modulo
p where p is a prime). We illustrate this by solving the following system of
equations:

1+ X0+ w3+ x4 =1

1+ T3 =

o+ 3+ x4 =0
1+ X9+ =1

over the finite field of two elements, (i. e. the integers mod 2) where variables
take values 0 or 1 and addition is defined as exclusive-or. We add the first
equation to equations 2 and 4 obtaining;:

r1+ X9+ a3+ x4 =1

ZTo+ ry =1
To+ X3+ xT4 =
3+ x4 =0

We proceed by adding equation 2 to equations 1 and 3 obtaining:

r1+ X3 =0
ZTo+ Ty =

X3 =1

3+ x4 =0

Adding equation 3 to equations 1 and 4 gives:

xr1+ =1
ZTo+ xy =1
I3 =1

T4 =

and finally adding equation 4 to equation 2 gives the complete solution (1, z2, x3,24) =
(1,0,1,1). For a system of n equations in n unknowns we have n iterations in
which we add a single equation to at most n other equations. Since each ad-
dition of two equations can be done in time O(n) the overall running time is
O(n?3). For future reference we state this as theorem:

Theorem 2.4. A system of linear equations in n unknowns over a finite field
can be solved in time O(n3) field operations by Gaussian elimination.

Note that in practice the constant in front of n? in the running time of this
algorithm is very small. In actual implementations we can store the coeflicients
as bit-vectors in computer words and thus individual machine instructions can
perform what is counted as 32 (or 64 if the word-size is 64) operations above.

2.1.3 Depth first search

A basic algorithm for searching a graph is depth-first search. Since it is many
times only described for trees we describe it here for general graphs. We have a
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graph with nodes V' and edges E. It is best described as a recursive algorithm.
Before the algorithm starts each v € V' is marked as 'not visited’. DFS(v) is a
recursive procedure given below.

DFS(v)

For each (v,w) € FE do
if w not visited do
mark w visited
DFS(w)
od
od
Return

This algorithm can be used as a subroutine for many tasks. We state the
most simple property of the algorithm.

Theorem 2.5. When started at vertex v, DFS(v) marks exactly the nodes in
the connected component of v as ’visited’ and then halts. If the graph has n
nodes and m edges, it runs in time O(n +m).



Chapter 3
Primality testing

Given an integer, N, how do we find out whether it is prime? We should think
of N as a large integer with at least 100 decimal digits. Assume that N has n
bits, that is, NV ~ 2™ and that we are interested in algorithms that run in time
polynomial in n.

The reason for studying this problem is twofold. Firstly, it is a fundamental
problem of computer science and mathematics. Secondly, it has applications in
cryptography through the RSA cryptosystem. For details of the latter see [13].

The naive approach to determine if N is prime is to try to divide N by all
numbers smaller than /N. Since there are v/N ~ /2" numbers to try, this
takes time €(2"/2), which is infeasible if n is large.

A better idea is to make use of Fermat’s theorem which says that if p is
prime then a?~! = 1 mod p for all a such that 1 < a < p — 1. However, before
we use this theorem, there are two problems that we have to consider:

1. Is this method efficient?

2. Is the converse of Fermat’s theorem true; does a’¥~! = 1 mod N imply
that N is prime?

To begin with the first problem, the question is how many operations do we
need in order to compute ¥ ! mod N where N ~ 27,

The number a¥~! is enourmous containing at least N digits and thus we
cannot compute this number explicitly. But since we are only interested in the
final answer modulo N, we need only remember partial results modulo N (think
about this fact for a second). This implies that O(n) bits are sufficient for each
number computed.

If we simply keep multiplying by a, computing a, a?, ... ¥, we do N — 2
multiplications and thus something more efficient is needed. Squaring a number
on the form a’ gives a?* and thus we can have exponents that grow exponentially
fast in the number of operations. Squaring and multiplying by a turn out to be
the only operations needed and the general technique, which is called repeated
squaring, is probably best illustrated by an example.

Example 3.1. Suppose we want to compute 2'°* mod 155. Writing 154 in
binary we get 10011010. The powers to which we compute 2 are then, written
in binary 1, 10, 100, 1001, 10011, 100110, 1001101, and 10011010 or written

13



14 CHAPTER 3. PRIMALITY TESTING

in decimal 1,2,4,9,19,38, 77, and 154. It is done as follows.

2! = 2.12=2mod 155

22 = 22=4mod 155

24 = 42 =16 mod 155

29 = 2.16% =47 mod 155
219 = 2.47%2 = 78 mod 155
2% = 782 =39 mod 155
277 = 2.39% =97 mod 155
214 = 972 = 109 mod 155.

From this we can also conclude that 155 is not prime since if it was the answer
would have been 1.

Since N has n binary digits, ¢V ~! mod N can be computed with 2n mul-
tiplications of n-digit numbers together with n modular reductions. Since one
multiplication and one modular reduction of n-bit numbers can easily be done in
O(n?) operations on numbers of bounded size, the total time for modular expo-
nentiation is O(n?). Hence, the answer to the first question, whether Fermat’s
theorem is efficient, is ’yes’.

We turn to question of whether the condition that a 1 mod N implies
that N is prime. If this condition is true for all @ between 1 and p — 1 then
N must be prime since ged(a, N) =1 for 1 < a < N — 1 which clearly implies
that IV is prime. However, checking all these values for a is clearly inefficient
and thus we would like a much stronger converse. In the best of all worlds we
would have hoped that ¥ ~! = 1 mod N for a small set of a’s implies that N is
prime. This is, unfortunately, not true and even requiring it to be true for all a
that are relatively prime to IV is not sufficient. The counterexamples are given
by the so called Carmichael numbers, the smallest of which is 561. From this
it follows that we cannot use Fermat’s theorem as it is to separate primes from
composites, but we shall see that it is possible to change it slightly so that it,
at least for most a’s, reveals composites — even Carmichael numbers. Before we
continue we need to recall the Chinese remainder theorem.

N-1 —

3.1 Chinese remainder theorem

Let N = pip2 - - - p, where p; are relatively prime, i. e. , ged(p;, p;) = 1 for ¢ # j.
Note, in particular that the latter assumption is true when the p; are different
primes. The Chinese remainder theorem states that the equation

= a1 mod pq,

= a9 mod po,

r = a, modp,,
has a unique solution modNN.

Example 3.2. Let N = 15=3-5. Then each number a mod 15 can be repre-
sented as (a mod 3,a mod 5), as follows.
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ON(070)7 5N(270)7 10N(170)7
1~ (17 1)7 6 ~ (071)7 11 ~ (27 1)7
2N(272)7 7N(172)7 12'\’(072)7
3~ (0,3), 8~ (2,3), 13 ~ (1, 3),
4~ (1,4), 9~ (074), 14 ~ (2,4).

When computing, for example, 8-14 we can use this representation. Working
component-wise we get

814~ (2,3)-(2,4) = (2-2,3-4) = (4,12) = (1,2) ~ 7.

Since 8 - 14 = 112 = 7 mod 15 this is correct and it is not difficult to convince
oneself that this is a correct procedure in general.

From the Chinese remainder theorem it follows that choosing x randomly
in {0,1...N — 1} where N = []/_, p; is be equivalent to, independently for
different ¢, choosing a; randomly in {0,1,...p; — 1} and then determining x by
requiring £ = a; mod p; for i =1,2...r.

3.1.1 Chinese remainder theorem in practice

It is sometimes necessary to go back and forth between the representations
zmod N and (a1, as...a,) where x = a; mod p;. Going from z to the other
representation is easy but going the other direction requires some thought. One
could try all values of x but this is inefficient, hence some other method is
needed. We show how to do this for » = 2. The generalization to more factors

follows from applying the argument repeatedly.

Thus we have
T = a; mod p;
{ T = ag mod ps

and we want to find z mod p1ps. It turns out that it is sufficient to solve this
for (a1,a2) = (1,0) and (a1, az2) = (0,1). Namely, suppose

{ Uy =1 mod py

U1 = 0 mod po
and

Us; = 0 mod py

Us = 1 mod ps

Then it is not hard to see that
z = a1U; + axUs mod p1p2,

fulfills the first set the equations above.

One question remains; how do we find U; and Us? Euclid’s extended algo-
rithm on (p1,p2) gives 1 = ap;y + bpe, and we identify U; = bpy and Uz = aps.
It is not difficult to extend this to larger r (we leave the details as an exercise)
and we state the results as a theorem

Theorem 3.3. (Efficient Chinese remainder theorem) Let N = [[;_, p; be an
n bit integer where p; are pairwise relatively prime. Then for any (a;)i_, there
is a unique x satisfying © = a; mod p; and this x can be found in time O(n?).
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Example 3.4. Let’s say we have the following equations:

= 4 mod 23
= T7mod 15.

Euclid’s extended algorithm gives us

1=2.23-3-15.

This gives
U, = —45
U, = 46
and that
x = 4-(—45)+7-46 mod 23 - 15 = 142 mod 345.

As with the Euclidean algorithm let us remark that everything works equally
well when considering a polynomial N (z) which is product of relatively prime
polynomials. We omit the details.

3.2 The Miller-Rabin primality test

Let us return to primality and start by describing the new test we will analyze.
It is traditionally called the Miller-Rabin primality test. Gary Miller originally
came up with the test and Michael Rabin realized that the proper setting was
that of a probabilistic algorithm. Let N —1 = 2°¢ where ¢ is odd and s > 1 since
it easy to determine whether an even number is a prime’. Pick a randomly, then
compute

1. ug = a' mod N
2. ujp1 =uimod N, fori=1,2,...s.

3. Accept, i.e. , declare “probably prime” if ug is 1 or some u;, 0 < i < s
equals —1.

Note that us = a?’t = ¢! and thus it should take the value 1 modulo N if N
is a prime. Note that this condition is implied by the acceptance criteria, since
if us = —1 then u; =1 for i 4+ 1 < j < s. In a more general test we repeat the
procedure k times with independent values of a and declare N to be “probably
prime” if the result is probably prime each time.

Assume that N is prime. Then we claim we always declare N as “probably
prime”. This follows since we know that us = 1 mod N, so either we have
that ug = 1 mod N or else there is a last u; such that u; Z 1mod N and
ui+1 = u? =1 mod N. But if N is prime, then the equation 2> = 1 mod N has
only the solutions x = +1 and so we must have u; = —1 mod N which means
that N is declared as “probably prime”.

On the other hand, if N is not prime, we want to prove that half of the
a’s reveal that N is not prime. The intuition to why this is the case can be

1An even number is prime iff it is 2
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described as follows. Suppose that N = p1ps - - - p, and that we pick an ¢ mod N
at random. By the Chinese remainder theorem picking a random a mod N is
just independently picking a random a; mod p;, a random as mod p2, and so
on. Now, in order for u; mod N to equal —1 we must, by the Chinese remainder
theorem, have that

u; = —1modp
u; = —1mod po
u; = —1mod p,.

When we view the computation modulo N as taking place modulo p; for the
different ¢ we can suspect that this situation is unlikely to occur.

Example 3.5. Suppose N = 73, giving s = 3 andt = 9, and a = 3. Then
ug =46, uyp =72 = —1, us = uz = 1 and the test accepts which it should since
73 is prime.

Example 3.6. A more interesting example is when N is the Carmichael number
561 =3-11-17 and a s equal to 2. In this case 561 — 1 =16 - 35 so that s =4
and t = 35. Since 23° = 263 mod 561 we have the following table.

| [ mod3 [ mod1l | mod17 | mod561 |

Uo -1 -1 8 263
uq 1 1 13 166
Uus 1 1 -1 67
U3 1 1 1 1
i 1 1 1 1

Here, we have that no row consists of only —1 modulo the three primes
in 561. Hence, we never get —1 mod 561 and since also ug Z 1 mod 561 the
Miller-Rabin test correctly says that 561 is composite.

The essential property of the algorithm is now the following.

Theorem 3.7. The Miller-Rabin primality test repeated k times always declares
a prime as “probable prime”. A composite number is declared “probably prime”
only with probability at most 27%. The algorithm runs in time O(kn?).

Proof. The correctness when N is prime was established above. The bound
on the running time is achieved by the repeated squaring procedure described
earlier. The claim for composite number follows from the claim below. O

Claim 3.8. If N is composite, the probability that the Miller-Rabin algorithm
outputs “probably prime” in any single iteration is bounded by 1/2.

Before proving the second part, let us note that if we for instance choose
k = 100, the algorithm answers correctly with an overwhelming probability:
1 — 27100 This probability is small compared to other error sources such as
error is the program, error in the compiler, error in the operating system or
error in the hardware. Thus it is of small practical significance.
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To prove Claim 3.8 we distinguish two cases:
1. N is a prime power, N = p®, b > 2 and
2. N has at least two distinct prime factors.

Proof. (In case 1.) In this case N will not even pass the criterion in Fermat’s
theorem, . e. for most a we have ¥~ # 1 mod N. Assume N = p°, b > 2. If
indeed, a¥~! = 1 mod N, we find many a; such that a)¥ = # 1 mod N. This
can be done by noting that if ™! = 1 mod N and we set a; = (a + ip) where
1 <4 < p, then:

N-1
N -1
aﬁvfl = (a+ip)Nl= ( . )aNlJ(zp)J
=0~/
N-1
N-1
= oV (N = 1)ipaN 2 + p? ( ) )aj(zp)32
; J
Jj=2

= oV (N = 1)ipa¥ 2
= 1+ (N —1)ipa™~? mod p?.

But (N —1)ipa™ =2 # 0 mod p? sincep JN —1,p fi and p fa’¥~2. We have thus
for any a that passes the criterion identified p — 1 other a which do not pass
the criterion. Furthermore, different passing a give rise to different non-passing
numbers (this is not completely obvious so please verify this). We can conclude
that the test accept with probability at most 1/p. O

To prove Claim 3.8 in case two, i. e. when N is not a prime power, we need
the following two lemmas.

Lemma 3.9. Let p be a prime where p — 1 = 27"t where t' is odd. Then

Pr [a**=—1 modp | a**' =1 mod p]
a€Ly

where t is odd is bounded by max(2"~"",2"~%) when r < min(r’, s) and 0 other-
wise.

Lemma 3.10. Let p be a prime where p — 1 = 27"t where t' is odd. Suppose
s <1’ then ‘

Pr [¢*' =1 mod

B =1 mod )
where t is odd is bounded by 257"

Proof. (Of Lemma 3.9 and 3.10.) We leave this as an exercise. As a hint, you
might consider the fact that the multiplicative group mod p is isomorphic to the
additive group mod p — 1. In this isomorphism 1 corresponds to 0 and —1 to
(p — 1)/2. Squaring in the multiplicative setting corresponds to multiplication
by 2 in the additive setting and you can then analyze what power of two divides
the numbers in question.

The following intuition (which can be proved) might be of help: If 2% =
1 mod p, what was a! mod p? The only roots of 1 mod p are +1. It seems
natural that half of the roots are 1 and half —1 and this is also the case under
most circumstances. o
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We now proceed with the proof of Claim 3.8.

Proof. (In case 2.) Here assume N = p1poaM for some M € Z. As before, let
N —1=2%,todd. For N to pass the test as “probably prime”, we must have
ug = 1 mod N or u, = —1 mod N for some r < s. These events are mutually
exclusive.

(1) If up =1 mod N, now by the Chinese remainder theorem, ug = 1 mod p;
and ug = 1 mod po.

(#4) If u, = —1 mod N for some r < s, by the same reasoning, v,, = —1 mod p;
and u, = —1 mod ps which also implies us = 1 mod p1, us = 1 mod po.

The error probability is at most the sum of the probabilities of the two events
(7) and (i7) above. Let us analyze (i7) first.

If we chose a random a mod N, then we also choose a mod p;, a mod ps
uniformly and independently. Assume p; — 1 = 2"'¢; and py — 1 = 2™ty with
t1,t2 odd. Without loss of generality, assume r; > ry. We distinguish two
separate cases:

(a) s < ri. Then, by Lemma 3.10,

Pr [aQSt =1modp] <27 <
an;l

(3.1)

N =

and we are clearly done since this also covers case (7).

(b) s > r1. Suppose a®* = 1 both mod p; and mod py. Then, by Lemma, 3.9,
the probability of having a®'* = —1 mod p; and a** = —1 mod ps is, by the
independence, bounded by 27~712"7"2 = 22r—"17"2 if » < py and 0 otherwise.
Thus the probability of having —1 simultaneously for some r is at most

7"2—1

> g (3.2)
r=0

Finally, let us take into account the other possible event, (7). The probability
that
uo = 1 mod py and ug = 1 mod ps.

is, by Lemma 3.10, bounded by 2~("1+72)  We need to bound

7‘271

27(r1+7‘2) + Z 227“77‘177“2.
r=0

Replacing on of the two r’s in the second exponent by its maximal value gives

the upper estimate
T2 — 1

2—(r1+r2) + Z 27“—(7"1-&-1).
r=0
The sum is equal to 272~ ("1+1) — 2=(+1) and since r; > ry > 1 we have the

total estimate
gra=(ntl) < q/2,
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3.2.1 Some notes on the algorithm

If there are many a’s that can be used as witnesses of the compositeness of
N, can we say something about a in advance? Is there some set of a’s that
guarantees revealing the compositeness?

There exists a number theoretic conjecture known as the extended Riemann
hypothesis, ERH. (See [26] for details.)

Theorem 3.11. Under the ERH, there always exists a witness a < 2(log N)?
of the compositeness of N.

Corollary 3.12. Under the ERH, the Miller-Rabin test can be converted to a
deterministic test of primality that runs in time O((log N)®).

Simply try all a < 2(log N)?.

3.3 Other tests for primality

There are several other, more or less practical, tests. We list a few by their
inventors. Below, n equals logy N.

Solovay & Strassen, [51]. Define the Legendre symbol (%) = 1 if the equation
22 = bmod p, p being prime, has a solution, —1 otherwise. The Jacobi
symbol (%) when N = [[p;® is defined as the product of the Legendre
symbols (pi)e for each prime factor p; in N. The Jacobi symbol can be

efficiently clomputed even if the factorization of N is unknown.

It can be shown that if N is prime then
b
(N-1)/2 —
b = (N) mod N (3.3)

but if N is composite then the probability that (3.3) holds for a random
b is at most 1/2. This criterion is in fact stronger than the criterion in
Fermat’s theorem, since there are no analogs of Carmichael numbers with
respect to this test.

Adleman, Pomerance & Rumely, [2]. This is a deterministic algorithm that uses
Gauss-sums and runs in time O(n!°81°8™). The algorithm is not practical.

Cohen & Lenstra, [11]. This algorithm is based on the same ideas as the one
by Adleman, Pomerance and Rumely, but uses Jacobi sums which makes
it much more efficient in practice.

Goldwasser & Killian, [22]. This is a probabilistic algorithm that always gives
a correct answer. It runs in expected polynomial time. It is provably
correct for “most” p. The basic idea is simple. It can be described as:
“If @ has order (N —1)/2 mod N then: (N — 1)/2 is prime implies N is
prime.” As an example, 4 has order 5 mod 11 so if 5 is a prime then 11 is
prime too! The crux is that it is very unlikely that (N — 1)/2 be prime.
As an example, the statement “If 8 is prime then 17 is prime” is of no
great help. This problem was circumvented by Goldwasser & Killian by
working with elliptic curves instead of the integers mod N.
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Adleman & Huang, [1]. This is a “fix” of Goldwasser & Killian that makes it
work for all N. It uses so called Jacobians of elliptic curves. The idea is
slightly counter-intuitive. It reduces the problem of deciding primality for
a certain number N to the problem of deciding primality for a number N’
that is larger than N (N’ ~ N?). It would seem that nothing is gained by
this, but what happens is that N’ is somewhat random and it is possible
to run Goldwasser & Killian on this number instead.
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Chapter 4

Factoring integers

So, suppose that we have fed N to some algorithm for primality testing and that
we got the answer “N is composite”. This gives no information on the factors
of N and obtaining these turns out to be a more difficult problem.

The motivation for this problem is the same as for primality. Note here that
for application to the RSA cryptosystem it is important that there are no really
efficient algorithms for factoring while for the primality problem the existence
of efficient algorithm was essential.

4.1 The “naive” algorithm

If N is composite, it must have at least one prime factor p with p < v/N. We
try dividing N by all integers p < v/N. The running time is similar to the size
of the prime factor p found which can be as large as Q(v/N) = Q(2"/2). This is
clearly very inefficient if n is large.

4.2 Pollard’s p-method

We start by giving the algorithm first and then discussing it. The algorithm
finds one non-trivial factor d|N. If the factors are not found to be prime by
the methods of the previous section the algorithm is used again until the found
factors are prime numbers.

Pollard(NV) =
let xg €y Zn
define the sequence {z;}i>1 by z;+1 = 27 + 1 mod N
for::=1,2,...do
d:= ng(l‘Qi — X4, N)
ifd > 1 then
d is a non-trivial factor in IV, stop

The big questions are: How can we be sure that we find a non-trivial factor and
if so, how long do we have to wait?

We cannot (and nobody else can for that matter) give a mathematically
exact answer to this question and hence we resort to a heuristic argument.

23
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Figure 4.1: The sequence x; mod p.

Assume that p|N. If the sequence {z; };>1 behaves “randomly” so that xo;, z;
can be considered random integers mod N, then one would expect

1
Pr[p divides XTo; — .131} = —

and thus it would take about p steps to find the factor p. This is no better than
the naive trial division algorithm and in fact this intuition is incorrect.

Claim 4.1. If the mapping z;+1 = 7 + 1 mod N was replaced by a mapping
Tip1 = f(x;) for a random function f mod p the factor p is found after O(,/p) €
O(N/4) steps.

Although it has not been proved, experience shows that the updating rule
Tit1 = z7 + 1 also behaves this way.

Proof. Let us study the sequence {x;};>1 mod p. We do this graphically, in
Figure 4.1'. After the j:th step, the sequence repeats itself! We can look at it
as having two runners, xs; and x; running in a circle, one with twice the speed
of the other. Eventually xo; catch up with z;. It is when this passing occurs
that the factor p falls out; since z9; = x; mod p, p|re; — ;.

What remains is to estimate the number of steps until this occurs, the “cir-
cumference” of the circle. This follows from the lemma below. O

Lemma 4.2. If f : Z, — Z, is a random function and we define the sequence
{z:}i>0 by zit1 = f(z;) with an arbitrary xo, we have:

Ey[ smallest j s.t. x; = x; mod p, i < j] € O(\/p),

1The name of this algorithm should be obvious from this figure. The Greek letter p is
pronounced “rho”.
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where Ey is the expectation operator with respect to a random f.

Proof. Exercise. O

As the algorithm is written it seems like we need to remember all the iterates
between x; and xo;. It is however, much more efficient to only remember two
values and recompute the value of x; whenever it is needed rather than to
remember it.

Could we have chosen f in some other way, say by computing x;41 =
| N|sin(27z;/N)||? The answer is no! Our argument was based on studying z;
mod p and thus we need the property that ;11 mod p is determined by x; mod
p (and not all of 2;). This is not true when z;11 = | N|sin(27wz; /N)|].

Why the choice of the specific function 2 +— 22 + 1 mod N? The reason
for this is basically heuristic: It works well in practice, and it is also easy to
compute. An essential condition is also that the function is not 1 — 1 since such
functions would lead to running times of order p.

Let us end with an example of an execution of the p-method.

Example 4.3. Let us factor N = 1387 = 19 - 73. Start by g = 0. Let
Yi = T2 — X4 mod 1387.

L [t] 2] 3] 4] 5] 6] 7] 8] 9] 10]
T 1] 2 5| 26| 677 | 620 | 202 | 582 | 297 | 829
To; 2126|620 | 582|829 | .-

Yi 1] 24| 615 | 556 | 152
ged(y;,1387) || 1| 1 1 11 19

After step 5, the factor 19 falls out. Observe that (of course, mostly by coinci-
dence) V19 ~ 4.36.

4.3 A method used by Fermat

The basis of this, and many other methods, is to find a solution to the equation
22 = 3?2 mod N where 2 # £y mod N. The reason this is useful is that if the
equations is satisfied then

0=2°>—-9y’=(z+y)(z—y) modN,
and since neither factor is 0 mod N, gcd(xz + y, N) is nontrivial and we find a
factor in N.

Fermat’s approach was to find ¢’s such that ¢? was small mod N. The idea
is that it is more likely that a small number is a square. Let us estimate this
probability heuristically. Since the distance between s? and (s + 1)? is about
2s the probability that a random number of size roughly x is a square is about
ﬁ.

One approach for getting numbers ¢ with ¢? small mod N is choosing an
integer of the form ¢ = [vVaN] + b where a and b are small integers. Then
q¢ = VaN + b+ § for some real number ¢ where 0 < § < 1 and hence

@ =aN + (b+8)VaN + (b+6)? = (b+6)vVaN + (b +6)> mod N
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This is, for constant size a and b of size O(\/N ). Heuristically the probability
that it is a square is Q(N~%/4) and thus we get a factoring algorithm that
heuristically runs in time O(N1/4).

Example 4.4. Suppose we want factor 561. We try integers slightly larger than

V561 and get

242 576 = 15
252 = 625=64.

Numbers slightly larger than /2 - 561 give no squares while trying 3 - 561 results
in 422 = 1764 = 81. The relation 25% = 82 tells us to compute ged(561,25 —
8) = 17 or ged(561,25 + 8) = 33 to get nontrivial factors. In the same way
gcd(561,42 — 9) = 33 and ged(561,42 + 9) = 51 gives what we desire.

There is no known general method to, without knowing the factorization of
N, generate Q > v/N’s such that Q% mod N is significantly smaller than v/N.

4.4 Combining equations
Consider the following. Let N = 4633 be a number to be factored. Then
67°=—-144 mod N

and
682=-9 mod N.

Neither of these equations can be used directly to obtain a factorization of N.
However, they can be combined to yield

(67-68)> = —144- —9 == (12-3)> mod N.

Since 67 - 68 = (—77) mod N we obtain the factorization 4633 = 41 % 113 since
ged(—T77+ 36,4633) = 41 and ged(—77 — 36,4633) = 113.

We want to expand this to a more general approach. Take a number B and
consider all primes smaller than B together with the special “prime” -1. These
primes make up our factor base . We generate a number @ such that Q2 mod
N has a small absolute value and hope that it factors in the factor base. If it
does we remember it and pick a new @ and try again. This way we generate
equations of the form

Q7 = H p*? mod N

p<B

for some i = 1,2...s. We want to combine these by choosing a suitable subset
S and multiplying the equations in this subset. This yields an equation of the

form
HQZQ = H phir = H pXies %r mod N.
€S i€S,p<B p<B

The left hand side is always a square while the right hand side is a square if
and only if ), ga;, is even for any p. Thus all that remains is to find such
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a subset S. However this is just linear algebra mod 2. In particular, we start
with the vectors

(al,—h ai,2, 1,3, -- -al,B)
(02,—17 a2,2, @23, .. -a2,B)
(a3,—17 asz2, @33, --- (13,3)
(as,—la a2,27 aS,Sa e as,B)

where each coefficient is considered a number mod 2 and we want to find a linear
dependence. If there are more vectors than dimensions there is always such a
dependence and it can be found efficiently by Gaussian elimination. Combining
this set of equations gives a relation 22 = y2 mod N as described above. There
is no guarantee that it is nontrivial (i. e. © # £y) and there is not even a proof
that it is nontrivial with reasonable probability. However, heuristically it should
be nontrivial with probability 1/2 and this turns out to be true in practice.

There are m(B) ~ 2= primes smaller than B and thus we need at least that
many equations. This leads to the following algorithm which is parameterized
by B.

1. Find all primes < B.

2. Find numbers Q of the form [vaN]+b where a and b are small and see if
Q? mod N factor in primes < B. Repeat until we have 7(B)+2 successes.

3. Find a subset S of equations by Gaussian elimination such that when the
corresponding equations are multiplied we get a relation 22 = y? mod
N. If this is trivial (i.e. = £y mod N) then find another number Q
such that @? mod N factors in the factor base and repeat until we get a
nontrivial relation (and hence a successful factorization).

Let us try to analyze this algorithm. One key to performance is the choice of B.
Let S(A, B) be the probability that a random number of size around A factors
in prime factors bounded by B. Then heuristically the second step runs in time
about

B?S(VN,B)™t.

This follows since we need to find approximately B numbers that factor and
for each success we expect to examine S (\/N , B)~! numbers and to investigate
whether one number factors can be done in time about B. The third step
runs in time O(B3). To balance the factors above B should be chosen around
2eVInNInInN {1 4 suitable constant ¢ which gives a running time of eVInNInlnN
In practice one has to choose B by experience. In the recent success in factoring
a 129 digit number B was chosen to be around 107.

Example 4.5. Suppose we want to factor 85907 and we choose B = 10 as the
maximal size of primes to be considered. We take integers @ close to va - 85907
for small integers a and try to factor Q* mod 85907 using the primes -1,2,3,5
and 7. The result is

5012 = —6720=-1-2°.3.5.7
5072 = —672=-1-2°-3.7
5082 = 343=73

8292 = —15=-1-3-5.
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We now find linear relations among the rows of the matriz of exponents mod 2,
i.e., of

1 01 11
111 01
0 0 0 01
1 01 1 0

In general we could not hope for such a relation since we have more variables
than equations, but this time we are lucky and find that the sum of rows 1, 3
and 4 is 0. Of course, in general, we would find such a relation by Gaussian
elimination. We multiply the three equations and obtain

(501 - 508 - 829)2 = (23 .3 .5 - 7%)?

or 85447% = 5880%. We can then find the factors as gcd (85447 + 5880, 85907) =
271 and the cofactor is 317.

4.4.1 Implementation tricks

To make the given algorithm run fast a number of implementation tricks should
be used and let us mention one. Suppose we fix a. Whether ([vaN] +b)? mod
N is divisible by a specific prime p depends only on b mod p. This suggests the
following algorithm

1. Store a floating point approximation of log @, where Q, = ([VaN] + b)?
mod N in cell b of an array.

2. For each p find possible values of b mod p such that @} is divisible by p.
There are either no such b or two possible values which we call by and bs.
In the latter case subtract a floating point approximation of logp from
cells with addresses by + ip and bs + ip for all possible values of i.

3. For cells b that contain a value close to 0 try to factor @y into small primes.

If p is small we also need to mark the numbers divisible by p? or higher powers
of p in a similar manner. The key in the above procedure is that the expensive
step 3 is only carried out when we are likely to succeed. The given implemen-
tation is very similar to a sieve and the algorithm which was discovered by
Pomerance is called the quadratic sieve, see [40], [20].

4.5 Other methods

There are a number of other methods for factoring integers and let us mention
their names and a couple of sentences on each method.

1. Elliptic curves, [32], [37]. Generate a random elliptic curve and hope
that the number of points on the curve is a number that only has small
prime factors. This algorithm runs in expected time

ed\/ln Nlnln N

for some constant d. This algorithm has the property that it finds small
prime factors faster than large prime factors.



4.5. OTHER METHODS 29

2. Continued fractions, [38]. This algorithm is similar to the quadratic
sieve. It also uses a factor base and the key difference is that it gener-
ates the numbers Q2 mod N to be factored using continued fractions as
described in Section 4.5.1 below. This algorithm also runs in time

VInNInln N
ed InNInln N

for some constant d.

3. Number field sieve, [33]. This algorithm was originally designed to
factor numbers N of the form a® + ¢ where a and ¢ are small. Suppose
we want to factor 7200 + 11. Let o = 7. Then o® = —11 mod N and
thus can be considered as an algebraic number. Also this algorithm has
a factor base. It contains the small standard primes but also numbers of
the form

ag +aja+ a2a2 + a3a3 + a4a4

where this is a prime with small norm when considered as an algebraic
integer. The algorithm then generates numbers of the form aa + b and
tries to factor them both as a standard integer and as an algebraic number.
As usual it collects successful factorizations and then finds a dependence
mod 2. Later developments of this algorithm has made it applicable to
general numbers and it is today the most efficient general methods for large
numbers. In 1999 a 151 digit number was factored using this algorithm
and it is currently considered the champion for factoring large numbers.
The expected running time of the algorithm is, by a heuristic argument

showed to be
0(61.9223(1n N)Y3(In1n N)2/3

For a more current comparison of the two factoring algorithms we refer to
[41]. Let us give an example below.

Example 4.6. We factor N = 20437 using the number field sieve. When using
NFS we first find a polynomial p(x) together with a number m € Z such that
p(m) = 0mod N. Let « be a complex number such that p(a) = 0 over the
complex numbers. Suppose p is of degree d and let us study numbers of the form
Z?;OI a;a where a; € Z. Since we can use the equation p(a) = 0 to replace o
for i > d by lower powers of a we can multiply numbers of this form and get
a new number of the same form. They form what is called a Ting of algebraic
integers. The point is now that replacing a by m we get a homomorphism from
these algebraic integers into Zy. Note that for this to work it is crucial that
p(m) =0 mod N.

We can construct p using the base-m method, that is, writing N to the base
m. Let m = N3, —1 =26 and write 20437 = 26° +4- 262+ 6- 26 + 1 giving
p(a) = a3 + 602 + 4a + 1 which has the desired property.

We want to factor a lot of algebraic numbers. Just as numbers in Z are
products of primes, the algebraic numbers are products of irreducible? algebraic

2This is unfortunately only partly true. There is a small problem that there might be units
(numbers invertible in the ring different from £1) but the large problem is that factorization
on this level might be non-unique for some (or even most) choices of p. We sweep this problem
under the rug. We can get unique factorization by factoring into ideals rather than numbers,
where a number corresponds to a principal ideals. The reader who is not comfortable with
ideals can simply ignore this footnote.
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numbers. The ideas is, for small a and b, to factor a + bm as a normal integer
and a + ba as an algebraic integer. We get an interesting identity mod N and
we later combine such identities to get a solution to 22 = y?> mod N.

When factoring ordinary integers we use a standard factor base (in our case
of primes upto 18 together with —1, i.e. P12, 7= {-1,2,3,5,7,11,13}) and
when factoring the algebraic integers we choose a small set of algebraic num-
bers (which we hope are algebraic primes although, in all honesty, we have not
checked this). We have settled for Ay 2, 6 = {—a,—1—a,2—a+a? —2+3a+
a?, 3+ a,—5 — 3a — a?}.

We now factor numbers of the form a + ba into algebraic primes and at the
same time we factor a + bm into ordinary primes.

An example would be

4420 = (—1—a)(=5—3a — a?) = Ay As, (4.1)

.....

where we can check the factorization by simply multiplying the factors obtaining

(-1 —-a)(=5-3a—a?) =
5+3a+a’+5a+3a%+a® =
5+3a+a’+5a+3a%— (1+6a+4a?) = 4420

Inserting m = 26 in (4.1) gives (A2Ag)(m) =4+2-m =4+2-26 =56 =2°-T.
Note that both factors 2 and 7 is in the prime factor base P. If we were to
find a product with at least one factor outside P it would be rejected. E.q.
As(m) =34+ m = 3+ 26 = 29 which is prime but outside P, and thus As would
be rejected.

FEach accepted product constitutes a row in an exponent matriz. Fach element
in the factor base corresponds to one column. In each entry of the row, the
exponent of the corresponding factor is entered. Take AsAg and (4.1) as an
example: Writing our prime factor base first we get 0300100 since there are
three 2:s and one 7. Writing our algebraic factor base second we get 010001
since Ay = (—1 — a) and Ag = (=5 — 3a — o?) were factors of 4 + 2. This
gives us a row 0300100 010001 in the matriz. We try to factor many numbers
of the form a+ba, (and a+bm) and keeping our successful factorization we get
a matriz of exponents:

1100001 100000
1030000 010000
1010100 020020
0300100 010001
1120000 030001
0100002 000201
0120000 100011
1220000 011002
0320001 111002
0250000 021002
1322010 301102
0230100 031022
1230100 101032
1320100 021003

Here we find our previous example in the fourth row. Another example would
be 5 —a = (=1 —a)?2(3+ «)? = A% - A2. This corresponds to row three:
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1010100 020020, since 5—m =5 —26 = —21=—1-3-7. That is, 1010100 for
—1, 3, 7 and 020020 for (—1 — a)? and (3 + )?.

From the exponent-matriz we want to find integers x,y such that x? =
y? mod N. This is done by finding a linear dependency mod 2. When one
such is found, the x is constructed from the prime factor base and the y is cre-
ated in the algebraic factor base. The procedure of the construction is explained
below. First, let us find a dependency.

We create a boolean matriz, taking the exponent-matriz elements mod 2. We
augment the matrix by an identity matrixz for later use:

1100001 100000 10000000000000
1010000 010000 01000000000000
1010100 000000 00100000000000
0100100 010001 00010000000000
1100000 010001 00001000000000
0100000 000001 00000100000000
0100000 100011 00000010000000
1000000 011000 00000001000000
0100001 111000 00000000100000
0010000 001000 00000000010000
1100010 101100 00000000001000
0010100 011000 00000000000100
1010100 101010 00000000000010
1100100 001001 00000000000001

Dependencies are found using Gaussian elimination in our matriz. Addition of
rows mod 2 reduces to row-wise exclusive or, yielding

1100001 100000 10000000000000
0110001 110000 11000000000000
0010101 100001 11010000000000
0000100 010000 01100000000000
0000011 001100 10000000001000
0000001 111001 11110001000000
0000000 100010 01110010000000
0000000 001000 01111001000000
0000000 000000 10000001100000
0000000 000000 01000001010000
0000000 000000 01110100000000
0000000 000000 00100001000100
0000000 000000 00101011000010
0000000 000000 00010001000001

We note that the last siz rows contains only zeros in the factor base part of the
matriz, that is, even exponents of the factors. The augmented part of the matrix
gives us the information which rows were added to obtain each dependency. For
example, 00010001000001 tells us that the last row is the sum of rows 4, 8 and
14 in the exponent-matriz.

Thus multiplying original rows 4, 8, and 14 gives us both a square integer
and a square algebraic number. The square integer will be our 2. If we call
the algebraic square B2, y will be given by y = B(m) evaluated just as in the
example with (4.1). We do two examples to highlight some different cases.
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First we evaluate our first row of zeros: 10000001100000. This corresponds
to a product of rows 1, 8 and 9:

1: 1100001 100000
8 : 1220000 011002
9: 0320001 111002
column sum : 2640002 222004

As expected all sums are even and we have a square integer and a square al-
gebraic number. We divide each exponent in 2640002 by two and get 1320001
giing © = —1-23.3%2.13 = —936. Half of 222004 is 111002 which in turn
implies B = (—a)(—1 — a)(2 — a + a?)(=5 — 3a — a?)? = 36a. Replacing o by
m gives B(m) = 36 -m = 36 - 26 = 936. In this case we have x = —y mod N
which makes the result useless to factor N.

We now try our third row of zeros: 01110100000000. This tells us that we
should take the product of rows 2, 3, 4 and 6:

2: 1030000 010000
3: 1010100 020020
4: 0300100 010001
6 : 0100002 000201
column sum : 2440202 040222.

Half of 2440202 is 1220101 giving x = —1-22-32.7-13 = —3276. Half of
040222 is 020111, yielding B = (=1 —a)?(—2+3a+a?)(3+a)(—5—3a—a?) =
26 + 30c + 1602,

This time insertion gives B(m) =26 +30-m + 16 - m? = 26 4+ 30 - 26 + 16 -
262 = 11622, and x,y is not on the form x = +y mod N. We now calculate
ged(x +y, N) = ged(—3276 + 11622, 20437) = ged(8346,20437) which will be a
nontrivial factor of 20437. The Euclidean algorithm gives

20437 = 3745 mod 8346
8346 = 856 mod 3745
3745 = 321 mod 856

856 = 214 mod 321
321 = 107 mod 214
214 = 0 mod 107,

yielding gcd (8246, 20437) = 107. We also note that ged(z—y, N) = ged(—14898, 20437) =
191 and in fact 20437 = 107 -191. Of course the factor 191 could also have been
obtained by a division.

4.5.1 Continued fractions

Continued fractions is a piece of classical mathematics. It is a basic construct of
efficient computation, since viewed carefully it is very similar to the Euclidean
algorithm (consider what happens when you apply it to a rational number).

Continued fractions is a method for obtaining good rational approximations
to a real number ©. Suppose © > 1, then we write

1
O=a +— 4.2
ai (__)1 ( )
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where ay is the largest integer smaller than © and ©; is whatever makes the
equation correct. By construction, ®; > 1 and hence we can repeat the process
with ©; etc

1 1
®:a1+71=a1+71.
as 5 as + ﬁ_‘l3+e—3
Replacing @%_ by 0 gives a rational number % which turns out to be a good

approximation of ©. For instance the famous approximation 22 for m can be

7
obtained by using
™=3+

T+
and then ignoring rr% In general it is true that
; 1
o< 5. (4.3)
qi q;

The numbers p; and ¢; can be obtained very efficiently given a floating point
approximation of ©. In our case © = v/N and then all ©; can be written on
the form @ making the calculations even simpler.

Let us see how to use this to obtain numbers @ such that Q? are small. We

use the continued fraction expansion of /N and let % be one obtained fraction.
Since the derivative of 22 at v'N is 2v/N we have by (4.3)

2 ; 20N
B _Nir2vNE - VN < 25
q; qi q;
This implies that

I} — ¢;N| <2VN

and hence we can use p; as our numbers with small squares mod N.
Example 4.7. Let us do the continued fraction expansion of 0 = +/45. We
have using (4.2) that a; =6 and
B 1 V45 +6

V45— 6 9
where we multiplied both numerator and denominator by /45 + 6 and used the
congugate rule. We get as =1 and

61

9  V45+3

0, = = ,
LT Va5 -3 4
which gives as = 2 and
4 V45 +5
O3 =

V45-5 5
and hence also ay = 2. Truncating gives the approrimation

1 4
6+ = 6714
Lty 7

which is a reasonable approximation since v/45 =~ 6.708.
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Chapter 5

Discrete Logarithms

Let us start by introducing some notation. Z,, is the set of integers mod m and
Z7, is the set of invertible elements (i.e. for all a €Z,, such that there exists
b €Z,, such that ab = 1 mod m.). It is not hard ! to see that Z, are all the
elements such that gcd(a, m) = 1. We are primarily interested in the case when
m is a prime p and in this case Z; consists of all the integers 1,2,...,p — 1.

A number g is called a generator if the series g, ¢2,¢>,...,¢? ! mod p in-
cludes all numbers 1,...,p — 1. It is well known that for each prime p there
exists a generator (we do not prove this). Another way to formulate this is to
say that the multiplicative group Zy is cyclic.

Example 5.1. The multiplicative group with p = 13 is generated by g = 2 since
the powers of 2 are:

2,4,8,16=3,6,12,24=11,22=9,18=5,10,20=7,14 = 1.
With g = 4, only a subgroup is generated.
4,16 =3,12,48=9,36 = 10,40 = 1.

There are many generators g, but there is no known way to find such a generator
in deterministic polynomial time. KEven worse, even testing whether a given
number is a generator is not known to be in deterministic polynomial time.
Things are not as bad as they seem, however, and in polynomial time one can
find a number that is very likely to be a generator and we assume that we are
given such a number.

The multiplicative group (mod p), Zs, is isomorphic with the additive group
(mod p—1), Zy—1. The mapping is g* € Z, < x € Z, 1. Furthermore, Z;_; is
generated by any number a such that ged(a,p—1) = 1. Givensuch an a € Z,_1,
g“ is a generator of Z; iff g is a generator of Z;.

Example 5.2. The generators of the additive group Zi2 are 1,5,7 and 11. We
know, from example 5.1, that 2 is a generator of the multiplicative group Z75.
Therefore, the generators of Zi; are 2 = 2,25 = 6,27 = 11 and 2!! = 7.
Had we known that 11 was a generator, we could have constructed the other
generators of Zis as, 111 =11,11° = 7,117 = 2 and 11! = 6.

IThink of the extended Euclidean algorithm.

35



36 CHAPTER 5. DISCRETE LOGARITHMS

The problem of finding the discrete logarithm can be formulated as follows:
Given the numbers y, g and p, where p is prime and g is a generator of Zy, find
z such that ¢* = y mod p. This is called the discrete logarithm of y base g
modulo p.

Example 5.3. The discrete logarithm of 11 (base 2 modulo 13) is 7. This can
be seen from the calculations in example 5.1.

It is important to remember that discrete logarithms mod p are numbers
mod p — 1. In particular 2'® = 11 mod 13. This is OK since 19 = 7 mod 12.
We could also replace 19 by 31 or 43 without violating the equation.

5.1 A digression

One motivation to study the problem of computing discrete logarithms is given
by the Diffie-Hellman [14] key-exchange algorithm from cryptography. We have
two parties A and B who want to communicate over an open link to determine a
secret common key K. We want K to be secret also to potential eavesdroppers
who have listened to the entire communication. This might seem impossible
since such a person would seem to have complete information. This is indeed
correct but the curious fact is that it might be computationally infeasible to
compute the key K. Diffie and Hellman proposed the following protocol.

First a prime p and a generator g is agreed upon and transmitted on the
link. Then A transmits g%, where a is a random number, to B, and B transmits
g% to A for some random number b. The key K is then formed by A as K =
(g®)* = g%, and by B as K = (¢%)® = g*. An eavesdropper having only g®
and ¢® is at a disadvantage and the only known method to compute K from
this information is to compute the discrete logarithm of at least one of them.

5.2 A naive algorithm

A naive algorithm for computing the discrete logarithm of y (base g, modulo

p), is to generate g, g2, ... until we get y. However, this is very inefficient, its
worst case complexity being O(2") if p ~ 2™. That is, in the worst case we have
to generate all the powers g, ¢2,...,g7 L.

5.3 The baby step/giant step algorithm

A somewhat better algorithm for computing the discrete logarithm is the fol-
lowing.

o Let a=[,/p]

a2

e Compute L1 = 1,¢% ¢°%,¢%,...,g

e Compute Ly = y,y9,y9°%,y9°, ..., yg* "
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e Look for a number z which appears in both L; and Ly. We then have

z=yg* = ¢“modp
y = ¢ F=¢"modp
z = la—kmod(p—1).

The method is called the baby step/giant step algorithm because of the methods
for creating the two lists. However, we need to address two issues.

1. Is there always such a number z in both lists?
2. How do we find z efficiently?

The answer to the first question is yes, since we can write £ = x1a + x2 where
0 < x1,72 < a. We then have y = g% = ¢g*1%**2, Multiplying both sides of
the equation by g% %2, we get yg® *2 = g(@1tDa  The left hand side of this
equation is found in Ly, and the right hand side in L.

The answer to the second question is also quite simple. Sort the two lists
in time O(aloga), then proceed as follows: compare the heads of the two lists.
If they are equal, we have found z and we stop, otherwise we throw away the
smallest of the two front elements and continue. An alternative way is to store
L in a hash table, then go through Ly. With a good hash function, this can be
done in time O(a) (we return to this question in more detail in section 20.2).

Computing all the numbers in the two lists can be done in O(a) multiplica-
tions mod p and since each multiplication can be done in time O(log p)? we get
the total running time O((logp)?,/p) which is a substantial improvement over
the naive algorithm that requires p multiplications.

Example 5.4. To solve the equation
=11 mod 13
using the algorithm above, we set a = f\/ﬁ} =4 and compute
Li=1,2=3,22=9,212=1,216=3
Ly=11,11-2=9,11-22=5,11-23 = 10

In the two lists we have 11 -2 = 28 = 9, which gives us 11 = 27. Thus, the
logarithm of 11 (base 2 modulo 13) is 7.

5.4 Pollard’s p-algorithm for discrete logarithms

Pollard also suggested an algorithm for discrete logarithms which uses only a
constant number of elements of memory.

We again want to find x such that ¢° = y modulo p. The method works as
follows:

1. Divide the elements of G into three sets S1, Sy and Ss of roughly equal
size. For instance S; can be the elements x such that z = ¢ modulo 3.
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2. Define a sequence of group elements {z;} by:

ro = 1
yri—1 ifxiq €5
xr; = 1‘22_1 if ¢,_1 € 55
gr;_1 ifx;_1 €53

Every element z; has the form x; = g%y’ where {a;} and {b;} are ex-
plicitly defined by:

ayg = 0
{ a;—1 if x;_1 € 51
a; = 2a;_1 ifx; 1 €S2 modp—1
a;i—1+1 ifx; 1 €83
bo = 0
bi1+1 ifx;1 €57
b; = 2b;_1 ifx; 1 €Sy modp—1

bi—1 if z;_1 €83

3. Compute the six tuple (z;, a;, b;, T2;, ag;, be;) for i = 1,2, ... until z; = ;.
When z; = z9; we have that g%y’ = g®iyb2 or equivalently:
g =y
T a; —ag; modp—1

s = bgi—bimodp—l

s —

This gives us that log,y* = slog,y = rmod p—1. It follows that we
have to check at most d = ged(s,p — 1) values to find the correct value of
log, h. It can be argued heuristically that d is likely to be small, but we
omit the details.

If we assume that z; is a random sequence in G, the running time of the algo-
rithm is by a similar reasoning to that for Pollard’s p-algorithm for factorization
heuristically seen to be O(,/p). The space requirements is obviously a constant.

5.5 The algorithm by Pohlig and Hellman

We now describe an algorithm due to Pohlig and Hellman Suppose p — 1 can be
factored in “small” primes, 1. e.

S
p—1=1]a"
i=1

We assume for notational simplicity that ¢; < ... < g5 and that ¢; = 1, for
1 < i < s. We can then find all ¢; efficiently by Pollard’s g-algorithm or by
using the elliptical curve factoring algorithm which also finds small factors fast.
We now compute x “piece by piece”. In particular, we want to find an z; such
that x = x; mod ¢; and then use the efficient Chinese remainder theorem. Let
us see how this is done
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For ¢; we first compute
(g") im0 = gl =y

and
s  def
(g)l_[izqu Ee g1.

The number g; generates a subgroup of order ¢; of Z;. This follows since
@ = (gllize ey = glliciai = gP=1 = 1 and since gP~! is the smallest power
of g that equals 1 no smaller power of g; can equal 1.

Now, writing * = a1q1 + r1 we have

(gI)HLg % = (galfh-i-?”l)]_[f:z 9 —

g™ [T qitridliosa ga1(p71)+r1]_[f:2 7 =

gl = (gl 9y = g7t mod p.

Thus all we have to do in order to compute z mod ¢; is to solve g™ = y; mod p.
We can do this using ~ /g1 operations on numbers mod p by using the algorithm
in Section 5.3 with a = [\/q1].

In the same way, we can determine z mod ¢; for all ¢; in time 25:1 qi ~
/s The efficient form of the Chinese remainder theorem, then gives us z mod
[1;_; ¢i = (p— 1) and we are done. Since the running time is dominated by the
calls to the baby step/giant step part we get the following theorem.

Theorem 5.5. Given the factorization of p — 1, discrete logarithms (mod p)
can be computed in time O((logp)2\/q_s), where qs is the largest prime factor in
p—1.

Given p we can apply Pollard’s p-method to obtain the factorization of p —1
in expected time O((log p)?,/gs_1) where gs_1 is the second largest prime factor.
Thus finding the factorization of p — 1 is not the bottleneck.

Example 5.6. Suppose we want to compute the discrete logarithm of y = 17
when p = 75539 and g = 2. In other words we want to solve

2% =17 mod 75539.

We first note that p—1 = 75538 = 2-179-211 and thus we have ¢ = 2, g2 = 179
and g3 = 211. Calculations with respect to q1 are rather trivial. We have

g1 = gTo%38/2 = 37769 — 75538 —

(as expected since —1 is the only possible generator of a subgroup of size 2). We
get
g1 = 37709 = 1
and hence x =0 mod 2. With qo the situation gets a little bit more interesting.
We get
go = gTO538/1T9 — 4422 — 71077

and
yo = y1?2 = 74852.
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We compute the two lists as needed in the baby step/giant step algorithm with
a=14, g=gs and y = y2. We get

L; ={1,53229,9629, 9926, 31288, 20619, 22620, 23859, 29043, 24212, 9669, 23994, 38753, 39964, 65516}
and
Lo = {74852,43834, 58702, 40928, 32566, 27544, 625, 6193, 14108, 49630, 31288, 64555, 61336, 72104 }.

Noticing that the 11th number in Lo is equal to the fifth number in Ly, we
have y293° = gi** mod 75539 and thus we can conclude that x = 14-4 — 10 =
46 mod 179. Continuing in the same way we get

g3 = g75538/211 = 9358 = 25883

and
ys = y°58 = 9430

and a similar calculation to the above shows that x = 12 mod 211. Finally we
combine the 3 modular equations to give x = 49808 mod 75538.

5.6 An even faster randomized algorithm

The expected running time of this algorithm is better than for any of the pre-
vious algorithms. It is very much similar to the factoring algorithms that use
factor bases. The idea is to take a random r;, compute g"* mod p and hope that
g = Hq<B q*9 mod p, where all g are prime and B is an upper limit on the
size of the primes. This yields the equation

T = Z a;qlogg, mod (p—1)
q<B

where all logarithms are base g, modulo p. Collecting many such relations and
solving the resulting system of equations gives us logq for all ¢ < B. Now we
pick a new random number r, compute yg" and hope that it can be factored so
that

yg' = H % mod p.
q<B

We now have the solution as

z =logy = qulogq—r mod (p—1).
q<B

The time to generate all the equation needed is
Pr[numbers ~ p only have factors < B]~*B?.
To solve an equation system with ~ B unknown can be done in time ~ B3.

The algorithm works best with B ~ 2¢vIegploglogr which gives an overall cost
of 2¢ Vlcgploglogr We omit the details.
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Example 5.7. Let us do the calculation as in the previous example, i.e. p =
75539, g = 2 and y = 17. Let us set B = 10 and thus consider the primes
2,3,5,7. Note that for discrete logarithms —1 does not cause any problems
since we know that ¢?~1/2 = —1 mod p is always true. We generate some
random numbers r and obtain

g™ = 1792=2%.7
g6 = 19845 =13%.5.72
g% = 10584=2%.3%.7
g'¥ = 2250 =2.3%.5

with all equations mod 75538. We get the system

8log 2+ log7 =9607
4log3+ logb+ 2log7 =19436

3log2+ 3log3+ 2log7 = 15265
log2+ 2log3+ 3logh = 13835

where the system s mod p — 1 i.e. mod 75538. In general we have to solve this
by Gaussian elimination but here since g = 2 we know that log2 = 1 and it turns
out that we can solve the system by simply substituting obtained values one by
one. Using the first equation and log2 = 1 we get log7 = 9599. Substituting
these two values into the third equation yields

3log 3 = 15265 — 2 - 9599 — 3 = 71602

and thus log3 = 74226. Plugging this into the last equation gives loghb = 5486.
Having computed the logarithms of the small primes we now generate numbers
of the form yg" = 17 - 2" and hope that it factors into our set of primes. We
obtain

17231397 = 3024 = 4% . 3% . 7

and we get
log17 =4+ 3 - 74226 + -7599 — 31397 = 49808

and we are done.

Note that it is much more expensive to find the logarithms of all small
primes than to finally find the discrete logarithm of the number we care about.
In particular, computing two discrete logarithms by this method can be done
essentially the same cost as computing the discrete logarithm of one number.
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Chapter 6

Quantum computation

Classical computers, and classical models of computation, operate using the laws
of classical physics. These models can all be simulated by a probabilistic Turing
machine in only polynomial cost. In an attempt to find a more powerful model,
which could still be physically realizable, it has been suggested to construct a
device that follows the laws of quantum mechanics.

The most important evidence that quantum computers are indeed more pow-
erful than their classical counterparts is that, if physically realizable, they can
do factorization and compute discrete logarithms efficiently [49].

We start this section by giving some quantum mechanical background and
describing the quantum circuit model; we then show how to efficiently perform
classical computations with such devices. Then, we describe, and partly analyze,
the algorithm for integer factorization.

6.1 Some quantum mechanics

A quantum system can be in a number of configurations, called states. Denote
a state by x. The complex valued wave function p(x) for the system has the
following properties.

o >, le(@)?=1.

e If the system is observed, the probability that we see that it is in the state
x is ().

e When the system is observed, the wave function changes. This is due to
the added knowledge about the system. In particular, if the whole system
is observed to be in the state x, then ¢(z) =1 and ¢(y) =0, y # =.

Any interaction of the system with the outside world is counted as an
observation and thus causes at least a partial collapse of the wave function.

The wave function also has a linear structure as illustrated by the following
example.

Example 6.1. An interesting experiment in quantum physics is the double slit
experiment. It consists of an electron source behind a screen. The screen con-
tains two slits, and on its far side is an electron detector. Fither slit can be
covered.
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If we cover the first slit, the detector registers an electron intensity, fi(z),
for every point x. If the second slit is covered, we similarly get an intensity,
fa(x). Howewver, if both slits are open, the intensity is not, as might first be
expected, proportional to fi(z) + fa(x).

What happens is that we have two complex valued wave functions, ¢1 and
¢a, such that f1(x) = |¢1(2)|? and fo(x) = |p2(x)|>. The intensity with both
slits open is proportional to |¢1(x) + ¢o(z)|?.

In fact, the observed density can not be predicted with knowledge of only
f1(z) and fa(x), since this does not tell the phase difference of ¢1(x) and ¢a2(x).
Thus, the above complex absolute value can be any real number in the range

from (\/ fi(z) — v/ f2(2))? to (V/ r(2) + v/ fo(@))%.

In analogue to the binary digits of classical computations, quantum com-
putations rely on qubits (quantum binary digits). We think of qubits as the
memory contents of the quantum computing device. Each qubit may be rep-
resented by, for example, an electron which can have up or down spin, or by a
photon that is in one of two possible planes of polarization. The physical real-
ization, however, is not important for the theoretical consideration we discuss
here.

A system that has m qubits can be in 2™ different states. The wave-function
is thus given by 2™ complex numbers p(«), for o € {0,1}™, and we often repre-
sent these numbers as a vector of length 2. The states themselves are written
in ket notation as |a), e.g., |011010). As an alternative to vector notation, we
sometimes write the wave function as a linear combination of states. For exam-
ple, (v/2/2)|0) — (v/2/2)|1) describes the same wave function as does the vector
(V2/2,—V2/2)T.

Remember that if we observe the system the probability that we see « is
lo(a)]?. Also, as stated above, if we observe the system at any time to be in
the state a, the wave function collapses, which means that ¢(a) = 1 while the
other coefficients become zero.

Only the part of the system that we observe breaks down; the rest of the
system is unaffected. This is natural when we think of the entire world as a
quantum system in its own right: just because we observe part of it we do not
affect everything. More exactly, if we, for instance, observe a single bit, then
() either goes to 0 (if a does not agree with the observation) or gets scaled to
maintain Y [¢(a)|? = 1. Observing more than one qubit simultaneously can
be thought of as observing them one at a time.

6.2 Operating on qubits

We “run” the system of qubits by applying different physical events that form
operators on it. An operator is represented by a 2™ x 2" matrix, A = (aq,g)-
Here, o and 3 are states, and aq, g is the wave function ¢(«) after the application
of the event, given that the system was in state 5. If we represent the wave
function of the system by a column vector v of length 2", the wave function
after the application of an event is described by the matrix multiplication Awv.

To make a computation, we repeatedly apply operators to the system in
some predetermined order. After some number of operators have been applied,
the system is measured; the running time of the computation is the number
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of operators applied. Notice that the measurement of the system makes the
wave function collapse. Therefore, a quantum algorithm cannot apply opera-
tors conditionally depending on the state of the system without affecting the
computation.

Since the answer given by the measurement is probabilistic, quantum algo-
rithms are probabilistic in nature; they are designed so that they output the
correct answer with high probability (which often means significantly greater
than 0 or 1/2). Like all probabilistic algorithms, we may of course amplify the
probability of success by repeating the calculation.

One important aspect is what operators are physically realizable; this is
expressed by conditions on the matrix A.

Definition 6.2. A matriz A is unitary if the equation AA* = I holds. I is the
identity matriz and A* is the matrixz A both transposed and conjugated.

Nature forces all quantum operators to be unitary. One way to see that this
is a reasonable condition is that being unitary is equivalent to preserving the
condition Y |¢(a)|?> =1 for all ¢.

Exactly which unitary matrices are allowed depends on the physical real-
ization. We make the bold and rather optimistic assumption that any unitary
matrix that only acts on a constant number of qubits can be realized by a phys-
ical event. By acting only on a certain set of qubits I we simply mean that a, g
only depends on the restriction of o and 3 to the set I. (Put another way: If ay
and asp are equal on all qubits in I, and (; and (2 are also equal on all qubits
in I, then aq, g, = Gay.8,-)

It should now be clear that we may not, in general, speed up a computation
by combining two operators, A; and As, into a new operator A = A; A, since
A would typically affect too many bits and therefore be physically unrealizable.

The model described above is called the quantum circuit model. We are not
concerned with the much more complicated quantum Turing machines in this
text. It is also believed that a physical quantum computer would have more
resemblance to quantum circuits than to quantum Turing machines. As for
deterministic computation, it has been proved that uniform quantum circuits
are polynomially equivalent to quantum Turing machines, but the proof is much
more complicated [53].

Example 6.3. Suppose that m = 1, i.e., that the quantum system consists of
only one qubit. This means that the system can be in two possible states. Let us
try to define some operators on this single qubit.

10 0 1 00
R O A ) B

Ay is the identity matriz and thus corresponds to “no operation.”

Ay is a standard negation, i.e., the values of ¥(]0)) and ¥(|1)) are inter-
changed.

Az might seem to correspond to the operation “write 1,” a seemingly useful
thing to do. We have a problem with As, however, in that the matriz is not
unitary. So, this operator is not physically realizable and thus not allowed.

The following Theorem states another important fact about quantum oper-
ators.
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Theorem 6.4. Quantum systems are reversible. If A is a valid operator, then
A~L is also a valid operator (a unitary matriz that operates on a constant number
of qubits.)

Indirectly, this means that we can not destroy any information: after per-
forming A we can always use the operator A=! to recover the previous state.
Since classical deterministic computations are not, in general, reversible, it fol-
lows that we cannot directly do normal deterministic calculations. For instance,
in Example 6.3 we see that we cannot do a simple operation like writing a
constant.

We end this section with an example that illustrates that observing a quan-
tum system in the middle of a computation affects the computation’s result.

Example 6.5. Consider a quantum computer with only one qubit (m = 1); the
initial state of the system is |0). Let

L(1+i 1—i
A_§<1—i 1+i>'

Apply the operation A. The system is transformed into the state

)= (2)

If we observed the system, what would we see? We would see the states |0)
and |1) with the same probability, 1/2 (the squares of the magnitudes of the both
components of the vector.)

Now apply A again after having observed the system and read the result. It
s not difficult to see that we get a new random bit independent of the first.

This might not seem very interesting, but what would have happened had we
applied A twice before examining the system? The wave function would then

have been "
1 == 0
_ 2 ) —
(o) = (:2) - (1)

which means that we always observe |1). Apparently the result may change by
observing the system during a calculation.

6.3 Simulating deterministic computations

We can, however, simulate classical deterministic computations by changing the
way we compute.

Example 6.6. We have two bits, x and y, and want to calculate z = x N y.
This is not immediately possible since we have no way of writing the result to z
in a reversible way. To make it reversible we instead update z as z — (xAy) D z.
In other words, results cannot be written directly, but this way we can use them
to change another bit.

This is the way the operation affects the bits x, y and z:

T
y<—vy
z—2®(xNy)
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This most definitely is a reversible operation (just repeating it in fact reverses
its effect.) It is easy to conclude that the matriz corresponding to this operation
is unitary. It is of dimension 8 X 8 since we have 3 bits |zryz):

1000) |001) [010) [011) [100) |101) [110) [111)

1000) / 1 0 0 0 0 0 0 0

joo1) [ 0 1 0 0 0 0 0 0

j010) | 0 0 1 0 0 0 0 0

Ao o1 | o 0 0 1 0 0 0 0
= J100) | 0 0 0 0 1 0 0 0
101y | o 0 0 0 0 1 0 0

110y | o0 0 0 0 0 0 0 1

111y \ o 0 0 0 0 0 1 0

The gate in the example is referred to as a Toffoli gate. Notice that, if the
third input bit z is set to 1, then after applying the Toffoli gate, z is the NAND
of x and y. Since NAND gates are universal for deterministic computations, we
can in fact simulate all deterministic computations; we describe one way to do
it below.

Start with a classical deterministic circuit consisting of only NAND gates
that computes f(z) (for which we want to find a quantum circuit.) Replace all
gates by Toffoli gates, which are equivalent to the original NAND gates if we
supply a number of extra inputs all set to the constant 1.

This implies that if we have an answer of size k and use [ gates, we can
compute (x, 0%, 1') — (z, f(z),y), where y are the extra output bits from Toffoli
gates. To remove these bits, we proceed as follows.

Copy the result of the computation so that we have (z, f(z),y, f(x)). Now
reverse the original computation (which is possible since all steps are reversible),
to obtain (z,0%, 1!, f(x)). The bits that are always the same can be ignored and
the theorem below follows.

Theorem 6.7. If the function © — f(x) can be computed in polynomial time
on an ordinary Turing machine (computer), then we can also compute x —
(z, f(x)) in polynomial time on a quantum computer.

It might seem like there is no important difference between computing only
f(z) and computing (z, f(z)). Classically, there is of course not, but the follow-
ing example shows that for quantum computations such “superfluous” qubits
affect the result even if they are not used.

Example 6.8. Suppose that we are somehow given a single qubit that can be
either in the state (1/+/2)[0) + (1/v/2)|1) or (1/+/2)]0) — (1/v/2)|1). We want

to determine which is the case and apply the operator

Y

to the bit. (This is in fact the discrete Fourier transform on one qubit.) De-
pending on the original state of the qubit the resulting state is

(i) o)
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(1) = ()

respectively, so measuring the qubit after this operation directly tells us the orig-
inal state of the qubit.

Now consider what happens if we start out by making a copy of the original
bit before investigating its state. (A way to do this would be to apply the identity
function on the given qubit in the manner given by Theorem 6.7.)

After copying, the system is in the state (1/v/2)]00)+(1/v/2)[11) or (1/4/2)|00)—
(1/V/2)]11). We perform the same operation as above on the first of the two
qubits; the matriz for this operation is

[00) |01) |10) |11)

or

00y /1 0 1 0

Ljo)l o 1 o0 1
B=—

21 0 -1 0

my\o 1 0o -1

(The effect on the first qubit is exactly as for the operator A, and the second
qubit is left unchanged.) Again, depending on the original state we get

1/v2 1
0

Bl o :% }
1/v2 -1
or
1/V2 1
B 0 1] 7

0
~1/v2 1

respectively. Measuring the first qubit after in this case yields |0) and |1) with
equal probability and thus does not give any information about the original state
of the original qubit. The extra information given by the copy of the original bit
prevents the cancellation of amplitudes we had in the first situation.

If there is an efficient deterministic algorithm that computes the inverse of f,
we can get rid of the input from the result to compute just f(x) in the following
way.

We apply Theorem 6.7 to f~! to obtain a polynomial time quantum al-
gorithm that makes the computation f(z) — (f(z), f~'(f(x)) = (f(z),2).
Since this computation can be reversed, we can also make the computation
(f(z),z) — f(z). This is exactly the transformation we need.

6.4 Relations to other models of computation

6.4.1 Relation to probabilistic models

The quantum characteristics have similarities to probabilistic computations.
The probabilistic operation of writing a single random bit can be represented
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11
)
2 2
in much the same way as we represent quantum operators. The matrix means
that, independent of what the value of the single bit, write a 0 with probability
1 or write a 1 with probability 3.

In the same way as with quantum computations, we could for each state «
associate a probability p, of being in that state at a given time.

However, for probabilistic computations it is more efficient to do the random
choices “on-line.” The reason is that, for classical probabilistic computations,
reading the state of the system is possible during the computation without
affecting the state.

by the matrix

6.4.2 Simulating quantum computers

Consider a quantum computation on m qubits involving ¢ operations. How fast
can we deterministically simulate the output of this quantum computation?

Naively, we would just keep track of 2™ complex numbers representing the
wave function of the system, and update this representation for each operation.
If the operators are local (i.e., act only on a constant number of qubits), we
can calculate each component of the wave function in constant time for each
operation since they are determined by a constant number of known values. The
time complexity of this approach is O(t2™), which is very inefficient for large
systems.

It is unknown whether one can simulate quantum computers significantly
faster than this. The factoring algorithm in the next section presents some
evidence that it might not be possible (since it is believed that factoring is hard
on a classical computer.) Note that if we could simulate quantum computations
efficiently on a classical computer, this would rule out the possibility of solving
classically hard problems quickly on a quantum computer.

6.5 The factoring algorithm

This section describes a quantum algorithm for integer factorization. For n bit
integer numbers, it requires O(n) qubits and has time complexity O(n3). For
simplicity we omit some details.

To factor the number N, first pick a random number z and compute its
order r. The order of z is the smallest r such that 2" =1 (mod N). We hope
(this is often true, although we do not prove it here) that (1) r is even and (2)
z"/?2 # —1 (mod N).

If (1) and (2) hold, the relation (z"/2)? = 12 (mod N) holds and computing
ged(z"/? — 1, N) yields a non-trivial factor.

We need two subroutines:

(1) Pick a random bit The matrix

-

converts a 0 to a random bit.

Sh-st
sk
S—
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(2) DFT The Discrete Fourier Transform.

The quantum DFT can be described as

la) — 27/ Z 5|,

To understand why this is the Fourier transform of a sequence, we should think
of a as representing a vector with a 1 only at position a, and zeros otherwise.

We can also write the quantum DFT operator as a 2 x 2™ matrix whose
entry in row ¢, column a is Q’m/ze%; denote this entry by A.,. It is easy
to verify that A is unitary by checking that A..A; , = 0 for a # c and that
Agady =1

However, changing the value of a single input qubit affects all qubits in the
output, and it follows that the operator is not local. Thus, we need to factor
the matrix into a matrices acting locally. This is accomplished by adapting the
FFT (Fast Fourier Transform—see Section ?) algorithm, and it turns out that
O(m?) operators acting on at most 2 qubits is sufficient.

Now, given the input (z, N) where N is an n bit number, we want to compute
the order r of x mod N. We also have some extra qubits which are all initially
0. When a bit is not used, we do not write it down when representing the state.
The algorithm looks like this:

1. Pick m = 3n random bits to form a random integer a. The state of the
system is 320 o1 2-m/2|g, z, N).

2. Compute 2% mod N, which yields the state Y22 27™/2|z% q,x, N).

3. Perform the DFT with respect to a. We get

m_12m—1
2miac
2"’5 Ee2m|x ¢z, N).
c=0 a=0

4. Read c.

5. Deterministically find r given c.

Step 2 preserves the input (a, z, N), so this part of the algorithm can be done
due to Theorem 6.7, and the implementation of step 3 was discussed above. We
need to analyze what properties we can hope of ¢ observed in step 4. The key is
to analyze what different @ and ¢ in the sum described in step 3 give the same
state and thus cause positive or negative interference.

Since c is part of the state, different values of ¢ do not interfere with each
other. All a for which z® have the same value interfere: z%, £F+7, 2*+2r all
have the same value (r is the order of z.) Let us look at the corresponding com-
plex numbers. The probability of seeing the state |z¥, ¢, z, N) can be calculated
by taking the squared magnitude of the corresponding complex number which
is

(27 /7]

‘2_m Z e21rz(k+]7')c
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2™y 2mi(ktjr)e
EuR

This is not as hard as one might expect since ) =0 € is a geometric

series with first term s = e™2™ and quotient £k = e™2™ between consecutive
terms. The well known formula

n ) 1— fkntl
Z sk! =sg————
pad 1-k
is used to yield the result

2mire(|2™/r]+1)
orike 1 — € 2m
S

(&

1 — %

The absolute value of the factor in front of the fraction is 1 and is disregarded.
Both the numerator and the denominator of the fraction have magnitudes be-
tween 0 and 2. Thus the only way to make this unusually large is by making the
denominator close to 0 and the numerator far from 0. That the denominator is
close to 0 is equivalent to e5me being close to 1 which, in turn, this means that
5w must be very close to an integer. Since we observe ¢ and know 2™ while r is
what we want to find it is useful to think of this condition as ¢2~™ being close
to a rational number of the form %. It can be shown (we omit the details) that
it is quite likely that we observe a c such that |5% — | < =L+ holds for some
integer d and the key is that this is sufficient to recover r.

We use the continued fraction expansion of 57 as discussed in Section 7. As
indicated there, the continued fraction expansion of a number © gives approxi-

mations % such that

-t l
qi q;

but there is also a converse to this: any approximation such that

is in fact one of the approximations output by the continued fraction algorithm.
In particular, since 272 < 2™*! the approximation d/r to ¢/2™ is found.

When we finally have a candidate for r, it can be used in the equation
(LUT/2)2 =12 (mod N) as described in the beginning of this section. If we are
unsuccessful in finding a non-trivial factor, we try again with a new x. For
missing details in the description and the analysis we refer to [49].

6.6 Are quantum computers for real?

Some physicists claim that it is impossible to build large scale quantum com-
puters that work for a large number of steps. One of the largest problems is
that quantum systems tend to interact with their environment so that the state
of the system is lost very quickly. The most sophisticated experimental setups
have been able to implement a few very simple operations on very few qubits
(less than 10).

The factoring algorithm described in the previous section example would of
course require thousands of qubits for many thousands of time steps to factor
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a numbers intractable by classical methods. One direction of research trying to
overcome the difficulties of quantum decoherence is to integrate error correction
techniques into quantum algorithms (see [50]).

The accuracy needed for the operators used by the algorithms may also prove
very hard to achieve physically.

Another area of quantum information processing under development is quan-
tum cryptography. Experimental quantum cryptographic systems have already
been built, and it seems quite likely that such systems will work well in practise
long before quantum computers do. Ironically, since there are classical cryp-
tographic systems that rely on the hardness of integer factorization, there is
no immediate need for quantum cryptography as long as factorization remains
a difficult task, which might be as long as there are no large scale quantum
computers.



Chapter 7

Factoring polynomials in
finite fields

An algorithm for factoring polynomials is a basic component in many computer
algebra packages. It may be surprising but true that factoring polynomials
is much easier than factoring integers and we start by factoring polynomials
modulo small primes p.

Assume that we are given a polynomial g(z) of degree n and we want to
decide if is irreducible or factor it into irreducible factors. An easy case to
handle is when g(z) contains a square factor, i. e. a factor of the form p(z)2.
In this case p(x) divides ged(g(z), ¢'(x)) where ¢’ is the derivative of g. Over a
discrete domain the derivative does not have the same “slope” interpretation as
over the real numbers and we simply form it in a syntactic manner by defining
the derivative of 2% to be dz?~! and extending it by linearity. It is not difficult
to check that all the usual theorems apply and in particular the derivative of
p(x)?h(x) is p(x)?h/(z) + 2p'(z)p(x)h(z). Thus the factor p(x) can be found
efficiently using the Euclidean algorithm applied to polynomials.

Note that over a finite field ¢’(x) might be identically zero even if g(z) is not
a constant. This happens mod p when g(z) = h(z?) for some polynomial h. In
this case GCD(g(x), ¢’ (z)) = g(z) so we do not get a nontrivial factorization.
However, mod p it is true ! that h(zP) = h(x)? and thus we simply proceed to
factor h. Let us now concentrate on the case of p = 2 and we later discuss how
to extend the results to general p. Keep in mind that all arithmetic from now
on is done mod 2.

The key to our algorithm is the mapping

f(@) = f(2)*  mod g(x)

of polynomials of degree at most n — 1. This is a linear map since (fi(z) +
fo(2))? = fi(x)? + fo(x)? whenever we are in characteristic 2. We are interested
in the fix-points of this map, i. e. polynomials f(x) such that

f() = f(z)*  mod g(z) (7.1)

IThis is established by making the multinomial expansion of h(z)P. All multinomial coef-
ficients except those appearing in front of the terms in h(zP) are divisible by p and hence 0
mod p.

53
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If g is irreducible, then working mod g(x) is actually working in the finite
field GF'[2"] and in any field a quadratic equation has at most 2 solutions and
it is easy to see that the given equation has exactly two solutions namely the
constants 0 and 1.

If ¢ is the product of a number of irreducible polynomials (let us assume
two for concreteness), the situation changes. If g(z) = g1(x)g2(x) then by the
Chinese remainder theorem, each polynomial f mod g can instead be represented
as the pair (f1, f2) where f(z) = f;(z) mod g;(z). Then f solves equation (7.1)
iff f1 solves it mod g1 and fs solves it mod gs. Since we know the set of solutions
mod irreducible polynomial, this implies that we get 4 solutions mod g(x). These
are (when written as pairs, 4. e. the first component is the remainder mod ¢;
and the second mod ¢2) (0,0),(1,1),(0,1) and (1,0). The first two solutions
correspond to the standard roots f(x) being the constants 0 or 1 while the other
two are much more interesting. If f 1)() is the polynomial corresponding to
the third solution then GCD(g(x), f(0,1)(z)) = g1(x) and our problem is solved.
In general the number of fix-points is given by 2! where [ is the number of
irreducible factors in g. Let us see how this works in a couple of examples.

Example 7.1. Let g(z) = 2° + 2% + 1. Then under our mapping

— 1
r — 2’
2, g4
3, 253 4a
R S B I SR S S |

4

Thus in the basis 1, z, 22, 2, * our mapping is given by the matriz.

<

Il
OO OO =
OO~ OO
= O O OO
O = O = O
O - = O

Since we are looking for fix-points to the mapping given by M we want to find
the null-space of the mapping given by the matriz M + I where I is the identity
matriz i.e. we want to study the matriz.

M+1=

OO O OO
OO~ B~ O
= O = OO
OO OO
_ == O

It is easy to check that the null-space of this matrix is given by the only vector
(1,0,0,0,0) and thus x° + x> 4+ 1 is irreducible.
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Example 7.2. Let g(x) = 2° + 2 + 1. This time

— 1

r —

2 = ozt

3 S =242

4, g8 2.6 gty g3
1 0 0 00
00 0 1 0

M=| 01 010
00 0 01
00 1 01

which gives

0 0 000
01 0 1 0

M+I=|01 110
00 0 1 1
00 1 00

The null-space of this matriz is spanned by (1,0,0,0,0) and (0,1,0,1,1). The
first is the trivial solution, while the second corresponds to the polynomial x* +
23 +x. Computing GCD(x® + x + 1,2* + 2% + ) by the Euclidean algorithm
gives

P rr+l = @+ +23 o)+t 2?41
4t = 2@+ 22 41)

Finally a division gives 2° + x +1 = (2% + 22 + 1)(2? + x + 1) which is the
complete factorization.

Finding the nullspace is just linear algebra and can be done by Gaussian
elimination. Since the ged can be computed even faster we get.

Theorem 7.3. We can factor degree n polynomials over GF[2] into irreducible
factors in time O(n?).

We have in fact only established how to factor a non-irreducible polynomial
into two factors. We leave the details how to get the complete factorization
within the same time-bound as an exercise. We note, however, that the com-
putation of the nullspace need not be redone and thus the hard part of the
computation can be reused.

7.1 Factoring polynomials in larger fields

Let us see what happens for primes p other than 2. Much of the work transfers
without change and in particular we should study the mapping

f(x) = f(2)P = f(a¥) mod g(z)
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which is again a linear map. The set of fix-points to this map is a linear subspace
of the polynomials of degree at most n — 1 of dimension [ where [ is the number
of irreducible factors in g. The fix-points are all polynomials h(z) such that h is
a constant (degree 0 polynomial) mod g; for each irreducible factor g; of g. If g
is not irreducible, then, in the mod 2 case, it was true that for any non-constant
fix-point h, ged(h, g) was nontrivial. This is not true for larger p, e. g. for p =3
we can have g(z) = g1(x)g2(2z) and h(z) = 1 mod ¢1(z) and h(z) = 2 mod
g2(x), then h is a fix-point while ged(g, h) = 1. However, it is always true that
for some i, 0 <i < p—2, ged(h+1,g) is nontrivial. Thus p—1 ged computations
is always sufficient to find a nontrivial factor.

Let us analyze the running time of this algorithm. For simplicity let us
count the number of operations that are done on integers mod p rather than
bit-operations. Let us first assume that p < n. Then using zP(+1) = zP(zP?)
it is easy to see that each column in the matrix M can be computed from
the previous in O(pn) operations. To determine the null-space can be done by
Gaussian elimination in O(n?) operations and finally each GCD can be done in
O(n?) operations giving a total of O(pn? + n3) = O(n3) operations on integers
mod p.

If p is large then the cost O(pn?) becomes the dominant cost. However
in the first step (constructing the matrix M) we can be more efficient. We
can precompute 2” mod g(x) by O(logp) squarings and multiplications® by x
and this can be done in O(n?logp) operations. Each successive column can
then be computed O(n?) operations. Thus the first part of the algorithm that
determines the number of irreducible factors in g(z) (and in particular if g is
irreducible) can be made to run in O(n?logp + n3) operations. However, the
second step (factorization of non-irreducible g) is inefficient for large p.

To get an efficient algorithm for large p we need to make an additional
observation. The inefficiency comes from the fact that if A is a fix-point, then
we know that h(x) mod g1 (x) is one of the numbers 0,1,...p— 1 but we do not
know which. We need to narrow the choice. The trick is to consider h(z)®~1)/2,
Since for any a # 0 mod p we have a(P~1)/2 = +1 (half of the a’s giving each
possibility) we are in much better shape. The second step is thus transformed
to

e For a random fix-point h compute GCD(RP~1/2 — 1, g(x)).

The polynomial A?~Y/2 mod g(z) can be computing in O(n?logp) operations
by the method of repeated squaring. It is possible to show that with probability
at least one half the above GCD is nontrivial. Thus we get a method that runs
in expected time O(n? log p+n?3). Note that the answer we get is always correct
since the part determining the number of irreducible factors is deterministic.
We sum up the conclusions in a theorem.

Theorem 7.4. Factorization of polynomials in GF[p] can be done in O(n® +
n?logp) time. Time is counted as the number of field operations. The algorithms
1s probabilistic and the running time is only expected time. The answer, however,
18 always correct.

2Compare to how we computed aP~! mod p when we were doing primality tests.
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7.2 Special case of square roots

Let us consider the problem of computing square roots modulo large numbers
p. This is a special case of polynomial factorization since taking the square
root of a is equivalent to factoring x? — a. Let us first check that our test for
irreducibility works out. With g(z) = 22 — 1 we have a degree polynomial and
we just need to find out to what values 1 and z maps under f(z) — f(z)P.
Clearly 1 goes to 1 and x goes to P = zz?(P=1/2) = £q®P=D/2 " Thus the
matrix whose nullspace we should find is given by:

0 0
0 aPD/2_1

and this has null-space dimension 2 iff a(?~1/2 = 1 which is just the standard
criteria for a being a square mod p. So far so good!

Now let us try to find the factors. According to our general algorithm
we should take a random polynomial A and then compute GCD(h(z)®~1/2 —
1,22 — a). Since h should be a polynomial from the null-space which is not
a constant the first value that comes to mind is h(z) = z. Let us try this.
We need to consider two cases, when p = 1 mod 4 and p = 3 mod 4. Let us
start with the second. In this case z(P~1/2 = gz2(°=3)/4) = 24(P—3)/4 Thus
zP=1/2 _ 1 = 2q(=3)/%* _ 1 and it is easy to check that

22 —a = (za® 3t = 1)(za®PTV/1 4 q)

which implies that we get a solution z = a3~?)/4 = (since a(P~1)/2 = 1) oP+1/4,
That the solutions is correct can be verified directly since

(aPHD)/02 — q(P=1)/2 — ¢

and we state this as a theorem.

Theorem 7.5. It is possible to extract square-roots mod p where p is a prime
which is 8 mod 4 in deterministic time O((logp)3) (counted as bit operations).

Example 7.6. Assume that p = 31 and let us extract the square root of 18. We
know from above that this number is simply 18% and thus we simply compute

188 = (324)' =147 = (196)2 =102 =7
and in fact 7> = 49 = 18. The other square root of 18 is of course —7 = 24.
Now let us turn to the case when p = 1 mod 4. Then
2(P=1)/2 — 22((p—1)/4) — ,(p—1)/4
This is just a constant (in fact either 1 or-1) and this implies that GC' D (z®~1)/2—
1,22 — a) is never a nontrivial factor. Thus in this case we have to try another
h(z). It turns out that in the case p = 1 mod 4, there is no known algorithm

for extracting square roots that run in deterministic polynomial time. We have
to resort to the general procedure of picking a random h.

Theorem 7.7. It is possible to extract square-roots modulo p where p =1 mod
4 in probabilistic time O((logp)3) (counted as bit operations). The answer is
always correct.
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Example 7.8. Let us extract the square root of 23 modulo 29. We do this by
computing picking h(z) = x + 1 and computing h'(x) = h(z)** mod 22 — 23

h(z)? = 2°+20+1=2x+24

h(z)® = (z+1)(2x+ 24) = 22? + 262 + 24 = 26z + 12
h(z)® = (262 +12)% = 6762% + 624z + 144 = 152+ 3
h(z)" = (z+1)(15x+3) = 152° + 18z + 3 = 18z
h(z)'* = (187)% = 3242 =28

and thus we do not get an nontrivial factor for this choice of h. We instead set
h(z) = x + 2 getting

h(z)? = 2°+4ox+4=4x+27

h(z)? = (v+2)(4r+27) =42> + 350+ 54 =6z + 1

h(z)8 = (6241)* =362 +122+1 =122+ 17

h(z)” = (z+1)(122 +17) = 122 + 412 + 34 = 122+ 20
h(z)'* (122 + 20)* = 1442” + 480z + 400 = 16.

In this case ged(16x — 1,2% — 23) is simply 16z — 1, or by multiplying by the
constant 20, x — 20 and thus we have that one square root of 23 is 20, the other
square root being —20 = 9.

Thus we have a big difference for extracting square roots depending on p
modulo 4. If one thinks about it for a while it turns out that the reason for the
difference is —1 is a quadratic non-residue modulo p iff p = 3 mod 4, and —1 is
exactly the factor we need to multiply one square root by to get the other. We
invite the interested reader to clarify this remark.

An even bigger difference is given by extracting square roots modulo com-
posite numbers. This in fact turns out to be as hard as factoring. To see this,
note that some of our factoring algorithms depended on our ability to find x and
y such that x # 4y and 22 = y2. If we could extract square roots then such a
pair could be constructed by simple picking a random z computing a = 2% and
then extracting the square root of a. This would give an y that always satisfies
y? = 22 and it is not hard to see that y # £z with probability as least 1/2.

Conversely, if we can factor we can also extract square roots. This follows
from the fact that we can extra square roots modulo the prime factors and then
combine the results by efficient Chinese remaindering.



Chapter 8

Factoring polynomials over
integers

We now turn to the factorization of ordinary integer polynomials. using ordinary
arithmetic. We are thus given g(z) = > g;z%, where g; € Z. To begin with
we have to consider which domain to allow for the coefficients. The most general
domain would be the complex numbers but this is simply root-finding since

n

g(@) = [ — )

i=1
where x; are the roots to g(z) = 0. Root-finding is an important problem but
we do not discuss it here. Since g is a real polynomial the roots comes as real
roots and pairs of conjugated roots and thus the factorization of g over the real
numbers is given by

I (=) 11 (z —z:)(x — Ty)

x; real (x;,%;) conjugate pair

since (z — z;)(xz — T;) is a real polynomial of degree 2. Thus the interesting
domain for factorization of polynomials with integer coeflicients is the domain
of rational numbers. We can clearly assume that the gcd of the coefficients of
g is 1 since otherwise we can simply divide all coefficients by their common
ged. Furthermore, if the factorization of g is hiho then, by multiplying h; by
suitable rational number and dividing he by the same number, we can assume
that also h; have integer coefficients with ged 1. In this situation it turns out
(see Lemma 8.1 below) that hs also has integer coefficients and in fact we need
not leave the domain of integers.

Lemma 8.1. Let g and hy be integer polynomials such that the greatest common
divisor of the coefficients of either polynomial is 1. Then if g(x) = hi(x)ha(x)
where ha(z) is a polynomial with rational coefficients, the coefficients of ho are
in fact integral.

Proof. For contradiction, assume he does not have integer coefficients and that
the least common denominator of the coefficients in hs is M. Let p be a prime
factor in M and consider the following equation.

M- g(z) = hi(x) - Mhy(z)

59
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Mhs(x) is an integer polynomial. If we look at this equation modulo p, Mg(x) =
0, but hq(z) £ 0 since the greatest common divisor of the coefficients of hy is 1.
This also applies for Mhs, so we have reached a contradiction. Here, we need
the fact that the product of two nonzero polynomials modulo p is a nonzero
polynomial. This can be seen by considering the leading terms in the three
polynomials. O

Another question is how large the coefficients of hy and hs can be. They can
be considerably larger than the coefficients in g! We can estimate how large the
coefficients of a polynomial can be in terms of the size of the complex roots of the
polynomial. Let M = max{|go|,...,|gn|} and write g as g(z) = g, [[}—, (x —x;)
where x; is the complex roots of g(x) = 0.

Let us first estimate the magnitude of the roots.

Lemma 8.2. |z;| < 2M/|gn|

Proof. Assume that |z| > 2M/|g,| and we want to prove that g(z) is nonzero.
The idea is that in this case g,z" is the dominant term and cannot be cancelled.

n n—1 n—1
g(@)| = D> gix’| = |gna" = > gia’| = |gnlla™| = MY ||’
1=0 1=0 =0

The sum in the last term is a geometric series with quotient > 2 and hence the
sum is at most twice the last term. Therefore,

n—1
lgallz”™| = MY |z|" > |galla™] = 2M|2[" " > [2]" 7 (|gnll2| — 2M) > 0
i=0
and since we had strict inequality in one of the steps g(z) is nonzero. O

We can use this estimate to give an upper bound on the sizes of the coef-
ficients of the factors of g. Let hy(z) = hi**@[],cq(® — x;) where h}**? is the
leading coefficient in hy and S is the set of roots of g that also solve hj(x) = 0.
We know that h?? divides g,, so |h'¢*| < |gy|.

If h1 has degree m then the coefficient for degree i is bounded by

plead (T) (%)m_i < |gn] -2 - (%)m < (4M)™ < (AM)™.

|gn |9l
Thus we have proved the following lemma.

Lemma 8.3. Let g be an integer polynomial of degree n such that any coefficient
1s bounded by M in absolute value. Then any integer factor h of g has coefficients
bounded by (4M)™.

After these preliminaries, let us now turn to the actual problem of factoriza-
tion. Since we already know how to factor in finite fields and any factorization
over the integers immediately gives a factorization modulo p, for any p, it is
natural to try to use these factorization in some way. One idea would be to
factor modulo the upper bound we have. In other words, to do the factorization
modulo a prime p > (4M)™ and then test if the factorization actually comes
from a factorization over the integers. If we would obtain a factorization modulo
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p with only two factors then we are done since we just check if this is actually a
factorization over the integers® and if this is not the case then g is irreducible.

If ¢ is the product of many factors modulo p, say even that g splits into
linear factors g(z) = [];_; gi(x) mod p then we are in trouble. The problem
being that a factor of the integers might be a product of many factors modulo
p and thus we need to try the possible factors h(x) = [],c g ¢i(x) mod p for any
subset S and in the worst case there are 2" possible S. If this happens we could
simply try a different p and hope for fewer factors. This approach does work
well for a random polynomial and it is the approach we would recommend in
practice. There are bad examples, however, with many factors modulo p for
any p but no factors over the integers and to be theoretically accurate we now
turn to an algorithm that works in polynomial time for all polynomials. It is
probably a bit slow in practice.

8.1 The algorithm

A high level description of our algorithm is as follows.

1. Find factors g(z) = hi(x)ha(z) modulo p* for some p and k. Think of p
as small and k as large. Here hy is an irreducible polynomial and hs is
“the rest”.

2. Find a polynomial h(x) = hi(z)z(z) mod p* where deg(h) < deg(g). The
coefficients of h should be small, say less than M;.

3. Compute gcd(g(x), h(x)).

We want the ged to be non-trivial and a simple condition for this property is
useful. Assume that deg(f) = n and deg(g) = m.

Lemma 8.4. gcd(f(x),g(x)) is non-trivial if and only if there is a non-trivial
solution to f(x)hi(x) + g(z)ha(x) = 0 with deg(h1) < m and deg(hs2) < n.

Proof. Say gcd(f(x),g(z)) = d(z). Then hi(z) = g(z)/d(x) and ho(x) =
—f(z)/d(z) satisfy the equation. Conversely, if ged(f(z),g(x)) = 1 then ev-
ery irreducible factor in g divides hj(x) which in turn means that g(z)|hi(z).
This is a contradiction because deg(h1) < deg(g). O

The condition of Lemma 8.4 is a matter of solvability of a homogeneous linear
equation system and we can check this efficiently by looking the appropriate
matrix and its determinant. We call it the Sylvester resultant.

IWe are actually cheating slightly since in the modulo p factorization we only know the
factors upto an arbitrary constant multiplier and we need to find this multiplier. This is not
difficult in practice, but we omit the discussion how this is done.
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8.1.1 The Sylvester resultant

Define the matrix S as

CHAPTER 8. FACTORING POLYNOMIALS OVER INTEGERS

fo fi fe facr fu O 0
0 fO fl fn72 fnfl fn 0
0 0 0 fo i fe In
go g1 92 Im 0 0 0
0 g0 g1 9m-1 Gm O 0
0 0 O go g1 g2 9m
n + m elements
What we want to check is whether the system
h?
h{
: 0
| nnY 0
S o |=
hy
hsH 0
hén—l)

is solvable. The Sylvester resultant R(f,g) is defined as the determinant of S
and the system is solvable by a non-trivial solution if R(f,g) = 0. So by the
above lemma, ged(f(x), g(x)) is non-trivial if and only if R(f,g) = 0 and this
applies both over the integers, modulo p and modulo p*.

Example 8.5. We are given polynomials f(x) = 1+2x+2% and g(x) = 5+22.
Does there exist polynomials hi(z) = h{ 4+ hiz and ho(z) = hY + hiz + h3x?

such that hy(z)f(x) + he(x)g(z) = 07 We get the linear system
1 05 00 hY
2105 0 hi
02105 Ry | =0
100 10 h}
01 001 h3
which is solvable if
1 2 0 1 0
01 2 01
R(f,g)=|5 0 1 0 0|=0
05010
005 01

In this case, R(f,g) = 46 and the system has therefore no solution except the
zero vector. It does have a solution modulo 23 where we can set hy(x) =15 —x
and ha(z) = —3 + 8z + 22.
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We can now see that the outlined algorithm should work, because with hq ()
dividing both h(z) and g(z) modulo p¥, the Sylvester resultant equals 0 modulo
p¥ since ged(h(z),g(z)) modulo p* is non-trivial. We want that R(h,g) =
0 mod p* together with the fact the coefficients of h are small would imply that
R(h,g) = 0 over the integers. This is in fact not hard to achieve and we state

it as a lemma.

Lemma 8.6. Let hi be an integer polynomial of degree m with coefficients
bounded by M, and let g be an integer polynomial of degree n with coefficients
bounded by M. If gcd(hy,g) is nontrivial modulo p* then, provided p* > (n +
m)IM™M7, ged(hy, g) is nontrivial also over the integers.

Proof. Look at R(hy,g). This number is 0 modulo p* and we need to prove that
it is 0 also over the integers since this is equivalent with the conclusion of the
lemma. Now R(hi,g) is a determinant of size n +m and the first m rows have
elements bounded by M while the last n rows have elements bounded by Mj.
The expansion defining the determinant contains (m + n)! terms where each is
a product of (n + m) factors, one from each row. Thus

[R(h1,9)| < (n+m)!M™ M

and thus by the condition on the size of p* and the fact that it is 0 modulo p*
we can conclude that it is 0 over the integers. O

8.1.2 Finding a factorization of g(r) modulo p*

The first task in the algorithm is to find factors hi(z) and hs(z) such that
g(z) = hi(z)h2(x) modulo some p¥. We can proceed as follows.

(i) Choose p such that g(x) is square free modulo p.
(7i) Factor g(z) modulo p.
(i7i) For i :=1 to k — 1, “lift” the factorization modulo p* to modulo p***.

We know from the last chapter how to do item (é¢). ITtem (4i7) is simplified by
having g(z) square free, which explains why we do item (7). Having g(x) square
free is equivalent to ged(g,g’) being trivial, which in it’s turn is equivalent to
R(g,g’) # 0, so we want to choose a p that does not divide R(g,g’). We can use
the fact that R(g,g’) < M?"(2n)! to find such a prime number. If the resultant
would be divisible by every prime up to some x, then R(g,¢’) would be in the
order of e?, so there must be a p < log(M?"(2n)!) = 2nlog M + 2nlogn we can
use, and we can find it by simply computing the resultant over the integers and
then trying all small primes. Note that we can assume g(z) to be square free
over the integers, because if that was not the case, we can easily get a factor of
g(z) by computing gcd(g, g').

The task (#i7) can be done with a procedure called Hensel lifting. We have
g(z) = hgl) (m)hg) (x) modulo p* and want g(z) = h:(lzﬂ)(m)hgﬂ)(x) modulo
Pt Try B (@) = b (2) + pih (z) and RSV (2) = hS) (@) + pih(z). Then

RETD (@)h$HY (2) = b ()RS (@) 488 (2)p By (@) +S) (2)p* By (2)+p% 1y () By ()
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would hopefully equal g(x) modulo p'™t. This can be written as the equation

p'g () = b (@)p Ry (x) + hS” (2)p' ) (x) mod p'+!

if we let pig’(z) = g(z) — hgi) (x)héz) (). Then we can divide by p’ everywhere
and get 4 4
B (@)l () + W (w)hy” () = ¢/ (@) mod p

This is a linear equation system modulo p and if it is solvable, we simply find
the solution by Gaussian elimination. It turns out that this system is always
solvable when g(x) is square free. We omit the details. There are n+2 unknowns
in k] and hf so we can fix one parameter, say the leading coeflicient of h}, and
solve.

The whole procedure of finding a factorization of g(x) modulo p* involves k
systems of linear equations modulo p of size n +1 x n + 1.

8.1.3 Finding a small polynomial with a factor in common
with g(x)

We now proceed with the second task of the algorithm, 7. e. to find a polynomial

h(z) = hi(x)z(x) modulo p*, deg(h) < n — 1, with small coefficients. The tool

here is Lovdsz’ algorithm for finding a short vector in a lattice. Given a set of
vectors (b;)!_;, the corresponding lattice is defined as all integer combinations

of these vectors i.e. all vectors of the form Z?:l ail;i,ai € Z. To use this
notation, we view our polynomials as vectors.

A polynomial f(z) = Y_1", fiz" has a corresponding vector (fo, f1, .., fm,0,0,...,0)

in an n-dimensional space. Some consequences:

vf < (0, fo, f1,...)
xnfmflf P (070,,,,,0,f0,..~,fm)

In our application, Ly, is the lattice spanned by the vectors corresponding to
2'h1,0 < i <n—m—1and pké’i, where €; are the unit vectors. The vectors
in this lattice corresponds exactly to the multiples of h modulo p*. If we can
find a short vector in Lp,, then we have found the polynomial i with small
coefficients.

Lovész’ algorithm finds a vector of length less than 2(*~1/2) in a lattice
where A is the length of the shortest vector. With input vectors of length B,
the running time is bounded by O(n®log B) arithmetic operations. The details
of that algorithm is given in Chapter 9

In our case we know that if g is not irreducible, then, by Lemma 8.3, there
is a vector of length at most \/n(4M)™ in the lattice. The length of the output
vector is thus at most 2"/2/n(4M)" < (8M)™. This output vector can be
translated into a polynomial A that is a multiple of hy, and with coefficients
bounded by (8M)". Thus if we choose p* > (n +m)IM™ M} ~ (SM)"2 we are
guaranteed that ged(g, h) is non-trivial and this greatest common divisor can of
course be calculated efficiently.

The length of the input vectors is in the order of p* ~ (8M)"2. Therefore,
the running time of Lovéasz’ algorithm, which also dominates the whole factor-
ization, comes to O(n® ~log((8M)”2)) = O(n"log M). This running time can be
improved with a more careful implementation and analysis.
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We state the last conclusion as a theorem

Theorem 8.7. It is possible to factor polynomials of degree n over the integers
with coefficients bounded by M in O(n" log M) arithmetic operations.
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Chapter 9

Lovasz’s Lattice Basis
Reduction Algorithm

Factorization of integer polynomials required a subroutine for finding a short
vector in a lattice. This subroutine is very useful and has been applied in
a number of contexts, the most publicized possibly being breaking [8, 48] a
number of the public key cryptosystems based on knapsacks. We try to give
most details of this algorithm.

9.1 Definition of lattices and some initial ideas

Given vectors 51, 52, R l;n, we wish to study all vectors in the set

L= {Zazgz ‘ a; € Z},
=1

and find one that isn’t too long. If the b; form a basis of R", L C R" is
called a lattice. We assume for simplicity that by, bo,...,b, € Z™ are linearly
independent and hence form a basis of R”.

Example 9.1. If n = 2,b; = (1,0),b = (0,1), then L = {(a,b) | a,b € Z},
which is the set of all integral points in the plane.

Example 9.2. If we instead let by = (2,0), then L is all integral points whose
first coordinate is even.

Example 9.3. If we let by = (1,2) and by = (—1,3) then L consists of all
integral points such that the inner product with the vector (3,1) is divisible by
5. Note that the two vectors by = (0,5) and by = (1,2) span the same lattice.

Thus a lattice may have many bases and a major problem is choosing the
“best” basis. Let us give a more elaborate example illustrating this point.

Example 9.4. Let n = 2,by = (421,114) and by = (469,127). Now suppose
we change this basis by keeping by but changing by to by = by — by = (48,13).

67
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Clearly we generate the same lattice this way but the new basis is better in that
at least one of the vectors is shorter. We can continue this process. Set

-,

by = by — 9by = (—11,-3)

_

now b} and b}, is an even better basis. We can continue setting

1)
;0)
1)
with each pair generating the same lattice. Thus in other words the basis

(421,114), (469, 127) generates the same points as the simpler-looking (1,0), (0, 1)
i.e. all integral points.

by — by +4b) = (4
b — b 430y = (1
by by —4b = (0

Let us give some general facts about lattices. With a basis (gi)?:l we as-
sociate a matrix B which has b; as its i’th row. Since we assume that (l;z)?:l
are linearly independent over the rational numbers the determinant of B is
nonzero. For any other basis we get a similar matrix B’ and they span the
same lattice if for some integer matrices M and M’ we have that B = M B’
and B’ = M'B. Clearly in such a case M’ = M ~! and since we are considering
integral matrices the determinants of M and M’ are both 1. This implies that
|det(B)| = |det(B’)| and thus this number is independent of the chosen basis.
This number is simply called the determinant of the lattice and is thus defined
by

by

by
det(L) = | det . |

—

bn

for any basis (b;))"_,. Since a determinant is equal to the volume of the par-
allelepiped spanned by the row vectors, the determinant of a lattice is in fact
equal to the volume of the fundamental domain of the lattice. It is hence also
the reciprocal of the “density” of L, where density is the number of points per
volume in large spheres. Also, from this characterization it follows that this
number does not depend on the particular choice of basis. In Example 9.3 we
have that the determinant is

and thus we expect it to contain a fifth of all points, which is clearly seen from
the other definition of the same lattice (i. e. the definition that the inner product
with (3,1) should be divisible by 5). On the other hand, in Example 9.4

‘ 421 114

469 127 ‘::1'

Since the only integer lattice of density 1 is given by all integral points we can
conclude, without doing any further calculations, that these vectors span all
integral points.
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We now turn to the general problem of finding a good basis for a lattice.
The only change of basis that we use is to replace some bi by b — > ki a]b for
some integers a;. These changes preserve the lattice. Let us first look at the
case of dimension 2. The experience from Example 9.4 makes the following a
natural suggestion:

GAUss(by, bo)
repeat
arrange that 51 is the shorter vector
find k& € Z such that by — kb; is of minimal
length
52 — 52 — ]4151
until £k =0
return 51, 52

Indeed, the output from GAUSS is such that 51 is the shortest vector in the
lattice and b, is roughly orthogonal to b A simple geometric argument reveals
that the angle between the output vectors is in the range 90° + 30°. We omit
the details. The reason for calling the procedure GAUSS is that in fact it was
described by Gauss in the last century.

It is far from clear how to extend the basis reduction to higher dimensions.
Before we try let us just give an small example.

Example 9.5. Now, let n=3,p=5,k=3 and h = x + 57 mod p* be param-
eters used to construct the lattice used in the polynomial factorization chapter.
Then,
h ~ (5771a0) :517
ah ~ (0,57,1) = by,
pler ~ (125,0,0) = bs

happen to form a basis for the needed lattice. After the operations

by = bs—2b = (11,—2,0),
by = by 50 = (2,11,0),
by, = by—5b =(—10,2,1)

we have 5’2 + Eg = (1,0,1) ~ 22 + 1, which certainly is a multiple of h mod p*
whose coefficients are conveniently small. Note that (xz + 57)(x — 57) = 2% +
1 mod 125.

Note the rather ad hoc nature of the reduction steps in the last example.
We are in need of a more general technique.

9.2 General Basis Reduction

To generalize the basis reduction algorithm to any dimension was a great achieve-
ment, but the basic building blocks are simple. The basic idea is more or less the
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expected. We simply use recursion and all we need is to reduce the dimension
of the problem. The latter is achieved by taking orthogonal projections. We
have to be slightly careful, however, to avoid an exponential running time.

Assume we have a basis by, b, ..., b, to reduce. Define
by = b,
I;’[ = EZ projected orthogonally to 51, el l;i_l, 2<i<n,
& = unit vector in the direction of b},
Bi = 1.

What we have done is called a Gram-Schmidt orthogonalization and in the
orthogonal basis e* the basis is as follows:

b = (61,0,...,0),
52 - (,U/12752707~~'70)7
gn = (M17L7/~‘L2n7'"au(nfl)naﬂn)'

The following lemma shows one importance of the numbers 3;.
Lemma 9.6. For any vector ¥ # 0™ such that U € L, we have ||¥]| > min} 3.

Proof. Assume that v = Z?:l aigi and then ig is the largest coordinate such
that a; # 0. The then iy’th coordinate of ¢ in the basis €; is a;,3;, and hence
~ n
11> lasy B > min 3.
O

We are now ready for the algorithm L3, so called because it first appeared
in a paper by Lenstra, Lenstra and Lovész [34]. This paper gave the first fully
proved polynomial time algorithm for factorization of integer polynomials. The
subroutine for finding a short vector in a lattice is due to Lovasz alone and
thus the name L3 is slightly misleading but also firmly established. In view of
Lemma 9.6 and the fact that we want 51 to be the short vector we output, the
key to the algorithm is to make sure that no (; is much smaller than (; which is
the length of b;. It turns out that if 57, is smaller than 7 we can interchange

b; and 5¢+1 to make (; smaller. In this way we push the small values to the
smaller indices. The algorithm is given in detail below.

Input: a basis and its orthogo-

nalization

Output: a reduced basis

(1) arrange that |u;;| < 36,
for1<i<n-1,2<j<

n
(2) if Ji: 57, S_‘%ﬂf .
(3) exchange b; and b; 1
(4) goto 1
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Before we analyze the algorithm let us just describe in detail how to do the
first step. The key is the order in which to take care of the conditions, we first
make sure that p,_1), is small by subtracting a suitable integer multiple of
gn,l from gn We then take care of pi(n—_2)(n—1) and p(,—2), by subtracting a
suitable integer multiple of l;n_z from I;n_l and En respectively. Note that this
does not change fi(,,—1),! We then take care of ji(,_3); etc. The process thus
resembles Gaussian elimination.

Our analysis has to answer two questions:

1. How good is the result, i. e. how much longer is the vector by compared
to the shortest vector on termination?

2. How many iterations are needed in the worst case and how long time does
an iteration take?

The first question is essentially answered by
Lemma 9.7. Upon termination the length of the vector by is at most 2(n=1)/2
times the length of the shortest vector in L.

Proof. The termination condition gives:

B <28 <...<2n B2

and by Lemma 9.6 we have
- n— n —
b1] =1 < 2"7 mi{l B <2 |the shortest vector in L.
=
O

To answer the second question let us first analyze the time needed for one
iteration. The most time-consuming step is to make sure that the ;; are small
which is similar to Gaussian elimination, and takes time O(n?). Next we bound
the number of iterations. Let us consider an interchange and let l_)z denote the
new value of 3; (and similarly for other quantitieb) Suppose we exchange 52
and bs. After the exchange, we have B, = |by| = the length of the part of b,
that is orthogonal to bl, but b2 = b3, SO

1 1 3
=/03 +u3;s < \/ 55% + Zﬁ% = \/;52

Now [y is the part of b, which is orthogonal to 51, by and bs. Since this set of
vectors does not change when we interchange by and b3, 34 remains unchanged
and if fact for j > 4, we have 3 = (; and since det(L) = [[;_, 8 = [[;—, 5;, it

follows that
(,7,_ ﬁ2ﬁ3 \/753

So we conclude that an exchange at i only affects 3; and (3;41, of which the
first decreases and the latter increases. Furthermore, we have lower-bounded
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their rate of change. Consider how an exchange affects the product B =
H?Zl B} ~7. The only interesting part is

BB T =B (BiBie)"
—_———
unchanged

so B decreases by the same factor as does the particular §; in each iteration.
If the longest input vector has length D, then initially, 3; < D which implies
that to begin with

n
. n(n—1)
B<[[p7=D"7",
j=1

and in the end B > 1, because

61 > 1 (length of 51)

BBz > 1 (det (( %1 > ( s )) = 733, an integer)

2
B1fe---B; = 1

BiB2 - B =det(L) > 1,

and B is the product of these numbers.

Thus we see that the number of iterations is in O(n?log D), and that the
total Tunning time of the algorithm is in O(n®log D) operations on numbers.
To complete the analysis we would need to analyze the accuracy needed during
the computations. This is rather tedious and we omit this analysis. In practice,
however, reports show that one has to be rather accurate and use at least double
precision in larger dimensions. This answers the second question and concludes
our analysis of L3. We end by stating a formal theorem.

Theorem 9.8. Given a basis of a lattice in n dimensions where each of the
basis vectors is of length at most D, then the algorithm L3 finds a vector in L
which is at most 2"=1/2 times longer than the shortest vector. The algorithm
runs in time O(n®log D) operations on numbers.



Chapter 10

Multiplication of Large
Integers

The computational problem of multiplying extremely large integers might not
seem of immediate practical use since the standard method is sufficient while the
numbers only have a few thousand digits. However, extremely large numbers
do come up in some applications and in those cases an efficient multiplication
algorithm is of vital importance. There is also another motivation of a more
philosophical nature. Multiplication is a basic operation and it is fundamental
to our understanding of efficient computation to investigate how to multiply in
the most efficient matter. With this in mind it is also curious to note that the
fastest algorithm given in these notes (taken from [47]), although it is the fastest
algorithms known, is not known to be optimal. Thus there might still be more
efficient algorithms for multiplication to be discovered!

The standard way to multiply large numbers that we all learned in grade
school uses O(n?) steps to multiply two n-bit numbers. The first algorithm
improving this bound was given by Karatsuba [29] and since it is rather simple
we present this algorithm first.

10.1 Karatsuba’s algorithm

We want to multiply the two n bit numbers  and y. Suppose that n is a power
of 2 and rewrite z and y:

z=a+ 2", y =c+2"24,
where a,b,¢,d < 2"/2. What we want to calculate is the product
zy = (a +2"2b)(c + 2"/2d) = ac + 2"/2(ad + be) + 2"bd.

Noticing that ad+bc = (a+b)(c+d) — ac — bd, it suffices to compute three n /2!
bit products: ac, bd, and (a + b)(c + d), which can be calculated by recursion.
We also need a few additions and shift operations in each recursion level. Since

IThe numbers (a + b) and (c + d) might have n/2 + 1 bits and to be exact this extra bit
should be handled separately. It does not change the analysis however and we ignore this
little complication.

73
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the latter can be done in time O(n) if we denote the number of bit operations
needed to multiply two n bit numbers by M (n), we get the following recurrence
relation.

M(n) = 3M(n/2)+ O(n).
A recurrence relation of the form M (n) = aM(n/b) + O(n®) has the solution
M (n) = O(n'°#» @) provided ¢ < log;, a we get in this case that M (n) = O(n'°823)
and since log, 3 ~ 1.58 this is considerably faster than the naive algorithm.

We state this as a theorem before we proceed to develop tools for even faster
algorithms.

Theorem 10.1. Two n-bit numbers can be multiplied using O(n'°823) bit op-
erations.

10.2 The Discrete Fourier Transform

The discrete Fourier transform is a basic building block in many algorithms.
We use it to get a fast algorithm for multiplying large numbers, but the main
application in real life is in signal processing.

10.2.1 Definition

The discrete Fourier transform ag, a1, ..., a,_1 of the sequence ag,ay,...,a,_1
is defined by

n—1
~ o 17
a; = E wa;,
i=0

where w is an n’th root of unity, i.e. , w® = 1 and w* # 1,k < n. Most of
the time w will be the complex number e2™/"  but we will also consider other
domains. The inverse of the transform is

n—1
]. 7],€A
ap = — E w Qaj.
n
J=0

We leave it to the reader to verify that this is in fact a correct inversion.
One of the reasons to use the Fourier transform is that convolution of two
sequences is transformed to pairwise multiplication in the transform domain:

c=a*b~ék=dkbk,

where convolution is defined by

a*xb= Z az—bj.

i+j=k mod n

We leave the proof of also this fact as an exercise.
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10.3 The Fast Fourier Transform

To calculate the Fourier transform in an efficient way, we use a method known
as the fast Fourier transform (FFT). To see how the FFT works, suppose that
n is a power of 2 and split the definition sum into terms with even index and
those with odd index.

n—1 n/2—1 n/2—1
dj = E w”ai = E w2kja2k + E w(%H)Jang.
=0 k=0 k=0

If we put 0 = w? then o is an n/2th root of unity and we can use if for
transforms of size n/2. We use it to transform the two sequences given by the
n/2—1
=0

odd and even terms of our original sequence. Let ()

; be the transform of
the even elements, i. e.

n/2—1
a5 = > oax
k=0
and similarly let
n/2-1
d? = Z ajkang
k=0
be the transform of the odd elements. Then by straightforward identification of
terms we have
aj=a5+w’ag, j=0,1,...,n/2—1, (10.1)
and
G =05, 0 +wa9 0, j=n/2,0/2+1,...,n—1. (10.2)

Thus we can calculate the Fourier transform with the help of a divide and
conquer strategy. By recursion we compute the transforms of the odd and even
terms and then we use (10.1) and (10.2) to complete the calculation. Since
the latter costs O(n) arithmetic operations, if we let T'(n) be the number of
operations needed for a transform of size n we get

T(n)=cn+2T(n/2)
and this solves to T'(n) = O(nlogn). Let us state this as a theorem

Theorem 10.2. When n is a power of 2, the DFT can be computed by the FFT
in O(nlogn) arithmetic operations.

10.4 Fast Multiplication

The basic idea to make a faster algorithm is to use the Fourier transform:
the main work in multiplying resembles convolution, so by using the Fourier
transform, we can multiply the numbers bitwise in the transform domain.



76 CHAPTER 10. MULTIPLICATION OF LARGE INTEGERS

10.4.1 A First Attempt

Our first attempt to make an algorithm for multiplication is the following:

Input: Two numbers a and b represented by the binary se-

quences ag, a1, - -.,0n,—1 and by, b1, ..., byp_1.

Output: The binary sequence cg, ¢1, . . ., ¢,—1 representing the
product ¢ = ab.

(1) Calculate the transforms d, b.

(2) & — arb

(3) Compute ¢ by doing the inverse transformation.

Step 1 uses O(nlogn) exact complex multiplications. Step 2 can be calcu-
lated in O(n) operations and step 3 takes the same time as step 1.
A minor problem is that

co = agbg + a1bp—1 + asbp_2+ - --

is not really the least significant bit of the product. To get the correct answer
we have to use 2n bits, and to extend the input vectors to double length by
adding coordinates which are all set to zero. In other words we change n to 2n
by setting a,4; = bpys = 0 for 0 < i < n — 1. Another minor problem is then
that the ¢; are not the bits of the products, but rather numbers from 0 to n.
Thus we have to add these n numbers, each consisting of log n bits but this can
easily be done in time O(nlogn) and thus this is not a problem either.

What we really want is to derive a method for multiplication that is fast
measured in the number of bit operations needed. So, obviously, using exact
complex arithmetics is not desirable. There seem to be two possible solutions:

1. Use the method above, but try to limit the need of accuracy in the complex
multiplications.

2. Try to use the Fourier transform over some other domain than the complex
numbers, e. g. , over Zy for some N.

10.4.2 Use complex numbers

If we want to use the complex Fourier transform as proposed above, the number
of bits of accuracy needed turns out to be O(logn). Let us sketch why this is
sufficient. Suppose b bits of accuracy are used in representing the numbers w?
and in the calculations. If two numbers, each known with j bits of accuracy are
added or multiplied the result is known with about 7 — 1 bits of accuracy. This
implies that at the i’th level of the recursion, we have b — O(i) bits of accuracy
in the numbers. Since the recursion is logn levels deep we have b — O(logn)
bits of accuracy in then answer.

Now if a; and b; are used as individual bits we know that the answers c; are
integers which are at most n and thus 2 4+ logn bits of accuracy in the answer is
sufficient to obtain the exact answer. We conclude that b = dlogn for a suitable
constant d is sufficient and let us analyze the resulting algorithm.
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If M(n) is the number of bit operations needed to multiply two n bit num-
bers, we get
M) = cnlognM(O(logn))
= cnlognc lognloglognM (O(loglogn))
= O(n(logn)?loglogn) M (O(loglogn))
€ O(n(logn)>Te).
It turns out to be better to have every a; and b; consist of logn bits each.
We then take convolution of vectors of length n/logn, containing integers

0,1,...,n—1; and by the above reasoning O(logn) bits of accuracy still suffices
and we get.
M(n) = c(n/logn)log(n/logn)M(O(logn))
~ cnM(O(logn))
= O(nlogn)M(O(loglogn))
€ O(nlogn(loglogn)**e).

This is the best known running time upto the existence of e. We show below
how to eliminate this e¢. In practice, however, we recommend the algorithm with
complex numbers since in most applications the algorithm can be performed
with single or at most double precision and then there is no reason to worry
about recursion, and real life computers are slowed by the need to use recursion.

Example 10.3. We want to FFT multiply the integers A = 1634 and B = 9827.
ap...a7 = (4,3,6,1,0,0,0,0)

bo...br =(7,2,8,9,0,0,0,0)

We want to do a 8-dimensional FFT using the 8’th root of unity w = e>7/% =
V1/24i\/1/2. We want to perform calculations to a fized precision and we use
two decimal digits of accuracy and use the value .71 + .71i for w, and similar
values for larger powers of w. We note, however, that w?> = i and w* = —1
and hence there is no need to use approrimate values for these numbers. If we
unravel the FF'T we see that the final result is in fact explicitly given by

o = ag+w’ay  a =aj+w'a] Gy =as+w’ay  az = ag+w’ag
ag = ag +wag  as =as +wtal  ag = as+wbag  ay=as+w'ag

where (a$)?_, is the transform of the even part (4,6,0,0) and (a2)3_, is the
transform of the odd part (3, 1, 0, 0). We calculate these two transforms by
recursion using o = w? =1 as the appropriate root of unity. We start with the
even part (4,6,0,0) and again we have after expanding

ag = agt + 0% af =af +otal®  as=aft +o%as’ 4§ =ay +o'ag’,
where (a5¢, a5¢) is the transform of the even even part i.e. (4,0) and (a§°, as°)
is the transform of (6,0). Using the definition of a transform of size two with

the root of unity v = w* = —1 we have
agt = "4+ 0=4
ai* = A" d4att0=4
i’ = " 6+47-0=6
as® = At 64+4M-0=06.
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Substituting this back into the previous expressions we get

ag = 4+0%-6=10

a§ = 4+0'-6=4+6i

a5 = 4+0*-6=4—-6=-2
a5 = 4+0%-6=4—6i.

Let us now turn to the odd part, (3,1,0,0). We have, with similar notation, as
before

~0€e ~00

~O0 0 ~O0 __ roe 1~00
ag = ag + o ag ay =ay +oay

~00

where (a§°,a7¢) is the transform of the even even part i.e. (3,0) and (a§°, ag°)
is the transform of (1,0). By definition

(ag°,a3°) = (3,3)  (ag®,a9°) = (1,1)
giving
(ag,as,a3,a3) = (4,3 414,2,3 —1).

Substituting this into the first set of equations and using the approximate value
for the powers of w gives

ap = 10+4=14
a1 = 4+46i+w-(3+17)=0542+8.84¢
ay = —24w?-2=-2+2i

a3 = 4—6i+w® (3—1i)=258—3.16i
g = 10+w'4=6

a5 = 44+6i+w-(3+1i)=258+3.16i
ag = —24wb-2=-2-2

a7 = 4—6i+w’ - (3—1i)=542—8.84i

Note that the pairs (a1,a7), (Ge,d6), (G3,as) are the complex conjugates of each
other. This is no surprise since this property of getting conjugate pairs is true
for any real initial vector a. We now calculate the transformation of b in the
same way yielding the result.

b=(26,2.03+ 15.81i,—1 — 74,11.97 — 0.19i,4,11.97 + 0.19, —1 + 74, 2.03 — 15.814)

We multiply the two transforms componentwise (¢; = a; - b;) to get
¢ = (364, —128.76 + 103.644, 16 + 127, 30.28 — 38.32i, 24, 30.28 4 38.324, 16 — 127, —128.76 — 103.641).

Now do the inverse FFT on ¢ which is similar to the forward transform except
that we replace w by w™ = \/1/2 —i\/1/2. We also divide the final result by 8
obtaining

c = (27.88,28.86, 79.99, 79.32, 77.12,62.13,9.01, —0.32).
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We know that the components of ¢ are integers and hence we round them to
c=(28,29,80,79,77,62,9,0)

which in fact is the correct answer. We note in all honesty that the distance
from the final components to the nearest integers were a bit too large to be really
sure that the answers are correct. It would have been wise to redo the calculation
with 8 digits of accuracy which yields

¢ = (28.004,29.005, 80.000, 78.988, 76.995, 61.995, 8.999, 0.011)

which certainly looks much nicer. In any case we know that the correct product
of the two given numbers is
7
Z C; 102
i=0

but our “digits” c; are larger than 10 and hence we move the overflow to higher
index ¢; one by one giving the process

(8,31,80,79,77,62,9,0)
(8,1,83,79,77,62,9,0)
(8,1,3,87,77,62,9,0)

c = (8,1,3,7,85,62,9,0)
(8,1,3,7,5,70,9,0)
(8,1,3,7,5,0,16,0)
(8,1,3,7,5,0,6,1),

C =

C =

yielding the answer 16057318. If we keep track of constants we see that the cost
to multiply two n digit numbers is something like 6nlogn complex multiplica-
tions. The traditional method requires n® multiplications of individual digits and
a few additions. Since 6nlogn is larger than n? for small n the benefit is not
visible in such a small example as n = 8. However, as n gets large the situation
changes drastically.

10.4.3 Making calculations in Zy

This time we do the transform in the ring Zy instead. We require that n = 2.
First let B = 2L%/2] and [ = n/B. We let the input vectors a and b be of length
B containing integers 0, 1,...,2" — 1. Calculations are to be performed modulo
N = 2% 1 1. This gives the algorithm for integer multiplication with the best
known asymptotic running time. It is called the Schonhage-Strassen algorithm
after its inventors.

The number 24/ is a Bth unit root since (24/8)8 = 24 = (2212 = (-1)2 =
1 mod 22! + 1. Thus since this is the only property we need of w, w = 24/8 ig
a valid choice.

We represent a number modulo 2% + 1 by 2[ bits. We use that 222 + ¢ =
y—x mod 22! + 1 so that multiplication by powers of the form 2*/5 and addition
can be done in O(l) bit operations.

Let us analyze our proposed multiplication algorithm given in Section 10.4.1.
We find that step 1 requires O(Blog B) multiplications, each of which can
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be performed in O(I) bit operations. The multiplication of the transforms in
step 2 requires BM (21) operations where M (n) denotes the number of opera-
tions needed to multiply numbers of length n. We get

M(n) = O(Blog B) + BM(2l)
= O(nlogn)+ BM(2l)
= cnlogn+ BM(2]),
where we set M(n) = M'(n)n:
nM'(n) = cnlogn+ B2IM'(2l)
M'(n) = clogn+2M'(2l)

< clogn+2M(4y/n)

< clogn + 2clogdy/n + 4M'(44/4y/n)

< clogn + clogn + 4clog(4\/4v/n) + 8M' (dn'/®).

We reach M’(1) after log logn steps; and thus the total cost is be O(nlognloglogn).
Unfortunately, the method described above needs some minor adjustments.
A few things to worry about are:

1. If the components of the result are larger than 2% the algorithm gives an
erroneous result; ¢, might be as large as B22! and we only know ¢, modulo
220 4+ 1.

2. What happens if some number becomes exactly 22/? 2[ bits are not enough
to represent such a number.

3. How do we convert the output vector to a number? Is knowledge of ¢y,
enough to calculate the product?

4. We want to determine a product. In the recursion we calculate the product
modulo 22/ + 1.

Problem 2 is a simple special case; we do not draw any further attention to
it. Problem 4 is solved by defining our basic computational problem to compute
a product of two integers modulo 2" + 1 for a given n. When computing the
product of two n-bit integers there is no harm to compute the product mod
22" 1+ 1 and thus we can simply double n on the first level of recursion.

When we multiply a and b represented by the vectors a = (ag, a1,...,a5-1)
and b = (bo, bl, ey bB—l):

B-1
a= 2”(1z
=0
and
B-1
b= 2",
i=0
we want to get the product
2B-2 B-1

ab = Z 2kt Z ab; | = Z 2kl mod 2™ + 1

k=0 i+ji=k k=0
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where

C;c = Z aibj - Z az—bj.

it+j=k i+j=k+B

To calculate ¢}, use the vectors

a’ = (ao Yay \:[12(12 e \I/Bflanl),
v = (bo Wby \I/2b2 e \I/Bflefl),
where WP = —1 (U = 22/B 4 or 16). If we use the Fourier transform to

compute the convolution of a” and b” (& = blla}), we get
A= (¢ Wy Vi, ... UBTl ).

It is now easy to calculate the sum

oo}

kl 1
2%y,

b
Il

0

in O(n) operations. This solves problem 3.
For problem 1 we know ¢}, mod 2% + 1. If we calculate ¢}, mod B we also
know ¢, mod B(2% + 1):

, _ [ xmod 2% +1
‘% =1\ ymodB

=d=Wy—2)2% +1) +z.
We can calculate ¢}, mod B as
¢, = Z abj — Z a;b; mod B.
i+j=k i+j=k+B

We have to deal with log B bit numbers, to compare with B bit numbers that
we have used until now, so this should be fairly simple. Let A; = a; mod B and
B; = b; mod B, and let

oo}

a = BgiAi,

<.
[=)

s}

8 B*B,.

?

Now calculate the product o3, which is the product of two O(B log B) bit num-
bers, for example, by using Karatsuba’s algorithm in time O((Blog B)**®%) C
o(n) operations:

2B—2 2B—2
wB= Y B Y 4B = Y B
k=0 i+i=k k=0
———
<B3

We can now calculate ¢}, mod B as v, —yk+p mod B. This takes care of all our
problems.
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10.5 Division of large integers

Let = and y be two numbers each with at most n bits. We let division be the
problem of computing an approximation of z/y with n digits accuracy, i.e. of
finding a number ¢ such that |x/y — ¢| < 27"¢q. Intuitively, most people think
of division as the most difficult arithmetical operation, but from a complex-
ity theory point of view it turns out not to be much more complicated than
multiplication.

Theorem 10.4. Let M (n) be a function such that for anyn, 2M(n) < M(2n) <
CM(n) for some constant C' and such that multiplication of two n bit integers
can be done in time M(n). Then, we can also solve division in time O(M(n)).

The technical assumption 2M(n) < M(2n) < CM(n) is very mild and is
true for any nice function that grows at least linearly and at most quadratically.

Let us now describe the algorithm. Firstly, note that it is sufficient to
compute 1/y with n (or possibly n + 1 but we do not care about such small
details) bits of accuracy. A final multiplication by z of cost M (n) would then
give the full answer. To simplify notation we divide y by a power of 2 to get
1/2 < y < 1 given by a binary expansion with at most n bits. Define o = 1
and let

Tip1 = 225 — yxf

We have the following lemma:
Lemma 10.5. We have |z;y — 1] < 272"

Proof. We proceed by induction over i. The lemma is clearly true for i = 0. For
general ¢ we have

1 — 2y =1 =22y + 22?2 = (1 — 2;9)?,
which completes the induction step. O

The lemma implies that with ¢ = 1 + logn, z; is an approximation to 1/y
within the desired accuracy. Since each iteration can be done with two multipli-
cations and one subtraction this would give an algorithm for inversion that runs
in time O(M (n)logn). To remove this unwanted factor of logn we proceed as
follows.

Since only the 27 first bits of x; are correct it seems wasteful to use n bits of
accuracy in the calculations. Let §; be y with 54 27 bits of accuracy, start with
To = 1, use the updating rule

Tip1 = 28 — Y%7
where %; is z; rounded to 5 + 2¢ bits. We claim that
11— gy <272 -12

We again prove this by induction. It is true for ¢ = 0. For the induction-step
we note that

|Ziv1Yir1 — Tin1¥i] < |Fig1¥ior — Tig1vi] + [Tiv1ys — wigaya| < 276G+
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and that, as before,
1— @iy = (1— &)
The two inequalities taken together yield

11— Fipryip| < 27372 427271 <97271/2

and the induction-step is complete.
The cost of the i'th iteration is 2M (5 + 2%) + O(2¢) and thus we get total

cost
1+logn

D> 2M(5+2°) +0(2') < O(M(n))

i=1
where we have used the assumptions on the function M. Thus we can conclude
that division is only marginally more expensive than multiplication and we have
established Theorem 10.4.

The iteration formula might look like magic when first encountered but in

fact this is not the case. Remember that Newton’s method for solving a non-
linear equation f(z) = 0 is to use iterations by the formula

()

[ (i)

If we apply this with f(z) = y — %, since f'(z) = w% we get the iterative
formula we used. The quadratic convergence is then natural since this is true
for Newton-iterations applied to smooth functions.

Titl = Ti —



84

CHAPTER 10. MULTIPLICATION OF LARGE INTEGERS



Chapter 11

Matrix multiplication

11.1 Introduction

Given two nxn matrices, A and B, we wish to examine how fast we can compute
the product AB = C. The normal method takes time O(n?®) since each entry

in C' is computed as
n
Cik = E a;,jbj K,
=1

which means that each of the n? entries in C takes time O(n) to compute.
The first algorithm to do better than this obvious bound was given by
Strassen in 1969 [52]. The idea of this algorithm is to divide each n x n matrix
into four parts of size n/2 x n/2. If we view the submatrices of size n/2 x n/2 as
single elements, the problem is reduced to computing the product of two 2 x 2
matrices, and each subproblem can be solved recursively. The basic building
block of the algorithm is therefore a computation of the product of two 2 x 2
matrices. The key to Strassen’s algorithm is to compute such a product with
7 multiplications which is one multiplication fewer than the 8 multiplications
of the standard algorithm. Let us describe Strassen’s method. We want to

compute
ain aiz \ [ bin b2
a21 99 bor b2 )

We first compute

m1 (a12 — a22)(ba1 + b22)
ma = (a1 + ag2)(bi1 + b22)
m3 = (a11 — ag1)(b11 + b12)
my = (a1 + ai2)bae
ms = ai1(bi2 — ba2)
me = aga(ba1 — b11)
my = (ag1 + a22)bi1.



86 CHAPTER 11. MATRIX MULTIPLICATION

where
ci1 = m1+mg—my+meg
Cl2 = Mmg+ms
C21 = Mg+ mry
Coog = M2 — M3+ ms— mry.

If T'(n) denotes the time this algorithm takes to multiply two n x n matrices,
we hence get the recurrence relation T'(n) = 77 (n/2) + 18n? which is solved by
T(n) € O(n'°&27) € O(n?81).

Today, the fastest known algorithm is by Coppersmith and Winograd [12]
(1987), and runs in time O(n?-37%). In these notes we describe a algorithm with
complexity O(n?57). Note, however, that these two algorithms are not practical
because of the very large constants involved.

11.2 Bilinear problems

A problem on the following form is called bilinear. Inputs: z;, ¢ € I, and y;,
j € J where I and J are index sets. Output: zx, k € K, where K is an index
set and

2k = Zci,j,k$iyj~
0,J
Example 11.1. The multiplication of two complex numbers x1+ize and y1+1iys

can be written as (y1 + ix2)(y1 + iy2) = 21 + 122 where

21 = T1Yr — T2Y2,

Zo = X1Y2 + XT2Y1.

Comparing this with the sum zj, above, we see that the coefficients c; j1 can be
written as the matriz

1 0

0o -1 )’

(Vo)

Hence these two matrices define the output in terms of a three dimensional
array. This array s called a tensor.

and c; j2 as

Multiplication of two complex numbers performed as above requires four
multiplications of real numbers. In fact we can do better. Let

Po = Zi1Y1,
P11 = X2Y2,
p2 = (x1+x2)(y1 + Y2)-

Then 21 = po — p1 and 2o = py — po — p1 and thus three multiplications are
sufficient. It can be shown (and this is one of the homework problems) that two
multiplications do not suffice.
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These facts turn out to be related to the rank of a tensor. To motivate this
concept, consider the contribution of py to the output, namely

(o0) (3" 5)
(0 5) G 5)

and for po, the contribution is
0 0 11
0 0 1 1)
Note now that the addition of these tensors gives the tensor of our problem,

that is
1 0 0 1
0 -1 1 0/

Definition 11.2. A tensor has rank 1 if ¢; jr = die; fi, for some vectors d, e
and f.

the contribution of p; is

This definition carries over to ordinary matrices, since there we have that
m; ; = a;b; for vectors a and b iff the rank is one.

Definition 11.3. The rank of a tensor C' is the least number of rank 1 tensors,
N;, such that C =3, N;.

If this definition is applied to matrices we recover the ordinary concept of
rank.

Theorem 11.4. The rank of a tensor equals the number of multiplications that
18 required to compute the underlying computational problem.

Proof. First, note that a tensor of rank 1 in a natural way corresponds to a
computation consisting of 1 multiplication. Next, there is a one-to-one cor-
respondence between the decomposition of the tensor into rank 1 tensors and
the corresponding multiplications in the computational problem. Together this
proves the theorem. O

Theorem 11.4 implies that it would be useful to be able to compute the rank
of a tensor, but while computing the rank of a matrix can be achieved quickly
by Gaussian elimination, for a tensor the problem is NP-complete [25].

As a curiosity we note that the rank of a tensor depends on the field over
which it is computed not only on the domain of the coefficients. This is an-
other difference to rank of matrices. The example below shows that the rank is
different over R and over C.

Example 11.5. Consider the tensors

() ()
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(L) (%)

which both have rank 1. In the first case we can choose d = (1,i), e = (1,1),
and [ = (1,—1) and in the second case we have d = (1,—1), e = (1,—1),
and f = (1,7). Adding these together gives the tensor for computing complex
multiplication. Hence this tensor has rank 3 over R but rank 2 over C.

and

An alternative, but equivalent, way to view a tensor is as a collection of
matrices, M;. The rank is then the least number of rank 1 matrices, NV;, such
that each M; can be written as a on the form »_; a;N; for some scalars a;.

Example 11.6. The tensor

corresponds to

zZ1 = X1Y1 + X2Y2,

Z2 = I1Y2.

Clearly the computation of z1 and zo can be performed with 8 multiplications an
let us consider the question of using only 2 multiplications? If this is possible the
rank of the tensor must be 2, which means that the two matrices of the tensor
can be written as linear combinations of two rank 1 matrices N1 and No. We
0 1
0 0
1 matrices N and N and N1 = aN{ + bNa with a # 0 then we can replace N{
by %(Nl —bNs) giving a representation of both matrices in terms of N1 and Ns.
In this case we must have

10 0 1 1 —a
(O 1>—a<0 O>+N2:>N2—<O ; )

However, for all values of a, the rank of No is greater than 1, which implies that
the given tensor can mot be written as linear combination of only two rank 1
matrices. Hence, the rank of the given tensor is 3, and the computation of z;
and zy then must take 8 multiplications.

may suppose that N1 = ( . This follows sine if we have two other rank

Example 11.7. Consider again the tensor given in the previous example. For

any € the tensors
0 et 0 1
0 1 0 ¢ )’

1 —e! 0 0
0 0 0 0 )’
have rank 1. Adding these together yields
1 0 0 1
01 0 ¢ /)

So by making € small, we may produce a tensor arbitrarily close to the tensor
of the previous example. This calls for the following definition.

and
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Definition 11.8. The border rank of a tensor, T, is the smallest integer g,
such tensors of rank t exist arbitrarily close to T .

From Example 11.5 and 11.7 we thus have a tensor whose rank is 3 but
whose border rank is 2. For ordinary matrices the border rank is always equal
to the rank and hence for matrices border rank is not an interesting concept.

A final difference that we note is that the maximal rank of an n x n matrix
is of course n, but the exact value of the maximal rank, r, of an n x n X n tensor
is unknown. The value of r is known only up to the inequality n?/3 < r < n?/2.

11.3 Matrix multiplication and tensors

To return to the main subject of this chapter, we want to compute

T1,1 Ti1,2 Y11 Y12 o 21,1 21,2
2,1 T22 Y2,1 Y22 22,1 222

and now we may ask what tensor this corresponds to. We have, for example,
that 21,1 = ®1,1Y1,1 + ®1,2Y2,1, which can be expressed as a 4 x 4 matrix with
rows labeled T1,1, 1,2, T2,1, 2,2, and columns labeled Y1,1, Y1,25 Y2,1, Y2,2, that
is,

1 0 0 O

| 0010

1T 10 0 0 0

0 0 0O

Hence, we get the tensor
1 0 0 O 01 00 0 0 0O 0 0 0O
00 10 0 0 01 0 0 0O 0 0 0O
0 0 00O 0 0 0O 1 0 0 O 010 0 |’

0 0 0O 0 0 0O 0 010 0 0 01

where the matrices correspond to 211, 21,2, 22,1 and 23 2, respectively.
In general we have that each entry in the matrix product is

n
Zik = § Li,jYj,k-
=1

Note that this notation actually is a simplification, since we really have n
variables each of zx, r,, Ti; 4., and y;, j,, and hence we should write the bilinear
problem as

2

Rk1,ka = E Cin,ia),(41,52), (k1,k2) Lit iz Yir,j2s
11,92,71,52,k1,k2

where C(i1,i2),(j1,42),(k1,k2) = 1if 11 = k‘l, j1 = ig, and k‘Q = jg, and 0 otherwise.
For example, for 211 we get ¢(1,4,),(1,1),(1,1) = 1 whenever iz = ji, as we expect.
We find it convenient to express our tensor as the formal sum

E :xi,jyj,kvi,ka

.3,k
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that is, instead of having the variables z; , as output we introduce formal vari-
ables v; ), and move them into the sum. (As an analogy, consider a vector
(ag,a1,-..,a,—1) which can be written as a formal power series ag + a1t +-- -+
an,lt"’l.) Note that below the formal variables are called z;j, changing the
meaning of this notation.

Definition 11.9. Let T'(m,p,r) denote the tensor that corresponds to the mul-
tiplication of an m X p matriz with a p X r matriz, that is,

P T

T(m,p,r) = Z Z Z Li,jYj,kZik,

i=1 j=1 k=1

and let M (m,p,r) denote the number of multiplications that this matriz multi-
plication requires, that is, M (m,p,r) is the rank of T(m,p,r) (For our original
problem, we are hence interested in knowing the value of M(n,n,n).)

Theorem 11.10. We have that M (m,p,r) = M(p,r,m), and likewise for all
permutations of m, p, and r.

Proof. Since
m P
T(m,p,r) =Y > @i Yk,
and

m
E Tj kYk,iZj,i,

we see that T'(m, p,r) and T'(p, T, m) are equal up to a permutation of the indices
and this permutation does not change the rank. O

The proof of theorem 11.10 might seem obvious but we have in fact done
something. Try to prove with resorting to our present formalism that computing
the product of a 4 x 3 matrix and a 3 x 2 matrix requires exactly as many
multiplications as computing the product of a 3 x 4 matrix and a 4 x 2 matrix!
The idea to stop distinguishing inputs and outputs is surprisingly powerful.

1

i1,J1,k1
and 01227]-27,62, respectively, where 11 € I, j1 € J1, k1 € Ky, i2 € I3, jo € Jo,
and ko € Ko. The tensor product, Th @ T, is a tensor with index sets (i1,12) €

I x1Is, (jl,jQ) € JixJa, and (k‘l,kQ) € K1 x Ky, such that Clin,i2),(j1,52), (k1 k2) =

Definition 11.11. Let T and 15 be two tensors which can be written as c

Cit gk " Cig,garka

Theorem 11.12. For two tensors, T1 and Ty, we have that
rank(7y @ Tz) < rank(T})rank(7Tz).

Proof. Let 1 = rank(7}), that is, we have

T = TZlNi17
=1
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where each N} is a tensor of rank 1. Correspondingly, for Ty we have Ty =
Y21 N7. This means that

71 72

Ty QT = ZI:N} ®§:N; = ZZN} ® N?,
i=1 j=1

i=1 j=1

since ® is distributive over +. It is easy to check that N} © N7 is a tensor of
rank 1, and hence, the theorem follows. O

Theorem 11.13. For two tensors, T'(mi,p1,7m1) and T(ma,pa,r2), we have
that
T(m1,p1,7r1) @ T(ma,p2,r2) = T (mima, p1p2, 172).

Proof. Let
mi1  P1 1
T(mlvplvrl) = E E E Tiy,j1Y51,k1 %41,k s
i1=1j1=1 k1 =1
and
ma P2 T2
T(mz,pg,’l“g) = E E E Lig,joYjo, ko Rig, k-
io=1jo=1 ko=1
Then
T(m1’p1’r1)®T(m2’p2’r2) = § § : E :x(iliz;jljz)y(jljz,klkz)z(iliz,klkz)'

1,82 J1,J2 k1,k2

Inspection shows that this tensor is exactly T (mimq, p1pa,ri72) and the proof
is complete. O

Using the notation we have introduced, and the two theorems above, we can
state Strassen’s result as follows. Suppose n is even. Then Theorem 11.13 im-
plies that T'(n,n,n) = T(n/2,n/2,n/2)®T(2,2,2) and Theorem 11.12 says that
M(n,n,n) < M(n/2,n/2,n/2)M(2,2,2) = M(n/2,n/2,n/2)- 7. By induction
we get that if n = 2% then M (n,n,n) < 7% and this is precisely what we get by
Strassen’s algorithm.

11.4 The Complexity of Matrix Multiplication

M(n,n,n) grows like n® for some w. We are interested in the value of the
exponent w. We find and describe an algorithm that gives an upper bound on
the size of w. The exponent w corresponding to a certain algorithm is called the
efficiency of the algorithm. We need also to define the efficiency of algorithms
doing many disjoint matrix multiplications and also of algorithms doing only
approximate matrix multiplication. The key to the current algorithm is to
prove that we can convert such algorithms to exact algorithms for one matrix
multiplication without decreasing the efficiency, except by an arbitrarily small
amount.
What we try to find is thus:

w — inf log M (n,n,n)

logn
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The number of multiplications needed to multiply an m by p matrix by a p by
r matrix is denoted by M (m, p,r) and we claim that

M (m, p,r) o (mpr)*/?

which gives
log M (m, p, )

log(mpr)
To see that this defines the same number note that this second definition can
only give a smaller number since we have extended the range of the infimum.
On the other hand know we from before that M (mpr, mpr, mpr) < M(m, p,r)3
and this gives the reverse inequality.

Now it is time for the main idea of this chapter. It is to somehow try
to make more than one matrix multiplication at the same time. We need to
define also the efficiency of such an algorithm. If we compute the product of ¢
disjoint matrices, where the i’th problem is of size (m;,p;,r;), by, in total, @
multiplications, then the efficiency of that algorithm is defined to be the number
w such that

w = inf 3

t
Z(mipili)w/g = Q.
i=1
In our case we want to do two multiplications, one consisting of matrices
with elements z;; and y;r which should give the elements z;; as answer, and
similarly one with w;; and vg; giving w;; as answer. The indices are in the
intervals i € [1,m], j € [1,p] and k € [1,r]. We use the following equations.

Z(xij + ujk)(yjk + S'Ulm Z UjkYjk — EVki Z(l'z] + ujk Z TijYjk = Zik

J
> (@i + win) (s + cvki) Z UjkYjk — Tij Z Yjk + EVE) =€ Zu]kvm = cwjj

k

The first equation is done for all ¢ and &, and the second for all ¢ and j. They
represent one T'(m,p,r) and one T'(p,r,m). Since the first two terms consist of
sums of the same products in both equations, these products have only to be
evaluated once making the number of multiplications needed mpr+pr+mr+pm.
Although this is already less than 2mpr, we can do even better. Remove the
third term in the first equation. This gives only an approximative answer, but
it is done in mpr + pr + pm multiplications.

There are two problems with this approach. First, we now have only an
approximative algorithm for multiplication, and second, we can do two multi-
plications but have in the original problem only one. We next show that we can
eliminate both problems without decreasing the efficiency except by an arbi-
trarily small amount. For simplicity we treat the two problems separately from
each other, although it is possible to do them at the same time.

11.5 Exact multiplication with the approxima-
tive algorithm
We have an approximative algorithm that requires Q multiplications to compute

T(m,p,r). We convert this to an exact algorithm computing a different matrix
product without loosing too much in efficiency.
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Note that the approximative algorithm gives us a polynomial in e, P(g).
In our case above it has degree d = 1. By running the algorithm twice, with
e.g. ¢ = 1 and € = 2, we can then extrapolate the two answers to get the
required P(0). In general, if we have an approximative algorithm that gives us
a result that is a polynomial P(e) of degree d, we can run it for d + 1 different
values of € and then extrapolate to get the exact answer. This extrapolation
is only a linear combination of the individual results, P(0) = Zfill ¢iP(g;),
with fixed constants ¢; (as soon as we have fixed all €;), so it requires no extra
multiplications.

This means that if we have an approximative algorithm of degree d that re-
quires ) multiplications, we can get an exact answer in (d+ 1)@ multiplications.

So far it does not seem like a big advantage with this whole approach. We
can gain about half of the multiplications if we accept an approximative answer,
but then we have to run this twice instead to find out the real answer. However,
the point is that we can now use the approximative algorithm recursively, and
thus blow up the win in multiplications during these steps, more than we have
to pay back in repeated applications of the algorithm at the top level.

Theorem 11.14. If we have an approximative algorithm with efficiency w,
then, for any § > 0, there exists an exact algorithm with efficiency w + 4.

Proof. Suppose we have an approximative algorithm with degree d for T'(m, p,r)
that requires @) multiplications. Then we can take the s-fold product of the
algorithm on itself, i. e. , we run it recursively s levels. This yields an algorithm
(still approximative) for T'(m*,p*,r®) in Q° multiplications, with degree sd.
This means that we have an exact algorithm for T(m?® p®, r®) in (sd + 1)Q*°
multiplications, which gives the efficiency

w— 3log((sd +1)Q%) _ 3log(sd +1) + slog(Q) <3 log @
log(mspsre) s log(mpr) log(mpr)

for sufficiently large s. O

We next proceed to study how to convert an algorithm computing disjoint
matrix product to an algorithm computing only one matrix product without
loosing too much in efficiency.

11.6 Combining a number of disjoint multipli-
cations into one

Suppose we can calculate two disjoint matrix multiplications T'(m1, p1,71) and
T(ma, p2,72) together with @ multiplications. This operation can be thought
of as a tensor T'((mq,p1,71) ® T'(ma, p2,72)). If we run this recursively s levels,
we get T((my,p1,7m1) ® T(maz, pa,r2))®*, and thus with Q* multiplications we
have computed 2° matrix products. These are not of the same size, and to be
precise (%) of them have size T'(m{m3 ™", pips ™", rirs™").

Thus there are two steps involved here. First we have to deal with that
the multiplications have different size, and thereafter we must combine several
equal-size multiplications into one large matrix multiplication.

The first problem is unexpectedly simple. Of the 2¢ different sized multipli-
cations we only use those of one size. Rather than using the size that is most
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abundant, we use the size that is computationally most advantageous, . e. the
one that maximizes

S . .
(z) (map1r1)™ /3 (mapars) 6 =0W/3,

Since

u S . .
((map1r1)™/® + (mapara)*/?)* = (z) (map171)™/3 (magpary) S ~9W/3)
=0

we can always find an 4 such that

S . . 1
(z) (mlpﬂ“l)m/g(m2p27‘2)(5_z)w/3 > H—l((mlplﬁ)w/g + (m2p27‘2)w/3)s

and this is the size we choose. It is easy to see that this implies that for any
given § and for sufficiently large s, the efficiency of the algorithm has dropped
by at most §. For the special case of two disjoint matrix multiplications we have
proved the following theorem:

Theorem 11.15. If we have an exact algorithm for disjoint matriz multiplica-
tions with efficiency w, then, for any § > 0 there exist an exact algorithm with
efficiency w + § for disjoint matrix multiplication of one single size.

Proof. We need only show how to modify the proof to deal with an arbitrary
sum rather than a sum of two terms. Suppose we have an algorithm computing
t disjoint matrix multiplications and using ) multiplications. If we take an s
tensor power of this algorithm then we obtain ¢* different matrix multiplications
by @° multiplications. The number of different sizes that occur is, however, at
most s’ and hence there is one particular size that corresponds to a fraction at
least s~¢ of the “efficiency sum”. Finally, since

log(st
i 2860 _
5§—00 S
for sufficiently large s we have lost at most § in the efficiency. O

Now we can do K disjoint equal-sized matrix multiplications T'(m, p,r) with
@ multiplications. Note that the efficiency w is the efficiency per computed
matrix, Q/K = (mpr)*/3. Tt is time to see what efficiency we can achieve for
one single matrix multiplication.

Theorem 11.16. If we have an exact algorithm for disjoint matriz multiplica-
tions of the same size with efficiency w, then, for any § > 0 there exist an exact
algorithm with efficiency w4 § that computes a single matriz multiplication.

Proof. We have an algorithm which with ¢ multiplications can perform K dis-
joint matrix multiplications T'(m, p, ). If we use it recursively one level, i. e. we
try to compute T'(m?,p?, r?), we can now manage K of the @ recursive mul-
tiplications with only one call to the algorithm. This means that Q/K = L
calls (for simplicity assuming L to be an integer) suffices and since the top level
invocation of the algorithm also produces K copies, we have produced K copies
of T(m?, p?,7?) in LQ multiplications. In general, with s recursive levels we get
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K copies of T(m®,p*,7*) in QL*~! = K L® multiplications. At the top level we
can discard K — 1 copies and save only one. The efficiency is
log(KL®)  _ logK +slogL log L

= = 0
log(mspsrs) slog(mpr) — log(mpr) +

for sufficiently large s. (Note that the original algorithm here uses Q/K = L
multiplications per produced matrix, so it should say L rather than ) when
comparing the efficiency of the original algorithm with the new w.)

If Q/K is not an integer we have to proceed as follows. Let H = [Q/K] be
the smallest integer larger than QQ/K. We can then repeat the above argument
with H (simply by assuming that we did more multiplications than needed). The
loss in efficiency might be too large but this can be decreased by first taking a
t'th power of the original algorithm producing K* copies of T'(m?, pt,rt) to a
cost of Q. If Let H = [Q!/K?] and we repeat the above construction we get
efficiency

log(K'H®)  _tlogK + slog H < log L
log(mstpstrst) - stlog(mpr)  — log(mpr)

if we first chose ¢ sufficiently large to make H a sufficiently close approximation
of L and then s sufficiently large to decrease the influence of K*. O

11.7 Conclusions

The basic construction was to make two (approximative) matrix multiplications,
corresponding to T'(m, p,r) and T (p,r, m) using mpr + pr + pm multiplications.
This gives an efficiency of

log((mpr + pr 4+ pm)/2)
log(mpr)

w=3

The choice of m, p, and r that gives best efficiency ism =7, p=1andr =7
yielding
log((49+7+47)/2 log31.5
w o 3los49+7+7)/2)  log

log(49) log 49

Our constructions now yield an exact algorithm for a single matrix multipli-
cation, with efficiency arbitrarily close to 2.659 .

As already noted, the currently fastest known algorithm has an efficiency of
2.376. The best lower bound is given by the fact that M (n,n,n) > 2n? — 1 and
thus we do not even know that w > 2. Furthermore, some researchers in the
area, when forced to guess the value of w, pick the value 2.

~ 2.659.
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Chapter 12

Maximum Flow

12.1 Introduction

A network is defined as a graph with a set of vertices V', a set of edges F and
a capacity function ¢ : E — ZT. In the problem of maximum flow we have
two special vertices, the source s and the sink ¢. The problem is to find the
maximum throughput, or the maximum flow, from s to t.

There are several real applications where one encounters this problem. Some
examples are road and railway traffic, electrical and computer networks.

In order to complicate things further, there may be a cost function associated
with each edge. A secondary condition might be to minimize the cost or the
cost/throughput ratio. We her only address the basic problem.

There are often several different flows, even infinitely many, which all at-
tain the maximum value. However, we will prove later that there is always a
maximum flow with integer only values.

715 5/5
S 4 8 t
3 6

Figure 12.1: Partially filled network.

One way of finding the maximum flow is to start with some flow and increase
it. An algorithm which finds an increase to an existing flow can then be run
until no further improvement is possible. In Figure 12.1 we see a network with
capacities on each edge. The second number on each edge is the current flow
along that edge. Edges with only one number has 0 flow.

The algorithms we study require the use of the residual graph. A residual
graph is constructed from a (partially) filled network by using the same vertices
as in our original graph, and by replacing every edge with two directed edges,
pointing in opposite directions. The edges are associated with a capacity, which

97
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11/5

612 200
7 5/5
S 414 8/4 t
33 6/5
212 6/4

171
Figure 12.2: Network with increased (maximum) flow.

equals the possible flow increase in that direction. Edges in the residual graph
with zero capacity are removed. The correspond to fully used edges.

For example, consider the residual graph of the flow in Figure 12.2 displayed
in Figure 12.3.

Figure 12.3: Residual graph.

At a closer study, the graph above shows an interesting property: There is
no directed path from the source to the sink. This implies that it is impossible
to increase the flow and it seems likely that we have found a maximum flow.
This intuition is true and can be formed into of theorem.

Theorem 12.1. If there is no directed path from s to t in the residual graph,
we have a maximum flow.

Proof. Consider the residual graph again.

Figure 12.4: Residual graph divided into two sets, R and R*.

Let R be the set of vertices for which a directed path from s can be found,
and R* its complement. All edges in the original graph have maximum flow
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directed from R to R*. There is a certain flow from s to t. We make some of
observations:

1. The flow from R to R* equals the flow from s to ¢.

2. The flow from R to R* can never exceed the total capacity of all edges
(v,w) :v € Rand w € R*.

3. Since the flow from R to R* is maximized, so is the flow from s to t.

This concludes the proof. O

12.2 Naive algorithm

To find the maximum flow we start with any flow (in particular no flow at all)
and, given the residual graph, find an increase of our current flow. A naive
approach, where we try to find any directed path from s to ¢ and fill it up to
maximum capacity, runs for at most O(|V |¢may) iterations, since we increase the
flow with at least one each iteration. A path which increases the flow is called
an augmenting path. This search can be implemented as a depth-first search,
which takes O(|E|). Total elapsed time is O(|E||V |¢maz), Which is acceptable
except when ¢4, is large. This worst case scenario is possible as can be seen
in the following example.

Example 12.2. Consider the sequence of flows given in figure 12.5.

c-1 /7.<\c
.< " >. c+l I c

el .- ﬁ-

c/2 c/1

..