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Homework |l, Foundations of Cryptography 2010

Before you start:
1. This homework set is due before March 26, 10:00. This is a strict deadline.
2. Read the detailed homework-ruledhatp: //www.csc.kth.se/DD2448/kryptol0/rules|

3. Read abouB and H-points, and how these translate into grades, in the course description,
http://www.csc.kth.se/DD2448/kryptol0/course_description.pdfl

Preliminaries

Definition 1. TheDiscrete Logarithm (DL)assumption in a groug' of prime orderq states that ifg
and y are randomly chosen i, then for every polynomial time algorithi, Pr [A(g, y) = log, y] is
negligible.

Definition 2. TheDiffie-Hellman (DH)assumption in a grou@ of prime orderg with generatorg states
thatifa, b € Z, are randomly chosen, then for every polynomial time algorithrer [A(g", gb) = g“b]
is negligible.

Definition 3. The Decision Djfie-Hellman (DDH) assumption in a grougs of prime orderg with
generatorg states that iz, b, ¢ € Z, are randomly chosen, then for every polynomial time algorithm
|PrA(g gb. ) = 1] — Pr[A(g“, g°. ¢°) = 1] | is negligible.

Definition 4. TheRSAassumption states that N = pq, wherep and ¢ are randomly chosen primes
with the same number of bits,e Z;(N), andg is randomly chosen iy, then for every polynomial
time algorithmA, Pr[A(N, e, g) = f A f¢ = g mod N] is negligible.

Definition 5. The Strong RSAassumption states that N = pq, wherep and g are randomly chosen
primes with the same number of bits aands randomly chosen iZ?,, then for every polynomial time
algorithm A, Pr[A(N, g) = (e, f) A p¢ = g mod N A e > 1] is negligible.

Recall the notational conventions we discussed in class. The gvoigpfor example formally a
family G = {G,,} of groups of prime orderg, with |log, g,] = n, g = {g,} Whereg, is a generator of
G,,, andg = {g,}. Thus, above we abuse notation and remove the indesm our notation, i.e., it is
understood thatr, g andg really meanss,, g,, andg, for increasingu.

Safe Primes

A prime p is said to besafeif (p — 1)/2 is prime as well.
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Problems

1 The goal of this problem is tprovethe following implications covered in class. In other words, the
difficulty in solving this problem is not understanding that the implications hold, but to write down a
rigorousproof. Thus, in this particular problem, any handwaving give zero points. A proof consists of a
description of an#icient reduction and an analysis thereof.

la (3B) Prove that the Strong RSA assumption implies the RSA assumption.

1b  (3B) Prove that the DH assumption implies the DL assumption.

1c (3B) Prove that the DDH assumption implies the DH assumption.

2 Consider the following physical key exchange protocol between Alice and Bob.

1. Alice writes a random kek € {0, 1}" on a piece of paper, places the paper in figcpand locks
the cdfin with her hanger lock, to which only she has the key. Then she sendsftimetodob.

2. Bob locks the cffin with his own hanger lock to which only he has the key. Then he sends the
coffin back to Alice. The cffin is now locked with both locks.

3. Alice removes her own lock from the fm and sends the €fin back to Bob. The dfin is now
locked only using Bob’s lock.

4. Bob removes his lock from the ffim, and recovers the keyhidden in the cffin.
Consider next the following electronic analogon.

1. Alice chooses a joint ke and a “lock” r in {0, 1}" randomly and hands the “locked fé@”
¢ =a®rtoBob.

2. Bob chooses a “locks in {0, 1}" randomly and hands the “double-lockedft@’ ¢’ = ¢ & s to
Alice.

3. Alice “removes her lock”, ¢ = ¢’ @ r, and hands “cfiin locked only with Bob’s lock”¢” to Bob

4. Bob “removes his lock”, i.e., he computeg = ¢’ & s..

2a  (2B) Argue informally why the physical key exchange protocol is secure against a passive attacker
that does not replace theftio.

2b  (2B) Prove that the electronic analogon is insecure even against passive attackers that simply
observe the exchanged messages.

2c  (1B) Discuss the diierence is between the physical protocol and the electronic one that makes the
latter insecure.
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3 (10B) LetG, be a cyclic group of prime orderand letg and/ be randomly chosen generators@f.
In class we defined Pedersen’s hashfunctign: Z, x Z, — G, by h, 5(x, y) = g*h” and proved that it
is collision-resistant under the DL assumptiorGp

hey e (X1,..., Xi) = Hgf"

wheregy, .. ., gk are randomly chosen i@@,. Prove that for every constakf the hashfunction,, ., is
collision resistant under the DL assumptiorGip. Hint: Given a pair §, ), your DL breaking reduction
should replace two of thg; with these generators, generate the rest ofgtheith known log, g;, and

then request a collision from the collision finder.

4a  (5H) Use the prime number theorem to prove that if the RSA assumption holds, then it holds even
if we pick the prime factors in the RSA modulus to be randsafeprimes of the same bit-length
(instead ofanyprimes of the same bit-length).

4b  (5H) The proof carries over directly to tlsgrongRSA assumption.

Prove that if the strong RSA assumption with safe primes holds, then this assumption holds even
if in the problem instanceN, g), the random generatgris chosen to have ordep £ 1)(¢ — 1)/4.

5 Consider the hashfunction defined as follows. Det= pg wherep andg are randomly chosen safe
primes of the same bit-size, and febe randomly chosen iy, with order (p—1)(¢—1)/4. Then define
hng(x) = g* modN.

5a (5B) Prove that a multiple ofpg(— 1)(¢ — 1)/4 can be computed from a collision.

5b  (5B) Use this fact to prove that the hashfunction is collision-resistant under the strong RSA as-
sumption. (You may use the conclusion of ProbJém 4 even if you did not solve it.)

6 (5H) Suppose thai, : {0,1}2" — {0,1}" is a collision resistant compression function when the index
a € {0,1}" is chosen randomly, and consider the hashfunaijon{0, 1}* — {0, 1}" defined as follows
using a “hash tree”. On inputwith ¢ x n bits, 4/,

1. Finds the smallest integésuch that < 2'.
2. Formsx; = x||1/[0@ D=1 where|| denotes concatenation.

3. Note thatx consists of 2blocks ofn bits. If we hash theth and ¢ + 1)th block ofx for i =
0.2.4,...,2" —2, we get 21 blocks yy, . . .. yo-1_1, Wherey; = hq(x21, x2i41). We repeat this
hashing procedure iteratively untik= 0, in which case there is a single block which is taken to be
the output of#),.

Is ), collision resistant? If so, then prove it. If not, then describe how to find collisions.
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7 (10H) We consider elliptic curveB, ; : y? = x3 + ax + b overZs for various values of, b € Za.

7a  Which of the curves,g3s, E36.14, E3633, E710, E3542, @and E1g24 are singular?

7b  How many points are there on the curkgs;? (do not forget the point at infinity)

7c  Figure] contains thefine part, i.e., everything except the special point at infinity, of the graph of
Eg21. Print a corresponding graph for the curkigsg.

8 In this problem we develop a pseudo-random generator which is provably secure under the DDH as-
sumption. Letp = 2q + 1 be a safe prime withlog, ¢] = »n and letG, be the subgroup of quadratic
residues irz;.

8a  (5H) Suppose thatis a random element i&,. Prove that/ = min{u, p—u} modg is a randomly
distributed element iZ,, i.e., to generate a random elemenkipwe can pick a random element
uin G, and then output or p — u modulog depending on which is smallest.

8b  (5H) Suppose that’ is randomly distributed irZ, and consider” = v’ mod 2~'. Prove that
Yoy | Prlu” = s]-270| < 0(27), i.e., to generate an almost randomly distributes {)-
bit string, we can pick a randomi € Z, and keep the — ¢ least significant bits.

8c  (5H) Suppose that you are given a random seed, (), whereg € G, andx, r € Z,. Describe
a pseudo-random generator that stretches the random seed to a strindo@é 18lint: Iterate the
map f, «(r) = (g", g*") and in each iteration output some of the output and keep the rest for the
next iteration.

8d (10H) Prove the security of your pseudo-random generator under the DecidtoerHgliman
assumption inG,. (Hint: First use a hybrid argument to prove that you can stretch your seed to
sequence of pseudo-random elements jnthen convert this sequence into a bit-string using the
subproblems above.)
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9 Implement your own El Gamal cryptosystem. Your code must be written in Java, G;-pa€d it must
be packaged as follows and then emaileddgcsc.kth. se with the subjecKrypto10:P9.

1. Create a directory namedastname>_<firstname>, where<lastname> and<firstname> are

your last and first name respectively.

2. Putall your source files in the directory and add a README-file where the purpose of each source

file is briefly explained.

3. Pack the directory using some standard archiving/compressing programae.or gzip.

In this problem you may use an existing library for performing arithmetic with large integers, e.g., the
Java clasgava.math.BigInteger or the C-library GMPuww.gmplib.org. However you maynot

use the existing implementations of modular exponentiation or primality tests (you may use them for
debugging your own code though). Note that you are allowed to use existing routines for generating
strong randomness, e.g., reading froéev/urandom is allowed.

9a

9

9c

9d

(8B) Implement modular exponentiation using the square-and-multiply algorithm.
(8B) Implement either the Miller-Rabin or the Solovay-Strassen primality test.

(5B) Implement the ElI Gamal cryptosystem in the subgreypc Z, of prime orderg, where
p = kq + 1 is a randomly chosen prime akd< 10. Your implementation should have three
functions that can be called from an application in dire need of a cryptosystem:

1. A key generation algorithm that takes a single key length parameterinput and outputs
((p. g.»). (p. g x)), wherep = kg+1 is arandom prime with < 10, g is a random generator
of G4, x € Z, is a random exponent, and= g* mod p.

2. An encryption algorithm that takes a public key 4, y) and an element € G, as input and
outputs an EI Gamal ciphertext,() = (g" modp, y"m mod p), wherer € Z, is randomly
chosen.

3. A decryption algorithm that takes a secret keyg( x) and a ciphertext{, v), whereu andv
are elements i@, as input and outputs the message: vu~ mod p.

(5B) The implementation requires plaintexts@j. One way to embed an arbitrary message

m € {0,1}"" into G, is to repeatedly try to pad the message with random bits until the result
belongs taG,. More precisely, repeatedly choase {0, 1}’ until m' = m||s belongs taG,, where

| denotes concatenation. Since at least a fractj@0lof the elements iZ, belong toG, and

m’ is “fairly random” a heuristic analysis shows that an embedding is not found withitempts

with probability roughly~ (1 — 1/10)7%.

To solve this problem you must implement the embedding, which means that you must also im-
plement a method for checking if an element belongs to
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Figure 1. The graph of all #ine points ofEg,;, where. denotes a point not on the curwedenotes a singular
point on the curve, an#l denotes a non-singular point on the curve.
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