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@ Overview

Privacy - Definition

EU Directives & Basic Privacy
Principles

Privacy Issues (LBS, Social Networks,
RFID...)

Introduction to PETs, Terminology
Mix-nets



@ Warren & Brandeis 1890

“The right to be let alone”



@ Definition- Alan Westin 1967

“Privacy is the claim of individuals, groups
and institutions to determine for
themselves, when, how and to what
extent information about them iIs
communicated to others”




45 Privacy Dimensions

Informational self- K /

determination

Spatial privacy K /
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EU Data Protection Directive
95/46/EC

Objective:
= Protection of fundamental rights, freedom of individuals
= Harmonsation of privacy legislation in Europe

Scope (Art. 3): applies to the processing of personal data wholly or
partly by automatic means, and to the processing otherwise than by
automatic means of personal data which form part of a filing system.

= Personal data: any information relating to an identified or identifiable
natural person ('data subject')

Does not apply for data processing for
= defense, public/state security, criminal law enforcement
= purely private or household activity ("household exemption®)



Basic Privacy principles
implemented in EU-Directive 95/46/EC

Legitimisation by law, informed consent
(Art. 7 EU Directive)

Data minimisation and avoidance (Art. 6
Ice)

= Data must be adequate, relevant, not excessive
& anonymised as soon as possible

Purpose specification and purpose
binding (Art. 6 I b)

"Non-sensitive” data do not exist |
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&5 Example for Purpose Misuse




&P Basic privacy principles (II)

n

No processing of "special categories of

data” (Art. 8)

Transparency, rights of data subjects
= to be informed (Art.10)

= to be notified, if data have not been obtained
from the data subject (Art.11)

= Of access to data (Art.12 a)

= Of correction of incorrect data / erasure or
blocking of illegally stored data (Art.12b)

» to object to direct marketing (Art.14)




45 Basic privacy principles (11I)

Requirement of security mechanisms
(Art.17)

Sanctions (Art.24)

Restricted personal data transfer from
EU to third countries (Art. 25)



&P Basic privacy principles (IV)

Supervision (Art. 28): Supervisory authorities

= monitor compliance
= act upon complaints

= be consulted when drawing up data protection
regulations

= draw up regularly reports



in Practice

Purpose not well

Is it necessary to publish
photos to the whole world

Pl‘ivacy Pl‘inCipleS k4 (instead of having restricted

roppkirrs Skolomrade access for parents, students,
etc. )?

Samtycke till publicering av person uppgifter pa Internet
Idag #ir Internet eit verktyg for information och kommunikation. Vi i vér verksamhet vill ha
ett nyhetsflode pa varje enhets startsida for att visa aktuella bilder frdn vér vcx;ksamhet. Detta
vill vi gora pa www.karlstad.se pd varje skola/forskola. Dessa bilder ldggs ut i ett sddant
format ati det &r svart att frstora eller manipulera dem pa annat s4tt. Namn och annat som-

specified

Policy is not directly
accessible and website did
actually not exist!

" —

identifierar barnen publiceras bara om det finns ctt syfte med detta.

Dessa uppgifter anviinds enbart for registrering av samtycke i det administrativa systemet

Bamnets/elevens namn ' Personnummer
Forskola/skola ' Avdelning/kiass
Vardnadshavarens namn

Vardnadshavarens namn

Jag ﬁlléter att mitt barns foto och namn publiceras p& www.karlstad.se.
Ja D Nej D Nej, jag har inte fait nog information . D

Jag har ocks4 tagit del av informationen om hantering av personuppgifter pa
www.karlstad.se/bu/pul.

Underskrifter



EU Directive 2002/58/EC on
= privacy and electronic

/ communications

Confidentiality of communications
(Art.5):

. No interception/surveillance without the data
subject’s consent

. Protection against cookies, spyware, web-
bugs (“right to refuse”)



EU Directive 2002/58/EC on
= privacy and electronic

/ communications (cont.)

Traffic data (Art.6):

. Must be erased or made anonymous upon
completion of transmission

. Processing for billing purposes permissible

. Processing for the purposes of value added
services/marketing with the consent of the
subscriber/user



EU Directive 2002/58/EC on
2> privacy and electronic
/ communications (cont.)

Location data other than Traffic data
(Art.9):

. May only be processed when made anonymous, or
with the informed consent of the user/subscriber

. Where consent has been obtained, the user/subscriber
must still have possibility of temporarily refusing the
processing of location data

Problem: Also Location Data within Traffic Data
can be very sensitive



EU Directive 2002/58/EC on
@ privacy and electronic
¥/ communications (cont.)

Unsolicited communications (Art.13):

Opt-in system for electronic mail for direct
marketing (so-called “spam”)

Problem: US American CAN-SPAM Act of 2003
requires only Opt-out system, no SPAM
legislation in most countries



Data Retention according to EU
> Directives 2002/58/EC and
72006/24/EC

Art.15 of EU-Directive 2002/58/EC:

= allows member states to adopt laws for data retention for
safeguarding security, defence, law enforcement

Data Retention Directive 2006/24/EC:

= Requires telco companies to retain traffic and location data for 6-24
months

Problems/Questions:
Appropriate ?

= Threat to online privacy: Traffic data contains mainly "fingerprints”
of non-criminal users

= Criminals find ways "around”

Will anonymisation service providers be forced to collect
more data than they would normally collect ?



New e-Privacy Directive,
gz, 2009/136/EC amending Directive
‘*@: 2002/58/EC

Enacted on 18 Dec 2009, to be
implemented by June 2011

Main changes:
= Privacy Breach Notification

= Requirement to implement a security
nolicy, adopt measures to restrict access to
nersonal data, and to protect against data
oreaches

= More strict SPAM legislation
= Consent for the placement of cookies




Newly proposed EU Data

: Protection Rules
SData Protection Regulation proposed 25 January 2012)

Single set of data protection rules, valid across the EU, and
if data are processed abroad by companies active in the EU
market. One DPA in charge.

"Right to be forgotten”
Right to "data portability”

Easier exercising of data subject rights (electronically, in
relation to all recipients)

Explicitly given consent, more transparency of data
handling, easy-to-understand policies

Increased accountability, privacy breach notification, higher
penalites (up to 2% of global annual turnover)

Privacy impact assessment (PIA)
Privacy by Design (PbD), Privacy by Default




Location-based Services (LBS)
Ambient Intelligence, RFID...
Cloud Computing

Social Networks @
Smart Grids

Video Surveillance
=
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Unsolicited tracking of user’s
position, movements

Unsolicited Profiling

Disclosure of the user’s
current context
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Smart Grids

Intelligente Stromnetze GREENPEACE

Die Zukunftsvision: ein Netzwerk integrierter Mini-
nelze, das sich selbst kontrolliert und repariert.

Stérung im Netz

Isoliertes
Minineiz

Zentrales
Kraftwerk

Windpark || |

Picture source: Wikipedia
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Smart Metering — Privacy Risks

Each electrical
appliance has its
own fingerprint
Provides information
about when
someone is at home,
cooks, watches TV,
takes a shower, etc.

< Allows real-time

surveillance

Of interest for
burglars, insurance

n—Jéempanies, law

enforcement,...



The RFID consumer privacy
<> problem

Wig

Here’s Replacement hip model #4456
medical part #459382 T (cheap
Mr. Jones @5 polyester

in 2020...

Das Kapital and
Communist-
party handbook

1500 Euros

in wallet

Serial numbers:
597387,389473

30 items
of lingerie

Source:Ari Juels, RSA Laboratories



Wig
serial #A817TS8

Mr. Jones pays with a credit card; his RFID tags now linked to
his identity

Mr. Jones attends a political rally; law enforcement scans his
RFID tags

Mr. Jones wins Turing Award; physically tracked by paparazzi
via RFID



) Networks

Facebook ager dig

"Det ar ett slavkontrakt"

s mtliga 400 000 svenskar som FACEBOOK AGER
registre t sig pa F b ok h
skrivit 0 rattighe t atills e Dina mejl
bild h h mI ghete pﬁ de t ¢ Dina bilder
k ska foretage t for all Dina intress
ev|ghet_ . Dina filmer
¢ Dina
kontaktuppgift

De har sjalva godkant detta i ett 13-
cidiar anfFralb+

= Privacy Risks of Social

Intimate personal
details about social
contacts, personal
life, etc.

The Internet never
forgets completely....

Not only accessible
by "friends”







nish, sk P —
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Politikers identitet . 5990
T k' jorkJite
stals pa Facebook r‘.’é’ s
Findus. 400 g. .
KARLSTAD: "Plumpt och dumt" :z:zzjfc::sghill 25:" Firsk Entrecéte
SVERIGE

Karlstadspolitikerna Robert Warholm (FP) och Lill Nilsson (V) har M AXI Ibit
fatt sina identiteter kapade pa Facebook.
— I sitt eget namn kan skamta hur mycket man vill om mig. Men att

gora det i mitt namn ar att ga dver gransen, sager Robert Warholm.

*Anders Knape hade inga trosor pa sig i dag”. Det &r
det senaste inldgget pa vad man skulle kunna tro &r
kultur- och fritidsnamndens vice ordférande Robert
Warholms personliga fansida pa Facebook. Iandra
inldgg som har gjorts pa sidan den senaste manaden Robert Warholms personiiga X/ Lo KN LIRS O Smetot] LT
foresprakar den pastadde Robert Warholm bland annat fansida? Nej, sidan &r en BRI SR :
9 OBt Wartolm 43¢ DA %08 g8 Taor 3l 3¢ e

ocksa barnaga. bluff.
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Robort Warholm 4. oo b

Men sidan ar en bluff. Den verklige Robert Warholm
har anmailt det hela till Facebook, och aven till
Folkpartiets sakerhetsansvarige.

- Det @rKlart att det inte &r bra att folk gar in och stjél
andras identiteter. Samtidigt ar det ju politiker som
sticker ut som riskerar sadana har saker, s man far
nastan ta det som en komplimang. Men naturligtvis
ska det inte vara pa det har viset, sdger Robert

Done €D Internet f3 v ®100% ~

vanta nu ett tag, varforska T
gﬁg;gha ntverkare vi alltid kolla bak3t i tiden nér  Blogg

vi pratar om Degerfors? L3s

SR o
Warholm till NWT. I DAG: 09:00 mer Chatte
Kultur- qch_fritidsnémndens ordféra_nde Lill Nilsson Samforstand ar SRS Chef-
har ocksa fatt sin identitet kapad. Nagon har skapaten pa vag att nas =~ - 7 redaktor'
faleke nrofilcida ;] z orldion 1311 L .
.\a_.l.h pxo;ﬂ_:ida} hennes n}‘_';\nm..'Den:gx Kliga L‘I‘d 1 DAG: 03:00 =3 Dalsland
Nilss g < sa allvarl raffade. 3 g .

ilsson tar dock inte sa allvarligt pa det intra _a e Newport nista : S
—Jag tvcker att det ar ganska oférargligt an sa lange, R°"F" Warhalm och ny, tuff
O e e e e Tl e R E. b A ad: T o oy e B - SN SO (Fp/' [FOI‘S{O?'B_ nfmaninag Deaerfores



Privacy Risks of Social Networks
— Social Network Analysis

N Social Network
Analysis/Profiling by:

eEmployers

eSchools/Universities

| it Blmannm it 1 L il TR AAT i bmnmrmimm | e maem

Iﬂ!ﬂ!lI!rll-_______.-------------------------

BC €alBd  Hacking and Social Networks

VWhen people talk about hacking and social networks, they're not referring to the commo .Insu rances
hacking, which is using malicious code or backdoors in computer networks to damage s
. proprietary infarmation. Hacking into social networks requires very little technical skill. It OHaCkerS

eTax authorities

el aw Enforcement

REFUBLISH

! DEF psychological game - using information on personal profiles to win a complete stranger's
I This second type of hacking is called social engineering. Social engineering uses persus
[} Ove psychological technigues to exploit the weakest link in the information security system
q SearchSecurity com]. Examples of social engineering scams could be °
Last Updat TR
1 EBC News + Calling a systems administrator posing as an angry executive who forgot his pas
| needs to access his computer immediately
| A Cuebq = Posing as a bank employee and calling a customer ta ask for his credit card nur
employe = Pretending to lose your key card and kindly asking an employee to let yvou into the office s s b
( ation on jo
| sources: SecurityFocus and SearchSecurity. com] J

”.‘hen creatmg a profile page on a social network, many people fail to consider the possible securty risks
The more perzonal and crofessional information vou include on vour cublic orofile the easier it iz for a



Art.29 Data Protection Working Party —

Opinion 5/2009 on online social networking
[

Who is the data controller?
= SNS providers @

= Users?
= No: if "household exemption” applies ©)
= Yes:

« If SNS is used beyond a purely personal/houshold activity (e.g., as a
collaboration platform for a company)

= When access to profile information extends beyond self-selected “friends”
(e.g., access is given to all SNS members) — unless exemptions apply for )

journalistic purposes
What are obligations of data controllers?
= Appropriate technical and organisational security measures
= SNS should offer privacy-friendly default settings
= Informed consent by other individual concerned
= Information to be provided by SNS
« Information about the SNS identity, purposes (Art.10 EU Directive)

= SNS users should be advised by SNS to obtain informed consent before
uploading information/pictures about others



Law alone is not sufficient for protecting
privacy in our Network Society

PETs needed for implementing Law

PETs for empowering users to exercise
their rights




@ Classifications of PETs

1. PETs for minimizing/ avoiding personal data
(-> Art. 6 I c., e. EU Directive 95/46/EC)
(providing Anonymity, Pseudonymity, Unobservability, Unlinkability)
At communication level:

Mix nets, Onion Routing, TOR giisisite,
OC et Eaedd
Crowds,...

At application level:
Anonymous Ecash idemix‘%
Private Information Retrieval
Anonymous Credentials, ...
2. PETs for the safeguarding of lawful processing
(-> Art. 17 EU Directive 95/46/EC)

e Platform for Privacy Preferences

P3P, Privacy pOIlCY Ianguages @
Encryption,...
3. Combinationof 1 & 2
Privacy-enhancing Identity Management (PRIME, PrimeLife) ﬂ:
PRIME &

Privacy and Identity Management for Europe



&3 Definitions - Anonymity

Anonymity: The state of being not
identifiable within a set of subjects (e.g. set
of senders or recipients), the anonymity set

sendsers recipienis
commumnication metwork -~
\ ———
— = — _H T [
O ™ = - mf:—_ »o
. _ 1
— - 1 MesSsages - | -
~—n o 2 oo [ S
| i -
i __I_:I _.'I-____' L |
" —_— _ -y |
=ndear ._|;:_‘;. i
I Se
scipient
gl=sg =
largest possible anon ets

Source: Pfitzmann/Hansen



@ Definitions - Unobservability

Unobservability ensures that a user may use a
resource or service without others being able to
observe that the resource or service is being

senders recipienis
communication metwork

o
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Source. Pfitzmann/Hansen



%) Definitions - Unlinkability

Unlinkability of two or more items (e.g., subjects,

messages, events):

« Within the system, from the attacker’s perspective,
these items are no more or less related after the
attacker’s observation than they were before

Unlinkability of sender and recipient (relationship

anonymity):
» It is untraceable who is communicating with whom




@ Definitions - Pseudonymity

Person pseudonym

Pseudonymity is the

use of pseudonyms / \

dsS IDS Role Relationship

Pseudonymity allows 7™ P
to provide both | _/
priva Cy prOteCtiOn Role-relationship pseudonym
and accountability l

Transaction pseudonym

Source. Pfitzmann/Hansen
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Definitions - Pseudonymity
/(cont.)

SEn- paeudo- pseudo-  reci-
ders NYTHS NS pients
commurication network
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ship
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nolder-
=hip
sender pseudomymity recipient pseudonymirty

Source: Pfitzmann/Hansen
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But now the
remailer knows
everything!

/




Mix-nets (Chaum, 1981)

Alice

.
msg

Mix 3

. > 2
\- K3

Ki: public key of Mix;, r,: random number, A;: address of Mix;

o
%i



Input Message M;

Message
DB

—
-

Ignore
,| repeated

mesSsages

—

Buffering
messages in
batch

Sufficient
messages from

many senders ?

Recode

o )

A\ 4

Reorder

*) Flecrypts MI = EKI[AI+1’ Fis MI+1] with the private key of MiXi,
ignores random number r;,
obtains address A;, 1 and encrypted M; ¢

A\ 4

Output Message
Mit1 to Mixj, g




Input Message M;

Message
DB

—
-

Prevents replay attacks

Ignore
. repeated

mesSsages

—

Buffering
messages in
a batch

Sufficient
messages from
many senders ?

Recode

o )

A\ 4

Reorder

*) Flecrypts MI = EKI[AI+1’ Fis MI+1] with the private key of MiXi,
ignores random number r;,

obtains address A;, 1 and encrypted M; ¢

A\ 4

Output Message
Mit1 to Mixj, g




Input Message M;

Message
DB

—
-

Prevents timing
correlations

Ignore
.| repeated

mesSsages

—

Buffering
messages in
batch

VSufﬁcient

messages from
many senders ?

Recode

o )

A 4

Reorder

*) Flecrypts MI = EKI[AI+1’ Fis MI+1] with the private key of MiXi,
ignores random number r;,

obtains address A;, 1 and encrypted M; ¢

A\ 4

Output Message
Mit1 to Mixj, g




Input Message M;

Message
DB

Y
-

Prevents content
correlations

Ignore
.| repeated

mesSsages

—

Buffering
messages in
batch

Sufficient
messages from
many senders ?

~=

Recode

o )

A\ 4

Reorder

*) Flecrypts MI = EKI[AI+1’ Fis MI+1] with the private key of MiXi,
ignores random number r;,

obtains address A;, 1 and encrypted M; ¢

A\ 4

Output Message
Mit1 to Mixj, g




= Why are random numbers
’needed ?

If no random number r;is used :

E KI(M’ Ai+1 ) > MIX M Mixi+l

/
Address(Mixi, ) =



—=. Why are random numbers

'needed ?

T Mix

M iXi+1




Un
«?‘0 €O
. &
¢P

~ w
o -
E2

~

Sender Anonymity with Mix-nets

Sender (Alice) chooses Mix-Sequence Mixy, ....., Mix,, Mix; 1.
Mix,,1 = recipient (Bob).

A, (i =1..n+1): address of Mix;

ki (i=1..n+1): public key of Mix
z;: random bit strings

M: message for recipient

M;: message that Mix; will receive

Sender prepares her message:

Mn+1 = Egner (M) |

Mi = Eki (Zi’ Ai+1’ Mi+1) fori=1...n
and sends M; to Mix,



= Sender Anonymity with Mix-nets
/ (cont.)

Recipient
U_,”Sender (Alice) [ Mixy 1 Mixy |~ [ Mixg (Bob)
/ —
% Eie1(21, A2 M) Eyrq1(M) @

Each Mix; decrypts:
Eyi(Zi, Ait1, Miz1) ->Ai;1: address of next Mix
Mit1 By 1(Ziv 1 Air2s Migo),
encoded message for Mix;, 1
z;: random string, to be discarded
and forwards M; . to Mixi, 4
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Sender Alice

Recipient Anonymity with Mix-nets

L
Recipient Bob chooses Mix-Sequence Mixy, ..... , Mix,
Mixg = Sender Alice.
and creates anonymous return address RA:

Rp+1 =€
RJ Ekj( J+1, J+1) forj=1..m
RA = (cp, Al, R4)

e : label of return address

Gj; symmetric key, used by Mixj to encode message on the return path
A (j =0..m): address of I\/I|xJ

k (j=1..m): public key Of|\/|IX

zJ random bit strings

Recipient Bob sends RA anonymously to Sender Alice: 6\)

Ekm(Zm, Am_l,Ekm_l(Ekl(Zl,Ao,RA) ))
RAIMixy | A Mixy b~ A Mixg, Bob




Alice has received anonymous return address RA = (¢, A1, R1)

Sender Alice replies (without knowing recipient Bob):

v

t

> Mix1

Co(M), Rl

Each Mix; receives: Cj. 1(-. CO(M) ), R
decrypts: R Ekj(
forwards: c(cJ 1(-. co(

J

Mix2

Mix3

ReC|p|ent Bob @

W)

Y

Cm(Cm 1( Co(M) )),e ((!\4

F\JJ+1) > (c;, A J+1’ j+1),

Label e indicates Bob which cg,..,c, he has to use to decrypt M



ERN i

2. Bob does not trust Alice,
sends reply anonymously to
first Mix of RA

1. Alice sends anonymously message
incl. RA to newsgroup

3. If Bob’s message includes RA:
Alice can reply through series of mixes

N

TN AT




<, Protection properties &
3@5 Attacker Model for Mix nets

Protection properties:
= Sender anonymity against recipients
= Recipient anonymity against senders
= Unlinkability of sender and recipient

Attacker may:
= Observe all communication lines
= Send own messages
= Delay messages
= Operate Mix servers (all but one...)

Attacker cannot:

= Break cryptographic operations
= Attack the user’s personal machine



Questions?



b Backup Slides

(in case that there will be time left)



Length-preserving Coding

X2\ (for preventing message tracing by
decreasing sizes)

blocks with blocks with message
Messages are sent through Mix return address R] Random bits  content
sequence Mix,, ..., MiXy, | 2 | | — |
Each message has fixed length Mil1_J12 e A I D
of b blocks. / L /.
. f Gi(Rj+1) ;
Creation of return address: G Aj+1 | |
R.+1 = [e] ([ ] = block limits)
Ry = kj_(cj/ A1 G(R41) J Rt v v ; | ] *
j=1,.,m — Zj
e: label , ¢;: symmetric keys, i1 [ o e
ki: public keys, d;: private keys cj+1(Rj+2) - .
Of Mix. decrypt with dj code with ¢j
i

Each Mix; decrypts first block ki(c;, A1) -> ¢ Ajiyy

Figure according to Pfitzmann

deletes first block, encrypts rest of M; with ¢;, inserts Z; before message blocks,

forwards M;,; to Mix ;4




<=, Length-preserving Coding
b providing Sender Anonymity

I
Recipient does not know symmetric keys c;,..,C,

-> Sender has to encrypt message with all ¢;and to
create R,

Sender creates HMC,; with (MC: message content)

Hy =Ry
MCl = Cl(CZ---(Cm(km+1(MC)))--)

Kn+1+ public key of recipient

Each Mix; decrypts message blocks with ¢



Lehgth-preserving Coding
providing Recipient Anonymity
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Sender does not know symmetric keys c;,..,C,,

Sender receives RA = (c,, Ay, Ry), encrypts MC with ¢,
and thus creates H;MC; with

H, = R4

Each Mix; encrypts message blocks with ¢,



