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Introduction

® Modeling Is Important
® verification
® test case generation

® Sometimes we have to consider a
system as a “"black-box”




Introduction

® \/Ve specifically consider
commuhnication protocols

Define rules from data format andg

transmission

® Consist of entities that interact via

message passing

® Messages: type + parameters




Protocol Example
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Protocol Example

4 )
Msg-Rec(msg, Node-ID);

ID = Node-ID

Msg-Send(msg, Own-ID, Node-ID) y

CONNECT
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Protocol Example

4 )
Msg-Rec(msg, Node-ID);

ID = Node-ID

Msg-Send(msg, Own-ID, Node-ID) y

Timeout();
Print(“timeout”, Node-ID)

- J

CONNECT

Monday, October 25, 2010



Protocol Example

-

Timeout();

Print(“timeout”, Node-ID)

J

CONNECT

4 )
Msg-Rec(msg, Node-ID);

ID = Node-ID

Msg-Send(msg, Own-ID, Node-ID) y

\_

if ID == Node-ID then

~

Msg-Rec(msg, Node-ID);

ConnectTo(Node-ID)

J
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Protocol Example

-

TimeOut();

Print(“timeout”, Node-ID)

action type parameters

J

CONNECT

ﬁ \
Msg-Rec(msg, Node-ID);
ID = Node-ID
Msg-Send(msg, Own-ID, Node-ID)
J

\_

if ID == Node-ID then

~

Msg-Rec(msg, Node-ID);

ConnectTo(Node-ID)

J
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Existing Methods Infer
Flat Models

Msg-Rec(Req, 1) /
ConnectTo(I)

Msg-Rec(Req, 1) /
Msg-Send(ack,0, 1)

Timeout() /
Print(“timeout”, |

Msg-Rec(Req,2)

ErrMsg

Time%»

Vsg

ut() /

Msg-Rec(Req,2) /
Msg-Send(ack,0,2)

Timeout() /
Print(“timeout”,

Msg-Rec(Req, 1) /

ErrMsg

Msg-Rec(Req,2) /
ConnectTo(2)
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Inferred Model of a System
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Our Contribution

Learning an understandable model of
communication protocol entities by:

(1) regular inference

for modeling

(Il) symbolic

representation
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Qutline of the talk

® (I)regular inference
® (l[)symbolic representation of Mealy machine
® valuation and Experiments

® Conclusion and future works
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Regular Inference

s used for

® verification and test generation, e.g, [J. cobleigh, D.

Giannakopoulou, and C. Pasareanu. Learning assumptions for compositional verification, 2003]

® model checking without source code [A Groce,D.Peled, and M,

Yannakakis, Adaptive model checking, ZOOZ:I

® ysed for inferring Mealy machine model of a system

I:A. Hagerer, H. Hungar, O. Niese, and B. Steffen, Model generation by moderated regular
extrapolation, ZOOZ:I
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Regular Inference

s used for

® verification and test generation, e.g, [J. cobleigh, D.

Giannakopoulou, and C. Pasareanu. Learning assumptions for compositional verification, 2003]

® model checking without source code [A Groce,D.Peled, and M,

Yannakakis, Adaptive model checking, ZOOZ:I

® ysed for inferring Mealy machine model of a system

I:A. Hagerer, H. Hungar, O. Niese, and B. Steffen, Model generation by moderated regular
extrapolation, ZOOZ:I

We use
® Angluin’s L™ algorithm, Niese 2003

® Mealy machine models
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Mealy Machine Model

® A Mealy machine is M = (3,30, Q, qo, 5, \)




Mealy Machine Model

® A Mealy machine is M = (3,30, Q, qo, 5, \)

0/A 1/C

- = »
S "




Mealy Machine Model

® A Mealy machine is M = (3,30, Q, qo, 5, \)

0/A 1/C

. 1/B
()

0/A

M = <{() 1} {A B C} {(1() (11} qo, (5 )\ >




Mealy Machine Model

® A Mealy machine is M = (3,30, Q, qo, 5, \)

0/A 1/C

0/A

M —_ <{0a 1} {A B, C} {(1()7 ql}: qo. 5 )\ >

[~

(5((107 0) — (o, ()((IO 1) — ({1
0(q1,0) = qo, O(q1,1) =@
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Mealy Machine Model

® A Mealy machine is M = (3,30, Q, qo, 5, \)

0/A 1/C

0/A

M = <{Ov 1}7 {A B, C} {(IO: (-]1}7 q0+ 0, A, >

5((10’ O) — 40, 5<(]0: 1) — {1 AMqo,0) =A,  A(qo, 1)
(5((11 0) = (o, (5((11 1) = (1 )\(([]()) _ A’ /\((1]. 1)
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Inferring a Mealy Machine

® An existing algorithm, Niese adaptation of L’




Inferring a Mealy Machine

® An existing algorithm, Niese adaptation of L’

The Flat Inferred Mealy Machine Model of
the Example

Message-Rec(Req, ) /
Connect(1)

Message-Rec(Req, ) /
Message-Send(ack,0, 1)

.

essage-Rec(Req,
ErrMsg

Timeout() /
Print("timeout”, |

Time+

ut() /
Vsg

Print(“timeout”,

Message-Rec(Req,2) /
Message-Send(ack,0,2)

Timeout() /

Message-Rec(Req, ) /

ErrMsg

Message-Rec(Req,2) /
Connect(2)
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Symbolic Mealy Machine

® States

® Action Expressions




Symbolic Mealy Machine

® States:transformed at

® control location

® state variables

® Action Expressions: reaction to input message

® for each location and each input action type
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Symbolic Mealy Machine

® States:transformed at
® control location

® same sequence of iInput/output action types leading
to them

® state variables

® record most recent value of each parameter

® Action Expressions: reaction to input message
® for each location and each input action type

® construct a decision tree from state variables & input
parameters

® transfer decision tree into a code-like syntax
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Msg-Rec(Req, 1) /
Connect(1)

State variables

Msg-Rec(Req, ) / Msg-Rec(Req,2) /
Msg-Send(ack0, ) Msg—Send(ackO 2)
oWl dEl-0
Timeout() / Timeout() /
Print("timeout”, | Print("timeout”,2)

Msg-Rec(Req,2) /
Connect(2)
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State variables
Msg-Rec(Req,| @Rec(Re@

S8 k0, 1) Msg-Send(ack,0,2)

@ G,
Timeout() / Timeout(g

Print("timeout’, | Print("timeout”,2)

Distinct input action types
Msg-Rec(parl,par2) Timeout()
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State variables

Msg-Rec(Req,| sg- Rec(Re@
S8 k0, 1) Msg-Send(ack,0,2)

@ G,
Timeout() / Timeout(ﬁ

Print("timeout’, | Print("timeout”,2)

Distinct input action types
Msg-Rec(parl,par2) Timeout()

\;\; |

State variables = {VImsg,V2msg,Vt}
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Location Construction

Msg-Rec(Req, ) / Msg-Rec(Req,2) /
Msg-Send(ack,0, 1) Msg-Send(ack,0,2)
() O
/
Timeout() / Timeout() /
Print(“timeout”, | Print(“timeout”,2)
Msg-Rec(Req, ) / Msg-Rec(Req,2) /
Connect(l) Connect(2)

LO

q0: VImsg=None,V2msg=None,Vt=None
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Location Construction

Msg-Rec(Req,|) / Msg-Rec /
Msg-Send(ac|<,O, | ) Msg-Send
(&) O
/
Timeout() / Timeout() /
Print(“timeout”, | Print(“timeout”,2)
Msg-Rec(Req, ) / Msg-Rec(Req,2) /
Connect(l) Connect(2)

Lo Ll
q2: VImsg=Req,V2msg=1|,Vt=None

q0: VIimsg=None,V2msg=None,Vt=None q3: VImsg=Req,V2msg=2,Vi=None
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Location Construction

Msg-Rec(Req, 1) /
Connect(l)

Timeout() /
Print(“timeout”, |

LO

q0: VImsg=None,V2msg=None,Vt=None

O O

Timeout() /
Print(“timeout”,2)

Msg-Rec(Req,2) /
Connect(2)

LI

q2: VImsg=Req,V2msg=1,Vt=None
q3: Vimsg=Req,V2msg=2,Vt=None
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Location Construction

O O S ©

Timeout() / Timeout() /
Print("timeout’,|) Prmt(“ﬂmeout 2)
Msg-Rec(Req, ) / Msg-Rec(Req,2) /
Connect(l) Connect(2)
LO Ll
q0: VImsg=None,V2msg=None,Vt=None q2: VImsg=Req,V2msg=1,Vt=None
q0: VImsg=None,V2msg=None,Vt=True q3: VImsg=Req,V2msg=2,Vt=None
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Location Construction

Msg-Rec(Req, 1) /
Connect(l)

LO

q0: VImsg=None,V2msg=None,Vt=None
q0: VImsg=None,V2msg=None,Vt=True

Msg-Rec(Req,2) /
Connect(2)

LI

q2: VImsg=Req,V2msg=1,Vt=None
q3: Vimsg=Req,V2msg=2,Vt=None
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Location Construction

Msg-Rec(Req, ) /
Msg-Send(ackO, )

\‘

Msg-Rec(Req, 1) /
Connect(l)

LO

q0: VImsg=None,V2msg=None,Vt=None
q0: VImsg=None,V2msg=None,Vt=True

Msg-Rec(Req,2) /
Msg-Send(ack0,2)

Msg-Rec(Req,2) /
Connect(2)

LI

q2: VImsg=Req,V2msg=1,Vt=None
q3: VImsg=Req,V2msg=2,Vt=None
q2: VImsg=Req,V2msg=1,Vt=True
q3: VIimsg=Req,V2msg=2,Vt=True
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Location Construction

(@) (@) O

Msg-Rec(Req, ) / Msg-Rec(Req,2) /
ConnectTo(l) ConnectTo(2)
LO Ll
q0: VImsg=None,V2msg=None,Vt=None q2: VImsg=Req,V2msg=1,Vt=None
q0: VImsg=None,V2msg=None,Vt=True q3: VIimsg=Req,V2msg=2,Vt=None
q2: VIimsg=Req,V2msg=1,Vt=True
q3: Vimsg=Req,V2msg=2,Vt=True

L2

q4: VIimsg=Req,V2msg=1|,Vt=None
q5: VIimsg=Req,V2msg=2,Vt=None
q4: VIimsg=Req,V2msg=1|,Vt=True
q5: VIimsg=Req,V2msg=2,Vt=True
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Location Construction

LO LI
q0: VImsg=None,V2msg=None,Vt=None q2: VImsg=Req,V2msg=1,Vt=None
q0: VImsg=None,V2msg=None,Vt=True q3: VIimsg=Req,V2msg=2,Vt=None

q2: VIimsg=Req,V2msg=1,Vt=True
q3: Vimsg=Req,V2msg=2,Vt=True

L2

q4: VIimsg=Req,V2msg=1|,Vt=None
q5: VIimsg=Req,V2msg=2,Vt=None
q4: VIimsg=Req,V2msg=1|,Vt=True
q5: VIimsg=Req,V2msg=2,Vt=True
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Action Expressions

Msg-Rec(Req, ) / Msg-Rec(Req,2) /
Msg-Send(ack,0, 1) Msg—Send(ackO 2)
Timeout() / Timeout() /
Print("timeout’, | Print("timeout”,2)
Msg-Rec(Req, ) / Msg-Rec(Req,2) /
Connect(l) Connect(2)
LO Ll
q0: VImsg=None,V2msg=None,Vt=None q2: VImsg=Req,V2msg=1,Vt=None
q0: VImsg=None,V2msg=None,Vt=True q3: VIimsg=Req,V2msg=2,Vt=None
q2: VImsg=Req,V2msg=1,Vt=True
q3: Vimsg=Req,V2msg=2,Vt=True

L2

q4: VImsg=Req,V2msg=1,Vt=None
q5: Vimsg=Req,V2msg=2,Vt=None
q4: VImsg=Req,V2msg=1,Vt=True
q5: VIimsg=Req,V2msg=2,Vt=True
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Action Expressions

LI
LO
q2: VImsg=Req,V2msg=1,Vt=None
q0: VImsg=None,V2msg=None,Vt=None q3: VImsg=Req,V2msg=2,Vt=None
q0: VImsg=None,V2msg=None,Vt=True q2: VIimsg=Req,V2msg=1,Vt=True

q3: VIimsg=Req,V2msg=2,Vt=True

L2

q4: VImsg=Req,V2msg=1,Vt=None
q5: VImsg=Req,V2msg=2,Vt=None
q4: VImsg=Req,V2msg=1,Vt=True
q5: VIimsg=Req,V2msg=2,Vt=True
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Action Expressions

LI
LO
q2: VIimsg=Req,V2msg=1,Vt=None
q3: Vimsg=Req,V2msg=2,Vt=None
q2: VIimsg=Req,V2msg=1,Vt=True
q3: VIimsg=Req,V2msg=2,Vt=True

q0: VImsg=None,V2msg=None,Vt=None
q0: VImsg=None,V2msg=None,Vt=True

Msg-Rec /
ConnectTo

L2

q4: VImsg=Req,V2msg=1,Vt=None
q5: VImsg=Req,V2msg=2,Vt=None
q4: VImsg=Req,V2msg=1,Vt=True
q5: VIimsg=Req,V2msg=2,Vt=True
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Action Expressions

LI
LO
q2: VIimsg=Req,V2msg=1,Vt=None
q3: VIimsg=Req,V2msg=2,Vt=None
q2: VIimsg=Req,V2msg=1,Vt=True
q3: VIimsg=Req,V2msg=2,Vt=True

q0: VImsg=None,V2msg=None,Vt=None
q0: VImsg=None,V2msg=None,Vt=True

Msg-Rec /
ConnectTo

L2

q4: VImsg=Req,V2msg=1,Vt=None
q5: Vimsg=Req,V2msg=2,Vt=None
q4: VImsg=Req,V2msg=1,Vt=True
q5: Vimsg=Req,V2msg=2,Vt=True

Vt ==None

Vt ==True

connectTo(l) connectTo(2) connectTo(l) connectTo(2)
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Action

Expressions

LO

q0: VImsg=None,V2msg=None,Vt=None
q0: VImsg=None,V2msg=None,Vt=True

LI

q2: VIimsg=Req,V2msg=1,Vt=None
q3: Vimsg=Req,V2msg=2,Vt=None
q2: VIimsg=Req,V2msg=1,Vt=True

in location LI
when Msg-Rec(par|,par2)
case Vt of
True:
case par| of
|
output connectlo(l);
nextloc L2;
2:
output connectlo(2);
nextloc L2;
endcase;
None:
case parl of
|
output connectTo(l);
nextloc L2;
2:
output connectTo(2);
nextloc L2;
endcase;
endcase,
Vimsg = par|;V2msg = par2;
end.

q3: Vimsg=Req,V2msg=2,Vt=True

Msg-Rec /
ConnectTo

L2

q4: VImsg=Req,V2msg=1,Vt=None
q5: Vimsg=Req,V2msg=2,Vt=None
q4: VImsg=Req,V2msg=1,Vt=True
q5: Vimsg=Req,V2msg=2,Vt=True

Vt ==None

Vt ==True

connectTo(2) NgonnectTo(l) connectTo(2)

connectTo(l)
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Action Expressions

LO

q0: VImsg=None,V2msg=None,Vt=None
q0: VImsg=None,V2msg=None,Vt=True

€

Timeout /
Print

LI

q2: VIimsg=Req,V2msg=1,Vt=None
q3: Vimsg=Req,V2msg=2,Vt=None
q2: VIimsg=Req,V2msg=1,Vt=True
q3: Vimsg=Req,V2msg=2,Vt=True

Msg-Rec/
ConnectTo

L2

q4: VImsg=Req,V2msg=1,Vt=None
q5: VImsg=Req,V2msg=2,Vt=None
q4: VImsg=Req,V2msg=1,Vt=True
q5: VImsg=Req,V2msg=2,Vt=True
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Action Expressions

Msg-Rec / LI
Lo Msg-Send
< > q2: VIimsg=Req,V2msg=1,Vt=None
q0: VImsg=None,V2msg=None,Vt=None Timeout / q3: VIimsg=Req,V2msg=2,Vt=None
q0: VIimsg=None,V2msg=None,Vt=True Print q2: Vimsg=Req,V2msg=1,Vt=True
q3: Vimsg=Req,V2msg=2,Vt=True
Msg-Rec/
ConnectTo
L2

q4: VImsg=Req,V2msg=1,Vt=None
q5: VImsg=Req,V2msg=2,Vt=None
q4: VIimsg=Req,V2msg=1,Vt=True
q5: VImsg=Req,V2msg=2,Vt=True
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Experiments

® A-MLC protocol developed by mobile arts

® | 30,000 lines of Erlang and 5,500 lines of C code
® \We used executable specification of A-MLC

® models behavior for individual client request

® |3 control states
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Executable Specification
of A-MLC

IDLE

fymu/ok

sliv/slia
psir/slia
atir/slia
sti/slia
stir/write_cache
psir/sii atir/send slia
atitfssi r—— ; psitsend slia
MAYBE UPDATED afir/send slia,send fsm
psit/send_psi
fifsi psit/send_slia,send_fsm
slir/sri & . atir/sr
ACCESS_NETPARAM B finsend psi —
s/ 8 . psitfsend slia
Peis fimutimer_stop,ati > TERMINATE MMS
LAST POS [ gt i srir/fsmTimer femr/ok psitfsend _shia,send_fsm 7 —
iffenTimer afir/slia
psir/fsmTimer surfinerstops Sarfabort TPDATED atir/send_slia,send_fsm
G et fimr/sti R
atir/fsmTimer femr/send psi
»| FORCE UPDATE S
stir/fsm psit/send_slia
atir/ok NOT_YET UPDATED fsmr/send_slia.send_fsm

atir/sti

LAST NETPARAM

stir/fsmTimer

fsmTimerr/send_psi

fenu/timer_stop,send_psi

Psirok:

fsmTimert/ati

TIMER_TRIGGERED

psirfok

WAIT_FSM _RESP

atirfok

fomr/slia

fsnu/abort send_slia

fomr/ati

WAIT POS_RESP

fom/timer stop.send slia

femu/send slia

femu/send slia

atirfok

psit/ok

stir/slia
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Task (1)

® e explored a very small set of data values
® |earnLib, efficient implementation of L*
® | /5 million membership queries In 43 hours

® the result Mealy machine has 42 states
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Mealy Machine Model

fir/ok

fmefaty fmefati/ fsmrfatifson/afi \ fome/ati fimefaty/ fmefafi/ feme/atifm/afi \fome/ati fam/atf fomr/atfsmr/wiite cache,stia S wi Sl rfafi “N\fsnuwiite cache, sl S wiite c'lclle\llﬂ itfwiite cache,slia fomriwnite cache.stia fsnw/at

fom/at fime/ati fomo/ati \fsmr/ati \fsm/af

W \q}f (q.m \\gﬂf) (ﬂi) \Rp:\[qﬁ] {W \qm) \un) q»s

| \,"/ a \J-/\M\ /\r/ N \/\L u

o\l kbl \anr\wnte_cachh i\ i ol ko \ e e \ ok okl ko \Imu i\ ache\s]m\am:sha Ak ook o /i e e / v ke ke i ke /8 s/ ik e / mu e esh /it / At ik

i Mn{ g

\Ql/‘

I ik e
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Task (Il), Symbolic Model

® or second task, we have developed a tool




Task (Il), Symbolic Model

® or second task, we have developed a tool

[20]

shrpst “siEram ¢

4 .
[2] \ sl
v )
q3] ativ'si
h |
[e%q7]
=nfsmTimer
4
(e8]
famTimenan
shosla / [29]
paxisha fsramerStop.atl - Sor'ok agrok . Spwr/abort.write_cache sha
» Y \
[ql6] [q11<ql5] _ i'shia iwnte_cache slia
) 4
‘aired 7 Soxan [al7] Spr'timerStop.wiite_cache slia
[q10. q18-g=1] |
' atrwrite_cache slia fsor fsprwrite_cache sha atriok
)
atirwnte_cachesha | [g22] aor'sha
fsnrok
' Tr .
~ > . P
B o) e
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Evaluation

® (overage

® |) control states out of |3

® )6 out of 40 edges
® Similarity

® correspondence of locations to control locations:
® Readability

® the actual code Is smaller; uses more complex
structure
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Evaluation

Coverage
® |) control states out of |3

® )6 out of 40 edges

® Similarity

10

® correspondence of locations to control locations:

® Readability

® the actual code Is smaller; uses more complex

structure
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Conclusions

® Angluin’s L" algorithm for inferring a model of
communication protocols

® |[ecarnlLib
® 4) states,| 600 non-error edges
® Heuristic for folding the model

® similar to actual protocol structure
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Future Works

® [0 investigate alternative principles for
construction locations

® | ook for some advanced ways for generating
action expressions

® code transformation

® reduce redundancies
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Questions!




