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Hash functions for hash table lookup

Bob Jenkins

A hash function for hash table lookup should be fast, and it should cause as few collisions as
possible. If you know the keys you will be hashing before you choose the hash function, it is
possible to get zero collisions -- this is called perfect hashing. Gtherwise, the best you can do is to
map an equal number of keys to each possible hash value and make sure that similar keys are not
unusually likely to map to the same value.

The standard reference for this is Knuth’s "The Art of Computer Programming”, volume 3 "Sorting
and Searching", chapter 6.4. He recommends the hash

for (hash=len; len--;}
{
hash = ((hash<<5})" (hash>>27) ) "*key++;

1
hash = hash % prime;

Unfortunately, that hash is only mediocre. The problem is the per-character mixing: it only rotates
bits, it doesn’t really mix them. Every input bit affects only 1 bit of hash until the final %. If two
input bits land on the same hash bit, they cancel each other out. Also, % can be extremely slow
(230 times slower than addition on a Sparc).

I offer you a new hash function for hash table lookup that is faster and more thorough than the one
you are using now.

Over the past two years I've built a general hash function for hash table lookup. Most of the two
dozen old hashes I’ ve replaced have had owners who wouldn’t accept a new hash unless it was a
plug-in replacement for their old hash, and was demonstrably better than the old hash.

These old hashes defined my requirements:

The keys are unaligned variable-length byte arrays.

Sometimes keys are several such arrays.

Sometimes a set of independent hash functions were required.
Average key lengths ranged from 8 bytes to 200 bytes.

Keys might be character strings, numbers, bit-arrays, or weirder things.
Table sizes could be anything, including powers of 2.

The hash must be faster than the old one.

The hash must do a good job.

Most hashes can be modeled like this:

initialize(internal state)

for (each text bleock)

{
combine (internal state, text block);
mix(internal state);

}

return postprocess (internal state);

In the new hash, mix() takes 3n of the 6n+35 instructions needed to hash n bytes. Blocks of text are
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