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1 Autoconfiguration. (35/100)

The following two IPv6 addresses were obtained by a host using stateless
autoconfiguration:

2002:82ed:deda:b:226:2dff:fef0:aa5a/64
2001:6b0:1:1de0:226:2dff:fef0:aab5a/64
fe80::226:2dff:fef0:aa5a/64

Answer the following questions:

Which are link-local addresses, and how did the host construct them? (5p)

How does the host check that a link-local address is unique? (5p)

Which are global-scope addresses, and how did the host construct them? (5p)

Which are the global prefixes that the host received via router advertisement?

(5p)

When the host communicates with an external destination, which source

address does it use? (5p)

6. Suppose the host only speaks IPv6. How does it obtain the (IPv6) address of a
DNS server using autoconfiguration? (5p)

7. Suppose the host knows the IPv6 address of a DNS resolving server, can it
now query for an IPv4 address of an external host? How? (5p)
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2 Routing. (30/100)
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Assume you are the administrator of an autonomous network with border routers
R1 and R2. R3 represents an internal router. You peer with the outside world via
RA and RB. You have two global IPv4 prefixes: 1.1.1.0/24 and 2.2.2.0/24. You
announce those prefixes globally. 3.3.3.0/24 represents an external network
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reachable via RA. 4.4.4.0/24 represents an external network reachable via RB.
You run OSPF internally. Disregard local and direct routes.

1. Which prefixes are exchanged via OSPF in routers R1-R3? That is, they
appear as OSPF routes in the routing tables of R1-R3. (6p)

2. Assume your site is a multi-homed non-transit AS. Which prefixes would
you announce to RA? Which would you announce to RB? (7p)

3. Assume your network is a transit AS. Which prefixes would you announce
to RA and RB respectively? (7p)

4. How does R3 know where to send external traffic to? That is, which
prefixes does R3 have in its routing table regarding external routes?
Indicate routing table entries (and protocol) that R3 needs. Several
solutions are possible. (10p)

3 NAT. (35/100)
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In the network above there are two hosts (H1,H2), three IPv4 address domains
(L1-L3). There are two NATP boxes (N1-N2) interconnecting the networks. The
NAT boxes dynamically establish bindings for flows (eg via TCP SYNs) going from
'left to right'. That is, the two NATs can be seen as coupled in a 'series', one after
the other.

This is actually the way 'carrier-grade NAT"' currently is being designed, that
operators use a second level of NAT. Note that the rightmost network is typically
a public network, not another private network.

a) Assume that H1 accesses a web server (port 80) in H2 via TCP using the
addresses in the figure. What are the source and destination IPv4 addresses of
the original SYN datagram on L1? Use ephemeral source port 50000
(srcaddr:port, dstaddr:port) (5p)

b) N1 establishes a dynamic address/port binding as a result of the TCP SYN sent
from H1 . Propose the dynamic binding established by N1 (do not re-use the
original port)? (address:port < address:port) (5p)

c) Which source/ destination addresses and source/destination ports does the
datagram have on L2? (srcaddr:port, dstaddr:port) (5p)

d) N2 also establishes a dynamic address/port binding as a result of the TCP SYN
from H1. What is the binding established by N2? Again do not re-use original
port. (address:port < address:port) (5p)

e) Which source and destination addresses and ports does the datagram have on
L3? (srcaddr:port, dstaddr:port) (5p)

f) For return traffic, which source and destination addresses and ports does the
datagram have on L2? That is, the TCP SYN ACK going from H2 to H1?
(srcaddr:port, dstaddr:port) (10p)
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