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Foundations of Cryptography
Rules for homework, Spring 2009

As always, the CSC Code applies to this course. Make sure you read it carefully. This document
only details the rules specific to this course.

Problem sets

There will be two traditional sets of problems. For each set you should hand in a written solution
which you later discuss with one of the instructors. You will be able to reserve a time for the oral
presentation via the course web page. Your solutions will be graded by the person with whom you
have booked a time, so, until you have reserved a time, your solution will not be graded at all.

Writing programs and solutions should be done individually

You should write down your own solution in your own words. The same rules apply to programs
you write as part of an assignment. Each student is expected to write his or her own program. Any
exceptions to these rules will be explicitly stated on your homework sets. Unless explicitly stated,
the rules for code is as follows. Code should not be handed in with the solutions but made available
electronically to the appropriate instructor. If needed, detailed instructions how to make the code
available might be supplied on the homework sets.

Collaboration in study groups

You are, however, allowed to discuss the problems in study groups of up to three students, but still each
group member writes down and hands in his or her own solution (not one solution per group and not
several copies of the same solution). On your written solution you should clearly state the members
of your study group. You cannot be a member of several study groups on the same homework set.

Deadlines and late solutions

Problem sets have a deadline which is a certain time on a certain day. For each homework set you
may hand in some problems on time and some problems late. However, for each problem set, only
one set of late solutions is accepted. After your oral presentation you may not hand in late solutions.
Late solutions must be put in Johan Håstad’s mailbox at the department, level 4, Lindstedsvägen 3.

Late solutions are graded as follows. Your score is multiplied by 0.9d, where d is the number
of working days that the solution is late. Solutions handed in late but on the correct day will be
considered as being one day late. That is, if the deadline is on a Friday at 10:15 and one student hands
in a solution on Friday at 16:00 and another student hands in a solution the following Monday before
10:15, both these solutions are one day late. A solution handed on on Monday afternoon is defined to
be two days late. If you hand in some solutions on time and some late, only those that where handed in
late are subject to the 0.9d multiplier. Remember that you may only hand in one set of late solutions.

http://www.kth.se/csc/utbildning/hederskodex?l=en_UK


Presentation

As a part of the course you will present a research paper in cryptography. Given the ongoing com-
petition for construction of SHA-3, each student is asked to present one candidate submitted to the
competition.

Some candidates are already broken but we accept also presentations of these candidates. No
more than two student may present the same candidate and hence it is crucial to report your choice to
the course leader and get an OK before you put too much effort into a chosen candidate.

Some remarks/rules in connection with the presentation

There are a number of rules and recommendations.

• The presentation is given a grade which is either “fail” or a multiple of 10 in the range [30, 80].
The grade is awarded based on the overall impression of the presentation. Giving a practice
presentation with or without audience is usually helpful but will not be organized by the in-
structors.

• The time allowed for the presentation is 12 minutes. Timing is important and normally a warn-
ing is given when 3 minutes of the time remains and when the time is up1. Presentations lasting
longer than 15 minutes are automatically given the grade “fail”.

• The presentation should be done and prepared individually.

• The presentations will be given in blocks of up to 6 presentations in a 2 hour session. The
student is required to attend the other presentations in the session in which he/she gives his/her
own presentation. These presentation will be scheduled once the students have chosen the
candidates to present.

• Presentations can be given on the blackboard, using an OH-projector or by slides projected from
a computer. It is usually considered that making a presentation as short as 12 minutes on the
board is a difficult task and requires very careful planning and hence this must be considered to
be the most difficult method.

• The intended audience for the presentations is at the level of a member of our course. As
everybody presents some hash function some familiarity with hash functions in general may be
assumed.

• Think about the level of detail to present the algorithm. Try to stress novel2 ideas. Also try to
comment on the submitted claims of security. Is it simply “looks complicated and we do not
know how to break our own scheme” or can they argue about security in a more objective way?

• Include some final comments giving your opinion of the proposal. What are good and bad
points? Do you like the construction overall?

1These warnings can be changed for any speaker that wishes.
2It might be hard to verify that an idea is new, so you may take the proposers claim in this respect on faith.
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