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Abstract: We report on the design and implementation of a new cryptographic
voting system, designed to retain the “look and feel” of standard, paper-based
voting used in our country Israel while enhancing security with end-to-end
verifiability guaranteed by cryptographic voting. Our system is dual ballot and runs
two voting processes in parallel: one is electronic while the other is paper-based
and similar to the traditional process used in Israel. Consistency between the two
processes is enforced by means of a new, specially-tailored paper ballot format.
We examined the practicality and usability of our protocol through implementation
and field testing in two elections: the first being a student council election with
over 2000 voters, the second a political party’s election for choosing their leader.
We present our findings, some of which were extracted from a survey we
conducted during the first election. Overall, voters trusted the system and found it
comfortable to use.

1

Introduction

The foundations of modern cryptographic voting systems were laid out in the 1990s,
introducing powerful techniques such as homomorphic tallying and mixing networks.
Almost all early work assumes that the voter has access to some trusted computational
device while voting. In 2004, Chaum [Ch04] and, independently, Neff [Ne04] proposed
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cryptographically secure voting systems in which the voter has access to no
computational device at the time of voting. Since then, most research has focused on
such bare-handed, end-to-end verifiable voting systems.
In 2008, Benaloh [Be08] suggested dual voting. In Benaloh’s system, the voter fills in a
plaintext ballot and a scanning machine reads it to produce a printed plaintext ballot,
which is cast into a ballot box, together with a cryptographic encryption, which is
uploaded to a public web page, and an electronic receipt, which the voter may take
home. The system is end-to-end verifiable using standard cut-and-choose techniques.1
There are several advantages to dual voting. Cryptographic voting, in general, is more
vulnerable than paper-based voting to global failures and attacks. We can demonstrate
this with a simple global failure. Many cryptographic protocols use a k-out-of-n
threshold encryption scheme. It may happen that (accidently or deliberately) too many
keys are lost, in which case the whole election is compromised. Paper-based systems are,
in contrast, more resistant to global failures. Thus, dual-voting systems supply the
stronger guarantees of end-to-end verifiability characteristic of electronic cryptographic
voting while retaining paper’s resiliency against global failures.
Another major advantage of dual voting is psychological. Dual-voting systems often
retain the look and feel of paper-based systems, which makes these systems more
familiar to and trusted by voters, who are used to paper-based voting. Furthermore, we
saw time and again that people trust paper, probably because paper is something you can
hold and read on your own. The fact that our system offers a paper backup made it easier
for the Merez party to decide to use our system.
In dual-ballot systems, an adversary wishing to commit election fraud would need to
break both the paper-based and the cryptographic systems.2 On the downside, it is
enough to break one system to breach privacy.
Finally, it should be noted that in dual-ballot systems it must be decided in advance
when to count which system. Indeed, in some states (like California) the law requires to
count paper ballots, while in others, only a sample is required. We find the following
options reasonable:
•
•

1

2

Use the paper-based system as backup only for disaster recovery, e.g., when
private keys are lost or when the bulletin board goes down during the election.
Count both systems (for all polling stations or for a sample of them) and if they
substantially differ, conduct an official investigation.

In fact, Benaloh’s system may be seen as a triple voting system, where the scanner tallies the scanned votes
in addition to the electronic and paper tallying.
In most cryptographic systems the integrity guarantee is unconditional, even against all-powerful
adversaries, and so it is often heard that cryptographic systems cannot be undetectably forged. However, it
should be noted that the cryptographic guarantee is given only provided certain assumptions hold, e.g., the
authenticity of the bulletin board is assumed.
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While the theory of cryptographic voting is extensive, and quite well understood, not
many cryptographic voting systems have been tested in practice. Helios [Ad08, Ad09],
which is a web-based voting system, has been used in several elections totaling more
than 25,000 voters. Prêt-a-Voter was tested at the University of Surrey Student Union
elections in 2007 [Bi09]. We mention that a recent version of Prêt-a-Voter [LR08] also
supports dual voting. Punchscan was used at the University of Ottawa in 2007 [EC07].
Scantegrity II was used at the Takoma Park, Maryland municipal elections in 2009,
serving over 1,700 voters [Ca10]. Scantegrity II also supports dual-voting. With the
exception of Helios, all the other systems use pre-prepared ballots.
A common criticism of cryptographic voting systems concerns the usability issue. It is
often said that cryptographic voting systems are too complicated for the common voter.
In this work we set to design and implement a dual ballot system that retains the look
and feel of paper-based elections in our country, trying to prove that such systems do not
suffer from usability issues. We implemented a bare-handed, end-to-end verifiable, dual
(paper and electronic) system with ballots printed on-demand (as opposed to preprepared ballots). Our design is closest to Benaloh’s system [Be08] and has been adapted
to Israel‘s paper-based system.
Our system was successfully tested twice. It was first used in an the Interdisciplinary
Center’s student council election held in May 2011 and then again in Merez’s party
leader election held in February 2012. We summarize our experience as follows:
IDC’s Election: The Interdisciplinary Center (IDC) is a non-profit college
with around 6,000 registered students; 2,097 students voted in the election. We
counted both the electronic and paper-based systems and discovered minor
differences between the two tallies, most likely attributed to mistakes in the
hand-counted paper tally. 481 voters checked their receipts online.3 We had
only two complaints about missing receipts, which we attribute to scanning
errors.
We also asked voters to fill in a questionnaire about the voting experience,
asking about their understanding of the voting process and their satisfaction
from it. The results show that the majority of survey respondents thought the
voting process was clear and simple and possessed a high degree of confidence
in their vote being counted. We report on the survey results in Section 4.2. It
should be kept in mind, though, that most of the voters were young and often
technologically savvy students.
Merez’s election: Merez is a small political party in Israel and has about 3% of
the seats in parliament. The party council, with about 950 representatives, elects
the party’s leader. There was a high turnout at the elections with approximately
830 voters (88% of registered voters). Many of the voters were over 50 years
old. Due to limited resources, we did not run a questionnaire at the election, but
we received enthusiastic feedback from many voters and officials, with the
party’s secretary-general saying over 60 representatives called him to say how
good it was to use our voting system.
3

We gave the voters an incentive to verify their vote online.
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We believe the fact that our system retains the look and feel of current paper-based
voting systems helped people accept it and made them think of the dangers and promises
of electronic voting. We hope that our experiment will help facilitate the transition from
paper-based voting to more sophisticated systems supporting end-to-end verifiability.

2

Desired Properties

The most crucial property required of electronic voting systems is integrity, meaning that
it is impossible to falsify election results. Another crucial property is privacy, meaning
that no one can link a voter to his or her vote, and even further, a voter cannot prove to
someone, what his or her vote was. Such a system is known as coercion-free or
incoercible and helps reduce the chances of vote buying.
A system is voter-verifiable if any voter can verify that his/her vote was correctly
recorded and is included in the tally. A system is universally-verifiable if anyone can
verify that all recorded votes are properly tallied. A system having both properties is
end-to-end verifiable.
One can roughly divide the new voting systems into two classes: voting systems where
ballots are pre-prepared before election day [Ch04,RP05,FCS06,AR06,Chb08,Cha08]
and voting systems where ballots are printed on-demand in the voting booth behind
curtains [Ne04,MN06,Be06,Be08, SDW08]. On-demand systems often have easy, userfriendly interface for the voter (often using touch screens). Regarding privacy, with
print-on-demand voting the voter often has to enter his or her choices into the voting
machine - thus losing privacy with respect to the voting machine, whereas pre-prepared
ballots avoid this problem. On the other hand, when ballots are printed in advance it is
crucial to guarantee that these ballots are kept secret (for instance, that the ballots are not
photocopied by an adversary) leading to the chain of custody problem. Another privacy
issue in print-on-demand systems is the possibility of subliminal channels where the
booth leaks information about the votes to outsiders. For example, the booth can pick
randomness that would create a ciphertext whose last bits would also encode the
candidate. [FB09,AN09,GGR09] These resources show how to mitigate these types of
attacks.

3

The Protocol

Our protocol is based on the protocols from Benaloh [Be06, Be08]. Since the voting
booth in our protocol prints ballots on-demand, we protect against subliminal channels
by splitting some of the booth’s functionality to external smart cards (see Appendix A
for further details.)
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Our system uses standard cryptographic primitives used in other cryptographic voting
protocols. More specifically, we use the following protocols: ElGamal encryption
scheme [Ga85]; Pedersen’s
-threshold ElGamal encryption scheme[Pe91, Pe92],
in which any
parties can decrypt a message but no
parties can; Cramer et al.’s
three round, honest-verifier zero-knowledge proof system [CDS94], proving an ElGamal
ciphertext
is an encryption of a message
from a given set of
possibilities
; the Fiat-Shamir heuristic to transform public-coin, zeroknowledge proofs to non-interactive ones; and we use a universally verifiable mix-net
producing non-interactive, zero-knowledge correctness proofs. We chose to use a mixnet rather than homomorphic tallying because mix-nets support a wider range of voting
schemes.
3.1

Trust Model

Assumptions assuring integrity: We assume the polling station workers are semi-honest,
i.e., they will not allow someone to upload encrypted votes or to cast plaintext votes that
were not legitimately cast by voters.
Assumptions assuring incoercibility (and privacy): We assume the voting booth will
remain integrous, not collaborating with any coercer or with any of the smart cards it
uses. We further assume that the smart cards are manufactured by different companies
and are not able to collaborate amongst themselves. We also assume that the smart cards
can be initialized only once and their internal memory cannot be read or modified
externally. Last, we assume there is no dishonest subset of the mix-net parties large
enough to be able to decrypt messages.
3.2

High-level Description

The voter first enters the polling station and identifies herself to the polling station
committee. Once cleared, the voter proceeds to the voting booth and makes her selection
on a touch screen. The voting machine then prints a dual-ballot. At this point in the
process the voter can either audit the machine, or, use the ballot for casting (i.e., we
employ Benaloh’s [Be06] cast-or-audit method).
Our dual-ballot is a paper note, divided into two detachable parts: the electronic ballot
and the physical (plaintext) ballot (see Figure 1). The electronic ballot contains the
encrypted vote along with a digital signature certifying the electronic ballot. The
physical ballot shows the actual vote printed on it. It can be folded in half and then
sealed using a standard adhesive, thereby hiding the plaintext inside.
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If the voter intends to cast the ballot, the voting machine prints ”For Casting” on the
ballot (see Figure 1). The voter then folds and seals the physical ballot (see Figure 3) and
exits the voting booth. The electronic ballot is scanned by the polling station committee
and the information is uploaded to the public electronic bulletin board. The committee
stamps both parts of the ballot and detaches them in front of the voter. The physical
ballot is cast into the ballot box and the electronic ballot is taken home by the voter as a
receipt (see Figure 4).
If the voter intends to audit the ballot, the voting machine prints additional audit
information on the ballot (see Figure 2). Audit ballots allow one to check the consistency
of the voting machine, and inconsistent audit ballots serve as a proof that a given voting
machine does not function correctly. Audit ballots cannot be used for voting; to cast an
actual vote, the voter must re-enter the voting booth.
Tallying: Once the polling stations close, the electronic tallying process takes place
publicly on the bulletin board. The tallying is performed using cryptographic tools, such
as mix-nets and zero-knowledge proofs. Manual tallying of the paper ballots may be
performed at the polling station once it is closed. The decision whether to count/sample
the paper ballots or not is left to the discretion of the officials organizing the elections. A
policy defining when paper ballots will be tallied should be published prior to the
elections.
A detailed description of the protocol appears in Appendix A.

Fig. 1: Dual-ballot before folding. Since it is for casting, there is no barcode in the lower part of the ballot
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Fig. 2: Audit ballot. The audit information is printed in the barcode in the lowest part of the ballot

Fig. 3: Folding a ballot

Fig. 4: Casting

321

3.3

Implementation

According to the protocol, the machine has to commit to the encryption before knowing
whether or not the ballot has been audited. To implement this, the printer output slot is
protected by a partially transparent plastic cover that lets the voter see the partiallyprinted ballot without seeing what is printed on it. This also prevents using the ciphertext as a source of randomness for coercion.
An important implementation detail concerns the choice whether to audit the ballot or
not. At first, we asked each voter if he or she would like to audit the ballot. We
discovered that many voters were confused by that question. As a result we decided to
hide the ballot-auditing feature from common voters. Instead, in our implementation the
audit option can be invoked by pressing a hidden button while the ballot is printed (see
Figure 5). The rationale behind this is the fact that it is sufficient to audit approximately
2-3% of the ballots, and this can be done by designated auditors. That way, we simplify
the voting experience for the common voter without sacrificing the security of the
system.

Fig. 5: Screenshots of the printing window with the hidden audit button

We advertised this procedure on the web page so that more sophisticated voters could
also participate in the auditing process.
Our website displayed encrypted votes and some additional information about the
election like explanations about the voting, auditing and tallying processes, all public
keys, the mix-net proofs of correctness, the uploaded votes file and signature, and
election results. Voters can also use the website to find their votes inside the vote file.
For the mix-net, we use Verificatum [Ve11], which is a free and open source
implementation of an ElGamal based mix-net. Most of the code is written in Java, but
arithmetic code is also available for improved speed. For more details about the protocol
itself we refer the reader to Wikström [Wi11]. We are currently in the final stages of
writing an independent verifier for the proofs generated by Verificatum.
We also wrote an open source Android application allowing voters to audit their votes
more easily. The application allows voters to take a picture of the ciphertext part of the

322

ballot and the audit part of the ballot (if it exists) using the smart phone’s camera. The
application verifies that the signatures on the ballot are correct. If the ballot is an audit
ballot, the app would ensure that the ciphertext was generated using the randomness
specified in the audit part. If it is “For Casting”, the app verifies the ciphertext
information is posted correctly on the website.
3.4

Unimplemented Functionality

The protocol uses smart cards to mitigate a subliminal channel attack. However, we had
neither the time nor the resources to build and test a system with smart cards. Instead, we
simulated the smart card functionality. We hope to add actual smart cards in later
versions of the system.
In our original design, the polling stations would only upload the new votes to the
website. To make sure the website would not remove chunks of votes from the list, the
posted votes were to be protected by Merkle Hash Tree [Me87]. However, due to time
restrictions, and the fact that we supported only one polling station, we decided to upload
all votes to the website.

4

Usability and Related Issues

The IDC elections took place for three consecutive days, from May 17th to 19th. There
were several simultaneous races: In addition to races for the student council president,
vice president, and elections for representatives of 27 special tracks, 78 candidates
competed for 56 available seats on the student council. About 2,097 voted in the election
out of about 6000 registered voters (approximately 33%). Most of the voters were
students in their early 20s. On average, it took a voter 1-2 minutes to vote, comprised of
about 30 seconds of interacting with the polling station worker before voting, one minute
using the voting machine, and another 30 seconds of interaction with polling station
workers after voting. Once polling stations close, the mix-net was run on a single
machine. The whole process took slightly less than 20 minutes and the election results
were announced 45 minutes after the closing of the polling station on the last day of the
elections. No contentions were filed.
In order to educate potential voters about the system, in both elections the voting process
was explained in advance on a website. Furthermore, one of the developers stood at the
entrance of the polling station and explained the polling process, defining exactly what
they had to do once inside the polling station. We also made large posters clarifying the
process and posted them outside the polling station.
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4.1

Lessons learned

Many voters (in both elections) did not fold their ballots at all or folded them incorrectly,
without explicitly being told the proper technique. This was partly due to an insufficient
ballot design, which made it possible to fold the ballot in two different ways. When one
of the system developers demonstrated the proper folding method for voters before
entering the voting booth, the error rate virtually dropped to zero.
We also explained the dangers of DRE voting, i.e., where a computer simply stores the
votes internally, to interested voters. Voters quickly understood the issue and many of
them told us they feel better knowing they can actually see their vote in plaintext. Many
voters (especially the younger ones) enjoyed voting with the new technology, and as a
result, were more open-minded to learn about the system. Since the usability of
electronic voting also depends on the voters’ enthusiasm and understanding, we believe
these two reactions are positive if one considers large-scale deployment of the system.
4.2

The Questionnaire

In the first election, we asked voters to fill in an on-line questionnaire. (We did not have
a questionnaire in the second election because of limited resources.) The online
questionnaire was composed of 10 questions: two administrative, six about the voter’s
understanding of the voting process and his or her satisfaction, and two about the
perceived privacy and integrity of the system. In addition, we also conducted random
exit surveys. In total, 481 voters participated in the survey, 403 of them answering the
on-line survey and 78 the exit survey. The survey response rate was just under 23.4%.
About 37% of those who answered were female and 62% were male, with 4 voters
declining to state their gender. In general, survey participants were well -distributed
among seven fields of study. The majority (about 73 %) of survey participants verified
their ballots.
Information on a voter’s satisfaction with the voting process was captured via the survey
question: ”Thinking about your overall experience at the polls today, how satisfied are
you with your voting experience?” Responses to this question are posted in Table 1.
Over 85% of respondents reported being satisfied.
Very
satisfied

Satisfied

Somewhat
dissatisfied

Very
dissatisfied

Don’t
know

On-line survey

45.2%

49.6%

2.2%

1.0%

2.0%

Exit survey

62.9%

34.6%

0.0%

2.5%

0.0%

Table 1: Voter Satisfaction

4

The high participation rate is due to a lottery of two campus parking lots (a desirable bonus) among those
who participated.
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Voter opinion over the simplicity of the voting process is located in Table 2. The
majority of survey respondents believed the voting process was clear and simple. Across
all survey participants, 60% of respondents strongly agreed that the voting process was
clear and simple; with just over 1% of respondents strongly disagreeing. About threequarters of survey respondents reported understanding why the ballot was separated.
Strongly
Agree

Agree
Somewhat

Neither Agree
nor Disagree

Disagree
Somewhat

Strongly
Disagree

Did not verify

68.5%

20.8%

8.4%

1.5%

0.8%

Verified ballot

56.1%

29.6%

8.9%

4.0%

1.4%

Table 2: The Voting Process Was Clear and Simple

Given that many voters viewed the process as rather straightforward, it is not surprising
that voters possessed a high degree of confidence in their votes being counted. Relative
to previous studies of voter confidence in U.S. elections, voter confidence was extremely
high with 95.1% of voters expressing a high level of confidence [AHL08].
Despite high levels of voter satisfaction, the survey did highlight two areas for future
improvement. Approximately 15% of respondents reported encountering a problem or
asking for assistance during the voting process. Through a follow-up question,
respondents identified folding the ballot as the most commonly encountered difficulty
(36% of identified problems). At 14% of the reported problems, the second most cited
difficulty was the online verification process. Participants were asked to state the one
task which they would like to improve. Out of a list of 9 fixed choices, and one write-in
option, 33% of survey respondents selected verifying their ballot on the Internet. These
issues are currently being addressed by the design team, and we anticipate future
versions of the system to encounter significantly fewer user issues.
In conclusion, voters exhibited high levels of satisfaction and confidence with the
system. A clear majority of voters found the voting process simple and uncomplicated
which is particularly important when implementing a new e-voting system. Given the
unfamiliarity of the concept of vote verification, it is reassuring that most voters were
confident and comfortable with the technology. Finally, survey and observational
analysis revealed a significant portion of voters encountered problems with the ballot
design, especially the folding, which clearly needs to be improved.
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Appendix A: Detailed Description of the Protocol
A.1. Setting up the election
The mix-net parties jointly generate a master public key using the distributed key
generation of the threshold ElGamal cryptosystem. Let
be the public parameters
and let
be the generated threshold ElGamal public key.
The bulletin board and all polling station committee computers generate signature key
pairs. We assume that the bulletin board public key is known to all participants.
Last, the election officials initialize two smart cards
,
for each voting booth.
The initialization of smart card
consists of the generation of a unique identification
number
and the generation of a signature key pair (possibly the same for all booths)
and setting the internal counter
. Also, the election public-key is stored on
the card along with the list of valid candidates. All the smart cards’ public keys are
stored on the bulletin board.
A.2.

Election day

Voting: The voter enters the polling station and identifies herself. Once cleared by the
poll workers, the voter enters the voting booth. The voter votes using a touch screen.
Denote the smart cards by
. The booth itself is a deterministic machine that
cannot generate randomness. The booth requests randomness from the smart cards (to
avoid the subliminal channel problem). Each smart card
increases its internal
counter by one
and returns a message consisting of [
, ,
, ]
where
is the generator from the election public
key and is uniformly random.
The booth encrypts the vote by
. It also generates a noninteractive zero-knowledge proof
that
is an encryption of a valid vote (using 1out-of- zero-knowledge proof). The booth sends [
,
, ,
] to
(
is chosen before the election day, e.g. the smart card with lower ID number).
The smart card verifies that the proof
is valid for , and that its internal counter
is smaller than
. If everything is sufficiently verified, the smart card
sets its internal counter to
and returns
[
]. Otherwise it will display an error message. (We
need the 1-out-of- zero-knowledge proof to prevent the voting machine from leaking
previous votes in the encrypted message, thereby violating voter privacy.)
The booth prints the first and second parts of the ballot (see Figure 1). More specifically,
in the physical ballot part it prints
and in the electronic ballot it prints:

The counters are used to prevent chain voting and a re-use of randomness.
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We shielded the printer output such that the voter could see that a ballot had been printed
but it cannot be extracted before the voter chooses whether or not to audit the ballot.
We note that by using the information printed in the electronic ballot, anyone can verify
that the encryption was computed with randomness that was produced by the smart
cards. That can be checked simply by verifying all signatures and computing
and comparing it with the first element
.
Now, the voter can (but does not have to) audit the voting machine to verify that the
ballot was produced properly. If the voter wishes check it, she presses “Audit the
Machine” on the touch screen. Otherwise, the voter presses ”Cast”.
Auditing the machine: The booth prints ”Audit information:
” at the bottom of the
ballot. After the voter exits the booth, the poll-workers verify that all signatures are valid
and that the randomness counters are equal and increased by one over the counters of
previously casted ballots. By using the randomness printed as audit information the poll
workers can verify that the ciphertext printed on the electronic part of the ballot really
encrypts the plaintext printed on the other part. If so, they stamp the ballot and the voter
can return to the booth to continue her voting. The voter may also verify those properties
at home.
Casting: If the voter presses “Cast” the booth prints ”For Casting” at the bottom of the
ballot. The voter folds the first part of the ballot. Next, the voter leaves the voting booth
and presents her folded ballot to the poll workers. The poll workers verify that her ballot
has not yet been detached. They scan the electronic ballot, verify its signatures and
randomness counters, stamp both parts of the ballot, and detach the physical ballot from
the electronic one. All of this is done in front of the voter. The physical ballot is publicly
put into the ballot box and the stamped electronic part is uploaded to the bulletin board
and returned to the voter as receipt.
The voter then leaves the polling station with the electronic ballot.
A.3.

Tallying

After the election is over, the mix-net at every polling station takes all the encrypted
votes
and passes them through a (re-encryption) mix-net. The mix-net is
made of
mixes, each one belongs to a different party. After the last mix outputs a list
of ciphertexts,
, a verifiable threshold decryption is executed by
parties. The result of this decryption is the tally result for this specific polling station.
The physical ballots may also be counted according to the policy of the officials
organizing the elections.
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A.4.

Auditing

Auditability of casting: The voter can check whether her casted electronic vote is posted
correctly on the bulletin board. Also, she can choose to audit the voting machine and
receive an audit ballot that she can check at her home, using her own computer. Because
the machine has to commit to the ballot by printing it before it knows whether it is
audited or not, the machine has to decide whether to “cheat” or not before knowing
whether the ballot will be audited.
Auditability of tallying: Universal verifiability of the tallying is achieved using the
standard primitives of verifiable shuffles and verifiable threshold decryption. Anyone
can download a program to check those proofs using his or her own computer. Anyone
with sufficient knowledge can write a program to verify those proofs themselves.
Cross checking: At the end of the election we get two parallel systems that can validate
each other. The decision whether or not to count the paper-based system should be
determined before the election takes place.
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