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Claim: N is the product of two primes (think 25957, say)
What is an acceptable proof of such a claim?



Introduction Proofs

What Is a Proof?

Claim: N is the product of two primes (think 25957, say)
What is an acceptable proof of such a claim?

@ "Left to the listener. (Just factor and check yourself!)”
No! Not known how to factor large integers efficiently
Much of modern crypto rests on assumption this is hard [RSA78]
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Introduction Proofs

What Is a Proof?

Claim: N is the product of two primes (think 25957, say)
What is an acceptable proof of such a claim?

@ "Left to the listener. (Just factor and check yourself!)
No! Not known how to factor large integers efficiently
Much of modern crypto rests on assumption this is hard [RSA78]

@ 25957 =1 (mod2) 25957=0 (mod 101)
25957 =1  (mod 3) 25957 =1 (mod 103)
25957 =2  (mod 5) :

: 25957 =0 (mod 257)

25957 =19  (mod 99) :
OK, but maybe even a bit of overkill
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Introduction Proofs

What Is a Proof?

Claim: N is the product of two primes (think 25957, say)
What is an acceptable proof of such a claim?

@ "Left to the listener. (Just factor and check yourself!)
No! Not known how to factor large integers efficiently
Much of modern crypto rests on assumption this is hard [RSA78]

@ 25957 =1 (mod2) 25957=0 (mod 101)
25057 =1 (mod 3) 25957 =1 (mod 103)
25957 =2  (mod 5) :

: 25057 = 0 (mod 257)

25957 = 19  (mod 99) :

OK, but maybe even a bit of overkill

@ “25957 = 101 - 257; check yourself that these are primes.”
Concise! Primality easy to check [Mil76, Rab80, AKS04]
Key demand: A proof should be efficiently verifiable
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Introduction Proofs

Proof system

Proof system for formal language L (adapted from [CR79]):

Deterministic algorithm P(z, ) that runs in time polynomial
in |z| and || such that

e for all z € L there is a string 7 (a proof) such that P(z, ) =1,
e for all x ¢ L it holds for all strings = that P(x,7) = 0.
Think of P as "proof checker”

Note that proof 7 can be very large compared to z
Only have to achieve polynomial time in |z| + |7]
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Introduction Trust

The Success Story of Combinatorial Solving

Rich field of math and computer science

Impact far beyond math/CS in other areas of science and also industry

Typically very challenging problems mathematically speaking
(NP-complete or worse)

Show up all over the place, e.g.:

e airline scheduling

o logistics

e hardware verification

o donor-recipients matching for kidney transplants [MO12, BvdKM*21]
Lots of effort last decades into developing sophisticated so-called
combinatorial solvers that often work surprisingly well in practice

e Boolean satisfiability (SAT) solving [BHYMW21]

e Constraint programming [RvBWO06]

e Mixed integer linear programming [AW13, BR07]
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Introduction Trust

But Can We Trust the Results?

The dirty little secret. ..

@ Solvers very fast, but sometimes wrong (even best commercial ones)
[BLB10, CKSW13, AGJ*18, GSD19, GS19]

@ Even worse: No way of knowing for sure when errors happen

Checking that a solution is feasible should be straightforward

@ But how to check the absence of solutions?

Or that a solution is optimal?
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Introduction Trust

What can be done about this?

e Software testing
Hard to get good test coverage for sophisticated solvers
Inherently can only detect presence of bugs, not absence
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Introduction Trust

What can be done about this?

e Software testing
Hard to get good test coverage for sophisticated solvers
Inherently can only detect presence of bugs, not absence

e Formal verification
Prove that solver implementation adheres to formal specification
Current techniques cannot scale to this level of complexity
(Though there is some exciting recent work on SAT solvers [Fle20])
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Introduction Trust

What can be done about this?

e Software testing
Hard to get good test coverage for sophisticated solvers
Inherently can only detect presence of bugs, not absence

e Formal verification
Prove that solver implementation adheres to formal specification
Current techniques cannot scale to this level of complexity
(Though there is some exciting recent work on SAT solvers [Fle20])

e Proof logging
Make solver certifying [ABMT11, MMNS11] by outputting
@ not only solution but also
@ simple, machine-verifiable proof that solution is correct
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Introduction Proof Logging

Proof Logging with Certifying Solvers

Workflow:
@ Run solver on a problem
@ Feed solution 4 proof to proof checker

e Verify that proof checker says solution is correct and/or optimal

Jakob Nordstrém (UCPH & LU) Proofs, Proof Logging, Trust, and Certification Dagstuhl Sep 21 7/29



Introduction Proof Logging

Proof Logging with Certifying Solvers

Workflow:
@ Run solver on a problem
@ Feed solution 4 proof to proof checker

e Verify that proof checker says solution is correct and/or optimal

Proofs produced by certifying solver [ABM*11, MMNS11] should

be based on very simple rules

@ be powerful enough to allow proof logging with minimal overhead
@ not require knowledge of inner workings of solver
°

allow verification by stand-alone (formally verified) proof checker

Jakob Nordstrém (UCPH & LU) Proofs, Proof Logging, Trust, and Certification Dagstuhl Sep 21 7/29



Introduction Proof Logging

Proof Logging with Certifying Solvers

Workflow:
@ Run solver on a problem
@ Feed solution 4 proof to proof checker

e Verify that proof checker says solution is correct and/or optimal

Proofs produced by certifying solver [ABM*11, MMNS11] should

be based on very simple rules

@ be powerful enough to allow proof logging with minimal overhead
@ not require knowledge of inner workings of solver
°

allow verification by stand-alone (formally verified) proof checker

Does not prove solver correct, but proves solution correct
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Introduction Proof Logging

The Sales Pitch for Proof Logging

@ Certifies correctness of solutions

@ Detects errors even if due to compiler bugs, hardware failures, or
cosmic rays

© Provides debugging support during development
[EG21, GMM*20, KM21]

@ Facilitates performance analysis
© Helps identify potential for further improvements
O Enables auditability

@ Serves as stepping stone towards explainability
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Introduction Proof Logging

The Sales Pitch for Proof Logging

@ Certifies correctness of solutions

@ Detects errors even if due to compiler bugs, hardware failures, or
cosmic rays

©

Provides debugging support during development
[EG21, GMM*20, KM21]

Facilitates performance analysis
Helps identify potential for further improvements

Enables auditability

©0 060

Serves as stepping stone towards explainability

Success story for SAT solving: DRAT [HHW13a, HHW13b, WHH14],
GRIT [CMS17], LRAT [CHH*17]
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Introduction Proof Logging

The Sales Pitch for Proof Logging

@ Certifies correctness of solutions

@ Detects errors even if due to compiler bugs, hardware failures, or
cosmic rays

©

Provides debugging support during development
[EG21, GMM*20, KM21]

Facilitates performance analysis
Helps identify potential for further improvements

Enables auditability

©0 060

Serves as stepping stone towards explainability

Success story for SAT solving: DRAT [HHW13a, HHW13b, WHH14],
GRIT [CMS17], LRAT [CHH*17]

But has remained out of reach for stronger paradigms

And, in fact, even for some advanced SAT solving techniques
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Basic SAT Solving ~ CDCL by Example

A Quick Recap of Modern SAT Solving

DPLL method [DP60, DLL62]

@ Assign values to variables (in some smart way)

@ Backtrack when conflict with falsified clause
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Basic SAT Solving ~ CDCL by Example

A Quick Recap of Modern SAT Solving

DPLL method [DP60, DLL62]

@ Assign values to variables (in some smart way)

@ Backtrack when conflict with falsified clause

Conflict-driven clause learning (CDCL) [MS96, BS97, MMZ*01]
@ Analyse conflicts in more detail — add new clauses to formula
@ More efficient backtracking

@ Also let conflicts guide other heuristics
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Two kinds of assignments — illustrate on example formula:

(uVaVyY)A(xzVgVz)ANEZTV2)ATGVZI)A(TVZ)A(TVw) A (aVw)



Basic SAT Solving ~ CDCL by Example

Variable Assignments

Two kinds of assignments — illustrate on example formula:

(uVzVyY)AN(xVgVz)A(@V2)AGVZ)AN(EZTVZ)A(@Vw)A(uVw)

Decision
Free choice to assign value to variable

. d
Notation w =
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Basic SAT Solving ~ CDCL by Example

Variable Assignments

Two kinds of assignments — illustrate on example formula:

(uVzVyY)AN(xVgVz)A(@V2)AGVZ)AN(EZTVZ)A(@Vw)A(uVw)
0! Decision
”””” Free choice to assign value to variable

. d
Notation w =
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Basic SAT Solving ~ CDCL by Example
Variable Assignments

Two kinds of assignments — illustrate on example formula:
(uVzVyY)AN(xVgVz)A(@V2)AGVZ)AN(ETVZ)A(uVw)A(uVw)
oo Decision
”””” Free choice to assign value to variable

. d
Notation w =

Unit propagation
Forced choice to avoid falsifying clause
Given w = 0, clause ©w V w forces u =0

uVu

Notation u “=" 0 (@ V w is reason)
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Basic SAT Solving ~ CDCL by Example
Variable Assignments

Two kinds of assignments — illustrate on example formula:
(uVzVyY)AN(xVgVz)A(@V2)AGVZ)AN(ETVZ)A(uVw)A(uVw)

p -
Ll ! Decision
R Free choice to assign value to variable
| — |

Vv w . d
pu =0, Notation w =

Unit propagation
Forced choice to avoid falsifying clause
Given w = 0, clause ©w V w forces u =0

uVu

Notation u “=" 0 (@ V w is reason)
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Basic SAT Solving ~ CDCL by Example

Variable Assignments

Two kinds of assignments — illustrate on example formula:

(uVzVyY)AN(xVgVz)A(@V2)AGVZ)AN(EZTVZ)A(@Vw)A(uVw)

Jakob Nordstrém (UCPH & LU)

Decision
Free choice to assign value to variable

. d
Notation w =

Unit propagation
Forced choice to avoid falsifying clause
Given w = 0, clause ©w V w forces u =0

uVu

Notation u “=" 0 (@ V w is reason)

Always propagate if possible, otherwise decide
Until satisfying assignment or conflict clause
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Basic SAT Solving ~ CDCL by Example

Variable Assignments

Two kinds of assignments — illustrate on example formula:
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Basic SAT Solving ~ CDCL by Example

Variable Assignments

Two kinds of assignments — illustrate on example formula:

(uVzVyY)AN(xVGV2)A(@TV2)AGVZ)AN(ETVZ)A(@Vw)A(uVw)
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Decision
Free choice to assign value to variable

. d
Notation w =

Unit propagation
Forced choice to avoid falsifying clause
Given w = 0, clause ©w V w forces u =0

uVu

Notation u “=" 0 (@ V w is reason)

Always propagate if possible, otherwise decide
Until satisfying assignment or conflict clause
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Basic SAT Solving ~ CDCL by Example
Conflict-Driven Clause Learning

Time to analyse this conflict!
(uVzVyY)AN(xVGV2)A(@TV2)AGVZ)AN(ETVZ)A(@Vw)A(uVw)
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Basic SAT Solving ~ CDCL by Example
Conflict-Driven Clause Learning

Time to analyse this conflict!
(uVzVyY)AN(xVgVz)A(@V2)AGVZ)AN(EZTVZ)A(@Vw)A(uVw)

Cwdo ! Could backtrack by flipping last decision
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Basic SAT Solving ~ CDCL by Example
Conflict-Driven Clause Learning

Time to analyse this conflict!
(uVzVyY)AN(xVgVz)A(@V2)AGVZ)AN(EZTVZ)A(@Vw)A(uVw)

Cwdo ! Could backtrack by flipping last decision

TTooTTS But want to learn from conflict and cut away as
| much of search space as possible
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Basic SAT Solving ~ CDCL by Example
Conflict-Driven Clause Learning

Time to analyse this conflict!
(uVzVyY)AN(xVgVz)A(@V2)AGVZ)AN(EZTVZ)A(@Vw)A(uVw)

:”“3%07 | Could backtrack by flipping last decision

CTo T But want to learn from conflict and cut away as
pu =0, much of search space as possible

] ;éioﬁl Case analysis over z for last two clauses:

I - I

e __ @ xV7yVzwants z =1

"uvavy !

| “éyl: @ yVZwants z=0

ity o Merge & remove z — must satisfy = V7
| _xVyVz

z = _1@

N

A,

| J_ |
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Basic SAT Solving ~ CDCL by Example
Conflict-Driven Clause Learning

Time to analyse this conflict!
(uVzVyY)AN(xVgVz)A(@V2)AGVZ)AN(EZTVZ)A(@Vw)A(uVw)

:,,“j%q | Could backtrack by flipping last decision

CTo T But want to learn from conflict and cut away as
Lu =0 much of search space as possible

] ;éioﬁl Case analysis over z for last two clauses:

LS

e rVyVzwants z =1
@ yVZwants 2=0

o Merge & remove z — must satisfy x V3

Repeat until only 1 variable after last decision
U — learn that clause (1UIP) and backjump
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Basic SAT Solving ~ CDCL by Example
Complete Example of CDCL Execution

Backjump: roll back max #decisions so that last variable still flips
(uVaVyY)AN(xVgVz)ANETV2)ANTGVZ)A(TVZE)A(T@Vw)A(aVw)

Jakob Nordstrém (UCPH & LU) Proofs, Proof Logging, Trust, and Certification Dagstuhl Sep '21 12/29



Basic SAT Solving ~ CDCL by Example
Complete Example of CDCL Execution
Backjump: roll back max #decisions so that last variable still flips
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Basic SAT Solving ~ CDCL by Example
Complete Example of CDCL Execution

Backjump: roll back max #decisions so that last variable still flips
(uVaVy)AN(xVgVz)AN(TZVz)ANGVZ)A(TVZE)A(T@Vw)A(aVw)

P w=0 |

U v |

a0 ]

[ oo Th

d uVx

| 220 ! Eatl
U Eve, |
Lz =11
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Basic SAT Solving ~ CDCL by Example
Complete Example of CDCL Execution

Backjump: roll back max #decisions so that last variable still flips
(uVaVyY)AN(xzVgVz)ANETVz)ANTGVZ)A(ZTVZE)A(TVw)A(aVw)

|

L w=0

U v |

LU !

[ [

d uVx

| 220 ! Bty
U Eve, |
sy
Cave |
| J_ |
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Basic SAT Solving ~ CDCL by Example
Complete Example of CDCL Execution

Backjump: roll back max #decisions so that last variable still flips
(uVaVyY)AN(xzVgVz)ANETV2)ANTGVZ)A(TVZE)A(T@Vw)A(aVw)

d T
L wdo | | 220 |
e e
a0 ] w0 ]
T
™|
Cave |
oL
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Basic SAT Solving ~ CDCL by Example
Complete Example of CDCL Execution

Backjump: roll back max #decisions so that last variable still flips
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Basic SAT Solving  Resolution

CDCL Reasoning and the Resolution Proof System

For CDCL proof logging, need proof system for unsatisfiable formulas
Focus on underlying method of reasoning
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Basic SAT Solving  Resolution

CDCL Reasoning and the Resolution Proof System

For CDCL proof logging, need proof system for unsatisfiable formulas
Focus on underlying method of reasoning
Resolution proof system [Bla37, Rob65]

@ Start with clauses of formula

@ Derive new clauses by resolution rule

CVux DVzZT
CvD

@ Done when contradiction L in form of empty clause derived
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Basic SAT Solving  Resolution

CDCL Reasoning and the Resolution Proof System

For CDCL proof logging, need proof system for unsatisfiable formulas
Focus on underlying method of reasoning
Resolution proof system [Bla37, Rob65]

@ Start with clauses of formula

@ Derive new clauses by resolution rule

CVux DVzZT
CvD

@ Done when contradiction L in form of empty clause derived

When run on unsatisfiable formula, CDCL generates resolution proof*
(So lower bounds on proof size = lower bounds on running time)
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Basic SAT Solving  Resolution

CDCL Reasoning and the Resolution Proof System

For CDCL proof logging, need proof system for unsatisfiable formulas
Focus on underlying method of reasoning

Resolution proof system [Bla37, Rob65]
@ Start with clauses of formula

@ Derive new clauses by resolution rule

CVux DVzZT
CvD

@ Done when contradiction L in form of empty clause derived

When run on unsatisfiable formula, CDCL generates resolution proof*
(So lower bounds on proof size = lower bounds on running time)

(*) Ignores pre- and inprocessing, but we will get there. ..
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Obtain resolution proof. ..



Basic SAT Solving  Resolution

Resolution Proofs from CDCL Executions

Obtain resolution proof from our example CDCL execution. . .
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Basic SAT Solving  Resolution

Resolution Proofs from CDCL Executions

Obtain resolution proof from our example CDCL execution by stringing
together conflict analyses:
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Basic SAT Solving  Resolution

Resolution Proofs from CDCL Executions

Obtain resolution proof from our example CDCL execution by stringing
together conflict analyses:
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Basic SAT Solving  Resolution

Reverse Unit Propagation

Reverse unit propagation (RUP) clause [GN03, Van08]
C is a RUP clause with respect to F' if
@ assigning C' to false
@ unit propagating on F' until saturation
@ leads to contradiction
If so, F' clearly implies C, and condition easy to verify efficiently
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Basic SAT Solving  Resolution

Reverse Unit Propagation

Reverse unit propagation (RUP) clause [GN03, Van08]
C is a RUP clause with respect to F' if
@ assigning C' to false
@ unit propagating on F' until saturation
@ leads to contradiction
If so, F' clearly implies C, and condition easy to verify efficiently

Fact
All clauses learned by CDCL solver are RUP clauses
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Basic SAT Solving  Resolution

RUP Proofs

So shorter proof of unsatisfiability for

(uVazVy) AN(xVgVz) A(ZVz) AN[GVE)A(EZVE) A (@Vw) A (TVw)
is sequence of RUP clauses

QO uvze

(2 I

o L
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So shorter proof of unsatisfiability for

(uvVaVy) A(xVyVz) A(@ZVz)A[GVEZ)A(TVE) A (@Vw) A (TVo)

is sequence of RUP clauses
Q uvze
Qo
Q L
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is sequence of RUP clauses
Q uvze
Qo
Q L
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So shorter proof of unsatisfiability for

(uvVaVy) A (xVgVz) A(@Vz)A[GVZ)A(TVZ) A (uVw) A (aVw)

is sequence of RUP clauses
Q@ uvze
Q=
QL



So shorter proof of unsatisfiability for

(uvVaVy) A (xVgVz) A(@TVz)A[GVEZ)A(TVZ) A (uVw) A (aVo)

is sequence of RUP clauses
Q@ uvze
Q=
QL



Basic SAT Solving  Resolution

RUP Proofs

So shorter proof of unsatisfiability for

(uVazVy) AN(xVgVz) A(ZVz) AN[GVE)A(EZVE) A (@Vw) A (TVw)

is sequence of RUP clauses
Q uvze
(2 I
o L

Requires a little bit more trust, though
Namely in correct unit propagation
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Say we want new, fresh variable a encoding

a < (xAy)



Basic SAT Solving  Extension Rules

Extension Variables and Redundant Clauses

Say we want new, fresh variable a encoding

a+r (zAy)

Introduce clauses
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Basic SAT Solving  Extension Rules

Extension Variables and Redundant Clauses

Say we want new, fresh variable a encoding
a+r (zAy)

Introduce clauses

avVzTVy aVux aVy

Should be in order if variable a doesn't appear anywhere else
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Basic SAT Solving  Extension Rules

Extension Variables and Redundant Clauses

Say we want new, fresh variable a encoding

a+r (zAy)

Introduce clauses
avVzTVy aVux aVy

Should be in order if variable a doesn't appear anywhere else

CDCL pre- and inprocessing could to steps like this
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Basic SAT Solving  Extension Rules

Extension Variables and Redundant Clauses

Say we want new, fresh variable a encoding

a+r (zAy)

Introduce clauses

avVzTVy aVux aVy
Should be in order if variable a doesn't appear anywhere else
CDCL pre- and inprocessing could to steps like this

But resolution proof system cannot certify such derivations (by definition)
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Basic SAT Solving  Extension Rules

Substitution Redundancy

o C is redundant with respect to F' if F' and F' A C are equisatisfiable
@ Adding redundant clauses should be OK
@ Notions such as RAT [JHB12] and propagation redundancy [HKB17]
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Basic SAT Solving  Extension Rules

Substitution Redundancy

o C is redundant with respect to F' if F' and F' A C are equisatisfiable
@ Adding redundant clauses should be OK
@ Notions such as RAT [JHB12] and propagation redundancy [HKB17]

Substitution redundancy [BT19, GN21]

C'is redundant with respect to F' if and only if there is a substitution w,
called a witness, for which it holds that

FA=CE (FAC)
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Basic SAT Solving  Extension Rules

Substitution Redundancy

o C is redundant with respect to F' if F' and F' A C are equisatisfiable
@ Adding redundant clauses should be OK
@ Notions such as RAT [JHB12] and propagation redundancy [HKB17]

Substitution redundancy [BT19, GN21]

C'is redundant with respect to F' if and only if there is a substitution w,
called a witness, for which it holds that

FA=CE (FAC)

@ Proof sketch for interesting direction: If « satisfies F' but falsifies C,
then « o w satisfies ' A C

@ Implication should be efficiently verifiable (e.g., all clauses in
(FF'AC)lw RUP)
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Basic SAT Solving  Extension Rules

Deriving a <+ (x A y) with Substitution Redundancy
Want to derive

avVzTVy aVzx aVy
using substitution redundancy condition F' A =C' = (F' A C)|y,
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Basic SAT Solving  Extension Rules

Deriving a <+ (x A y) with Substitution Redundancy

Want to derive
avVzTVy aVzx aVy
using substitution redundancy condition F' A =C' = (F' A C)|y,

QO FA-(aVvZVY) E(FA@VEIVY))l,
Any satisfying o must set {a +— 0,2 +— 1,y — 1}
Choose w = {a + 1} — F untouched; new clause satisfied
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Basic SAT Solving  Extension Rules

Deriving a <+ (x A y) with Substitution Redundancy

Want to derive
avVzTVy aVzx aVy
using substitution redundancy condition F' A =C' = (F' A C)|y,

QO FA-(aVvZVY) E(FA@VEIVY))l,
Any satisfying o must set {a +— 0,2 +— 1,y — 1}
Choose w = {a + 1} — F untouched; new clause satisfied

@ FA(avZIVY) A-(aVe)E(FA(@VEVY)A@VT))|,
Any satisfying o must set {a +— 1,2+ 0}
Choose w = {a ~ 0} — F' untouched; new clauses satisfied
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Basic SAT Solving  Extension Rules

Deriving a <+ (x A y) with Substitution Redundancy

Want to derive
avVzTVy aVzx aVy
using substitution redundancy condition F' A =C' = (F' A C)|y,

QO FA-(aVvZVY) E(FA@VEIVY))l,
Any satisfying o must set {a +— 0,2 +— 1,y — 1}
Choose w = {a + 1} — F untouched; new clause satisfied
@ FA(avZIVY) A-(aVe)E(FA(@VEVY)A@VT))|,
Any satisfying o must set {a +— 1,2+ 0}
Choose w = {a ~ 0} — F' untouched; new clauses satisfied
@ FA(avzVvy)A(aVz)A—-(aVy) E (F A (aVZEVY) A (@Vz) A (@Vy))le
Any satisfying a must set {a +— 1,2+ 1,y — 0}
Choose w = {a +» 0} — F untouched; new clauses satisfied
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Given clauses

x1 VoV as
x1VxoV Iy
x1 V3V ay
o VX3V X4

can deduce that
T1+ T2+ a3+ T4 > 2



Advanced SAT Techniques Cardinality Reasoning and Pseudo-Boolean Constraints
Cardinality constraints
Given clauses

x1 VoV s
x1VxoV Iy
x1 V3V ay

o Va3V Xy
can deduce that
T1+To+x3+ x4 > 2
Provide proof logging for reasoning with such cardinality constraints?

Can solve pigeonhole principle efficiently, which is exponentially hard for
basic CDCL [Hak85, BKS04]

Implemented in solver LINGELING [Lin], but no DRAT proof logging
Resolution + extension rule can do it in theory, but efficiently in practice?!
Jakob Nordstrém (UCPH & LU) Proofs, Proof Logging, Trust, and Certification Dagstuhl Sep '21 20/29



Advanced SAT Techniques Cardinality Reasoning and Pseudo-Boolean Constraints

Pseudo-Boolean Constraints

Pseudo-Boolean constraints are 0-1 integer linear constraints

0 a;,A€Z '
e literals ¢;: z; or T; (where x; + T; = 1)
@ as before, variables x; take values 0 = false or 1 = true
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Advanced SAT Techniques Cardinality Reasoning and Pseudo-Boolean Constraints

Pseudo-Boolean Constraints

Pseudo-Boolean constraints are 0-1 integer linear constraints

0 a;,A€Z '
e literals ¢;: z; or T; (where x; + T; = 1)
@ as before, variables x; take values 0 = false or 1 = true

Some types of pseudo-Boolean constraints

© Clauses
zVyVz & z4+y+z2>1

© Cardinality constraints
1+ T2+ X3+ T4 > 2
© General pseudo-Boolean constraints

r1 + 2T + 3x3 + 474 + S5 > 7
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Advanced SAT Techniques

Pseudo-Boolean Proof Logging

Cutting planes proof system [CCT87]

Literal axioms ———
£; >0

Linear combination > aiti > A

Cardinality Reasoning and Pseudo-Boolean Constraints

LibiizB e, op >0

Silcaa; + cpbi)li > caA+ cpB

Division __ 2ui Cditi =2 A

> aili > [A/c]

Jakob Nordstrém (UCPH & LU)

Proofs, Proof Logging, Trust, and Certification

[c > 0]

Dagstuhl Sep '21 22/29



Advanced SAT Techniques Cardinality Reasoning and Pseudo-Boolean Constraints

Pseudo-Boolean Proof Logging

Cutting planes proof system [CCT87]
thel’al axioms W
Yuaili =AYbl > B
Zz’(CAai + CBbi)ei > cpA+ cgB
Yoicaily > A e > 0]

Linear combination [ca,cp > 0]

Division

Combine with substitution redundancy rule
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Advanced SAT Techniques Cardinality Reasoning and Pseudo-Boolean Constraints

Pseudo-Boolean Proof Logging

Cutting planes proof system [CCT87]
thel’al axioms W
Zi ail; > A Zz bil; > B [CA,CB > 0]
Zz’(CAai + CBbi)ei > cpA+ cgB B
Yoicaily > A e > 0]
>iail; > [A/c]

Linear combination

Division

Combine with substitution redundancy rule

Yields VERIPB proof system [EGMN20, GMN20, GMM*20, GN21]
(Now trusting 0-1 linear inequalities instead of just clauses)
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Advanced SAT Techniques Cardinality Reasoning and Pseudo-Boolean Constraints

Recovering cardinality constraints from CNF

Clauses Pseudo-Boolean constraints
1 VxyVas T1+x9+x3>1
1V Vay r1t+axo+x4>1
1 VI3 Vay T1+x3+14 21
To V3V Xy To+x3+x4>1

Add all up

3x1+ 320+ 3x3+ 314 > 4
and divide by 3 to get

T1+ X2 + T3+ 14 > 2
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Advanced SAT Techniques Cardinality Reasoning and Pseudo-Boolean Constraints

CDCL Solvers on Pseudo-Boolean Inputs

Can re-encode to CNF and run CDCL:
e MINISATH [ES06]
e OPEN-WBO [MML14]
o NAPS [SN15]
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Advanced SAT Techniques Cardinality Reasoning and Pseudo-Boolean Constraints

CDCL Solvers on Pseudo-Boolean Inputs

Can re-encode to CNF and run CDCL:
e MINISATH [ES06]
e OPEN-WBO [MML14]
o NAPS [SN15]

E.g., encode pseudo-Boolean constraint
1+ a2+ X3+ 14 > 2
to clauses with extension variables

Sik <= Z;’:l Zj > k
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Advanced SAT Techniques Cardinality Reasoning and Pseudo-Boolean Constraints

CDCL Solvers on Pseudo-Boolean Inputs

Can re-encode to CNF and run CDCL: 81,1 V1
e MINISATH [ES06] 821V S1,1 Va2
e OPEN-WBO [MML14] S22V S11
e NAPS [SN15] S22V X2

. 531V s21 Va3
E.g., encode pseudo-Boolean constraint B
832V 821
T+ T2+ a3+ 74 > 2 S32V 822V I3
: , : 541V 831V 24
to clauses with extension variables o ’
S4,2V 83,1
i ) _
Sik < D j=1%j > k S42V 832V xg

54,2
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Advanced SAT Techniques Cardinality Reasoning and Pseudo-Boolean Constraints

CDCL Solvers on Pseudo-Boolean Inputs

Can re-encode to CNF and run CDCL: 81,1 V1
e MINISATH [ES06] 821V S1,1 Va2
e OPEN-WBO [MML14] S22V S11
e NAPS [SN15] S22V X2

. 531V s21 Va3

E.g., encode pseudo-Boolean constraint B
832V 821

T+ T2+ a3+ 74 > 2 S32V 822V I3

S41Vs31Va
to clauses with extension variables 74’1 s
S4,2V 83,1
Sik <= 23:1 Zj >k S42V 839V x4
_ 54,2
How to know translation correct?
VERIPB can certify pseudo-Boolean-to-CNF rewriting [GMN21]

Jakob Nordstrém (UCPH & LU) Proofs, Proof Logging, Trust, and Certification Dagstuhl Sep '21 24/29



Given clauses

TVyVz
rVYyvVvz
TVYVz
TVYVz
and
yVzVw
yVzZVw
yVzVw
JVEVwW
want to derive
T Vw
TVw
~ Jakob Nordstrdm (UCPH & LU)  Proofs, Proof Logging, Trust, and Certification ~ Dagstuhl Sep '21 25/29



Advanced SAT Techniques ~ XOR Reasoning

XOR Reasoning

Given clauses This is just XOR reasoning:

rVyVz r+y+z=1 (mod 2)
rVYVZ y+z+w=1 (mod2)
TVYVz imply
TVYVz r+w=0 (mod2)
and
yVzVuw
yVzZVw
yVzVw
yVvzVw
want to derive
TV w
TVw
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Advanced SAT Techniques ~ XOR Reasoning

XOR Reasoning

Given clauses This is just XOR reasoning:
rVyVz r+y+z=1 (mod 2)
rVYVZ y+z+w=1 (mod2)
TVYVz imply
TVYVz r+w=0 (mod2)

and E ially hard for CDCL [Urq87
yvevw B)L(:F’zounsee:itlii }(/jRirPT(c));\/IINISA"E [qury]]
yVzZVw
yVzVw
yVvzVw

want to derive
TV w
TVw
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Advanced SAT Techniques ~ XOR Reasoning

XOR Reasoning

Given clauses This is just XOR reasoning:
rVyVz r+y+z=1 (mod 2)
rVYVZ y+z+w=1 (mod2)
TVYVz imply
TVYVz r+w=0 (mod2)

and _

YV 2V w Exponentl.ally hard for CDCL [Urq87]
But used in CRYPTOMINISAT [Cry]

yVzZVw

VIV DRAT prc.)of Iogging like [PR16] too

S inefficient in practice!

yVzVuw

want to derive
TV w
TVw
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Advanced SAT Techniques ~ XOR Reasoning

XOR Reasoning

Given clauses This is just XOR reasoning:
rVyVz r+y+z=1 (mod 2)
rVYVZ y+z+w=1 (mod2)
TVYVz imply
TVYVz r+w=0 (mod2)

and _
YV 2V w Exponentl.ally hard for CDCL [Urq87]

But used in CRYPTOMINISAT [Cry]

yVzZVw
VIV DRAT prc.)of Iogging like [PR16] too
S inefficient in practice!
yVzVuw

want to derive Could add XORs to language, but prefer to

_ keep things super-simple and verifiable. ..

TV w
TVw
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Advanced SAT Techniques ~ XOR Reasoning

Pseudo-Boolean Proof Logging for XOR Reasoning

Given clauses

rVyVz
TVYyVvz
TVYVvVz
TVYVz
and
yVzVuw
yVzZVw
yVzVw
yVvzVw
want to derive
rVw
TVw
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Advanced SAT Techniques ~ XOR Reasoning

Pseudo-Boolean Proof Logging for XOR Reasoning

Given clauses Use substitution redundancy and fresh

variables a,b to derive
rVyVz

TVYVZ T+y+z+2a=3
TVYyVzZ y+z+w+20=3

=" syntactic sugar for ">" plus “<")

TVYyVz ("
and

yVzVuw

yVzZVw

yVzVw

yVvzVw
want to derive

xVw

TzVw
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Advanced SAT Techniques ~ XOR Reasoning

Pseudo-Boolean Proof Logging for XOR Reasoning

Given clauses Use substitution redundancy and fresh
variables a,b to derive
rVyVz
TVYVZ z+y+z2+2a=3
TVyVZ y+z+w+2b=3
TVYyVz ("=" syntactic sugar for “>" plus “<")
and Add to get
yVzVuw
YVEV D rH+w+2y+2z+2a+2b=6
yVzVw
yVvzVw
want to derive
T Vw
TV w
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Advanced SAT Techniques ~ XOR Reasoning

Pseudo-Boolean Proof Logging for XOR Reasoning

Given clauses Use substitution redundancy and fresh
variables a,b to derive
rVyVz
TVYVZ T+y+z+2a=3
TVYyVzZ y+z+w+20=3
ZVyYVz ("=" syntactic sugar for “>" plus “<")
and Add to get
yVzVuw .
YV EVD r+w+2y+2z+2a+20=6
yVvVzVw From this can extract
yVvzVw
. r+w>1
want to derive
_ T4+w>1
T Vw
TV w
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Advanced SAT Techniques ~ XOR Reasoning

Pseudo-Boolean Proof Logging for XOR Reasoning

Given clauses Use substitution redundancy and fresh
variables a,b to derive
rVyVz
TVYVZ T+y+z+2a=3
TVYyVzZ y+z+w+20=3
ZVyYVz ("=" syntactic sugar for “>" plus “<")
and Add to get
yVzVuw .
YV EVD r+w+2y+2z+2a+20=6
yVvVzVw From this can extract
yVvzVw
. r+w>1
want to derive
_ T4+w>1
T Vw
TVuw VERIPB can certify XOR reasoning [GN21]
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Advanced SAT Techniques ~ Symmetry Handling
The Challenge of Symmetries

Symmetries
@ crucial for some optimization problems [AW13, GSVW14]

@ show up also in hard SAT benchmarks
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Advanced SAT Techniques ~ Symmetry Handling
The Challenge of Symmetries

Symmetries
@ crucial for some optimization problems [AW13, GSVW14]

@ show up also in hard SAT benchmarks

Symmetry breaking
e Add clauses filtering out symmetric solutions [DBBD16]
e DRAT proof logging for limited cases only [HHW15]
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Advanced SAT Techniques ~ Symmetry Handling
The Challenge of Symmetries

Symmetries
@ crucial for some optimization problems [AW13, GSVW14]

@ show up also in hard SAT benchmarks

Symmetry breaking
e Add clauses filtering out symmetric solutions [DBBD16]
e DRAT proof logging for limited cases only [HHW15]

Symmetric learning
@ Allow to add all symmetric versions of learned clause [DBB17]
@ Recently proposed proof logging in [TD20]

@ Special-purpose, specific approach
© Requires adding explicit concept of symmetries

Better to keep proof system super-simple and verifiable. ..
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Advanced SAT Techniques ~ Symmetry Handling
The Challenge of Symmetries

Symmetries
@ crucial for some optimization problems [AW13, GSVW14]

@ show up also in hard SAT benchmarks

Symmetry breaking
e Add clauses filtering out symmetric solutions [DBBD16]
e DRAT proof logging for limited cases only [HHW15]

Symmetric learning
@ Allow to add all symmetric versions of learned clause [DBB17]
@ Recently proposed proof logging in [TD20]

@ Special-purpose, specific approach
© Requires adding explicit concept of symmetries

Better to keep proof system super-simple and verifiable. ..

Interesting challenges for proof logging!
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Further Challenges

Challenges Beyond SAT

Proof logging for combinatorial optimization
e Maximum satisfiability (MaxSAT) solving
@ Pseudo-Boolean optimization
e Mixed integer linear programming (some work in [CGS17, EG21])
e Constraint programming (some work in
[EGMN20, GMN20, GMM*20])
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Further Challenges

Challenges Beyond SAT

Proof logging for combinatorial optimization
e Maximum satisfiability (MaxSAT) solving
@ Pseudo-Boolean optimization
e Mixed integer linear programming (some work in [CGS17, EG21])
°

Constraint programming (some work in
[EGMN20, GMN20, GMM*20])

Explainability, robustness, fairness
o Certified explanations for decisions or classifications?
@ Formal proofs that neural networks are robust to limited perturbations
of the input?
@ Rigorous symbolic reasoning about fairness?
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Further Challenges

Challenges Beyond SAT

Proof logging for combinatorial optimization
e Maximum satisfiability (MaxSAT) solving
@ Pseudo-Boolean optimization
e Mixed integer linear programming (some work in [CGS17, EG21])
e Constraint programming (some work in
[EGMN20, GMN20, GMM*20])

Explainability, robustness, fairness
o Certified explanations for decisions or classifications?
@ Formal proofs that neural networks are robust to limited perturbations
of the input?
@ Rigorous symbolic reasoning about fairness?

And more...
@ Lots of challenging problems and interesting ideas
e This talk would (hopefully) sound quite different in a year or two
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Summing up

@ Combinatorial solving and optimization is a true success story

@ But ensuring correctness is a crucial, and not yet satisfactorily
addressed, concern

o Certifying solvers producing machine-verifiable proofs of correctness
seems like a promising approach

@ Well established for Boolean satisfiability (SAT) solving, but even
there advanced techniques have remained out of reach

o Cutting planes reasoning with pseudo-Boolean constraints might hit a
sweet spot between simplicity and expressibility

@ Some very recent promising results in this direction
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Summing up

@ Combinatorial solving and optimization is a true success story

@ But ensuring correctness is a crucial, and not yet satisfactorily
addressed, concern

o Certifying solvers producing machine-verifiable proofs of correctness
seems like a promising approach

@ Well established for Boolean satisfiability (SAT) solving, but even
there advanced techniques have remained out of reach

o Cutting planes reasoning with pseudo-Boolean constraints might hit a
sweet spot between simplicity and expressibility

@ Some very recent promising results in this direction

Thank you for your attention!
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